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Abstract— This paper highlights routing misbehavior in MANETS
(Mobile Ad Hoc Networks). In general, routing protocols for
MANETS are designed based on the assumption that all participating
nodes are fully cooperative. However, due to the open structure and
scarcely available battery-based energy, node misbehaviors may
exist. One such routing misbehavior is that some selfish nodes will
participate in the route discovery and maintenance processes but
refuse to forward data packets.

In the present studies it is proposed a novel scheme named 2 HOP
ACK which provides an add-on technique for routing schemes that
detects the routing misbehavior and to overcomes their adverse
effect. The main feature of 2 HOP ACK is to send two-hop
acknowledgment packets in the opposite direction of the routing path
and to reduce additional routing overhead.

The main idea of the 2 HOP ACK scheme is to send two-hop
acknowledgment packets in the opposite direction of the routing
path. In order to reduce additiona routing overhead, only a fraction
of the received data packets are acknowledged in the 2 HOP ACK
scheme. Analytical and simulation results are presented to evaluate
the performance of the proposed scheme.

Introduction

Mobile Ad Hoc Network (MANET) is a collection of mobile nodes
(hosts) which communicate with each other via wireless links
either directly or relying on other nodes as routers. The operation
of MANETs does not depend on preexisting infrastructure or
base stations. Network nodes in MANETs are free to move
randomly. Therefore, the network topology of a MANET may
change rapidly and unpredictably. All network activities, such as
discovering the topology and delivering data packets, have to be
executed by the nodes themselves, either individually or collectively.
Depending on its application, the structure of a MANET may vary
from a small, static network that is highly power-constrained to a
large-scale, mobile, highly dynamic network.

MANET, dl mobile nodes cooperate with each other toward a
common goal, such as emergency search/ rescue or military and law
enforcement operations. In an open MANET, different mobile nodes
with different goals share their resources in order to ensure global
connectivity. However, some resources are consumed quickly as the
nodes participate in the network functions. For instance, battery
power is considered to be most important in a mobile environment.
An individual mobile node may attempt to benefit from other nodes,
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but refuse to share its own resources. Such nodes are called selfish or
misbehaving nodes and their behavior is termed selfishness or
misbehavior [2]. One of the major sources of energy consumption in
the mobile nodes of MANETSs is wireless transmission [3]. A selfish
node may refuse to forward data packets for other nodes in order to
conserve its own energy.

Several techniques have been proposed to detect and aleviate the
effects of such selfish nodes in MANETS. In two techniques were
introduced, namely, watchdog and pathrater, to detect and mitigate
the effects of the routing misbehavior, respectively. The watch-dog
technique identifies the misbehaving nodes by over-hearing on the
wireless medium. The pathrater technique alows nodes to avoid the
use of the misbehaving nodes in any future route selections. The
watchdog technique is based on passive overhearing. Unfortunately,
it can only determine whether or not the next-hop node sends out the
data packet. The reception status of the next-hop link’s receiver is
usualy unknown to the observer.Misbehavior Detection and
Mitigation

. In MANETSs, routing misbehavior can severely degrade the
performance at the routing layer. Specifically, nodes may participate
in the route discovery and maintenance processes but refuse to
forward data packets. How do we detect such misbehavior? How can
we make such detection processes more efficient (i.e., with less
control overhead) and accurate (i.e., with low false alarm rate and
missed detection rate.

successfully over the next hop, the destination node of the next-hop
link will send back a specia two-hop acknowl-edgment called 2
HOP ACK to indicate that the data packet has been received
successfully. Such a2 HOP ACK transmission takes place for only a
fraction of data packets, but not all. Such a “selective”
acknowledgment® is intended to reduce the additiona routing
overhead caused by the 2 HOP ACK scheme. Judgment on node
behavior is made after observing its behavior for a certain period of
time

2 REeLATED WORK

The security problem and the misbehavior problem of wireless
networks including MANETs have been studied by many
researchers, Various techniques have been proposed to prevent
selfishness in MANETS. These schemes can be broadly classified
into two categories: credit-based schemes and reputation-based
schemes.
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2.1 Misbehaving Routes

In order to demonstrate the adverse effect of routing misbehavior, it
is proposed to estimate the probability of misbehaving routes. A
route which misbehaves when there is at least one router along the
same route is termed as misbehaving route. The analysis was carried
out with the following assumptions.

The network nodes are randomly distributed over the entire network
area. Each node’s location are independent of other. There are N
nodes in the network area of size X = Y ; The source and the
destination of each transmissions were chosen randomly among other
nodes; - Nodes (other than the source and thedestination) are chosen
as misbehaving nodesand are independent with probability denoted
as pm. The routes are examined with an average number of hops, h.
There are h-1 routers between the source and the destination. Each
of these routers may misbehave with that of probability (pm).

The main problem with credit-based schemes is that they usualy
require some kind of tamper-resistant hardware and/or extra
protection for the virtual currency or the payment system. We focus
on reputation-based techniques in this paper instead.

2.2 Reputation-Based Schemes

The second category of techniques to combat node misbehavior in
MANETS is reputation-based [4], [7]. In such schemes, network
nodes collectively detect and declare the misbehavior of a suspicious
node. Such a declaration is then propagated throughout the network
so that the misbehav-ing node will be cut off from the rest of the
network.

In [4], Marti et a. proposed a scheme that contains two major
modules, termed watchdog and pathrater, to detect and mitigate,
respectively, routing misbehavior in MANETS. Nodes operate in a
promiscuous mode wherein the watch-dog module overhears the
medium to check whether the next-hop node faithfully forwards the
packet. At the same time, it maintains a buffer of recently sent
packets. A data packet is cleared from the buffer when the watchdog
overhears the same packet being forwarded by the next-hop node
over the medium. If a data packet remains in the buffer for too long,
the watchdog module accuses the next-hop neighbor of misbehaving.
Thus, the watchdog enables mishehavior detection at the forwarding
level as well as the link level. Based on the watchdog’s accusations,
the pathrater module rates every path in its cache and subsequently
chooses the path that best avoids misbehaving nodes. Due to its
reliance on overhearing, however, the watchdog technique may fail
to detect misbehavior or raise fase darms in the presence of
ambiguous collisions, receiver collisions, and limited transmission
power, as explained in [4].

The CONFIDANT protocol proposed by Buchegger and Le Boudec
in [7] is another example of reputation-based schemes. The protocol
is based on sdlective dtruism and utilitarianism, thus making
misbehavior unattractive. CON-FIDANT consists of four important
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components—the Monitor, the Reputation System, the Path
Manager, and the Trust Manager. They perform the vital functions of
neighborhood watching, node rating, path rating, and sending and
receiving alarm messages, respectively. Each node continuously
monitors the behavior of its first-hop neighbors. If a suspicious event
is detected details of the event are passed to the Reputation System.
Depending on how significant and how frequent the event is, the

Reputation System modifies the rating of the suspected node. Once
the rating of a node becomes intolerable, control is passed to the Path
Manager, which accordingly controls the route cache. Warning
messages are propagated to other nodes in the form of an Alarm
message sent out by the Trust Manager.

The Monitor component in the CONFIDANT scheme observes
the next hop neighbor’s behavior using the overhearing technique.
This causes the scheme to suffer from the same problems as the
watchdog scheme.

In Miranda and Rodrigues adopted a similar approach. Each node
i maintains a data structure Status4& about every other node j asan
indication of what impression node i has about node j. Along with a
credit counter, node i aso maintains lists of nodes to which node j
will and will not provide service. Every node periodically broadcasts
relevant information in the form of a self-state message. Other nodes
update their own lists based on the information contained in these
self-state messages.

2.3 End-to-End Acknowledgment Schemes

There are several schemes that use end-to-end acknow-ledgments
(ACKs) to detect routing misbehavior or malicious nodes in wireless
networks.

In the TCP protocol, end-to-end acknowledgment is employed.
Such acknowledgments are sent by the end-receiver to notify the
sender about the reception of data packets up to some locations of the
continuous data stream. The Selective Acknowledgment (SACK)
technique is used to acknowledge out-of-order data blocks.

The 2 HOP ACK technique differs from the ACK and the SACK
schemes in the TCP protocol in the following manner: The 2 HOP
ACK scheme tries to detect those misbehav-ing nodes which have
agreed to forward data packets for the source node but refuse to do so
when data packets arrive. TCP, on the other hand, uses ACK and
SACK to measure the usefulness of the current route and to take
appropriate action. For example, congestion control is based on the
reception of the ACK and the SACK packets.

In order to identify malicious routers that draw traffic toward
themselves but fail to correctly forward the traffic, Padmanabhan and
Simon proposed the secure traceroute protocol [16]. The norma
traceroute protocol alows the sender to simply send packets with
increasing Time-To-Live (TTL) values and wait for a warning
message from the router at which time the packet’s TTL value
expires. The secure traceroute protocol authenticates the traceroute
packets and disguises them as regular data packets.

The Best-effort Fault-Tolerant Routing (BFTR) scheme due to
262
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Xue and Nahrstedt [18] aso employs end-to-end ACKs. The BFTR
scheme continuously monitors the quality (i.e., packet delivery ratio)
of the path in use. This is compared with the predefined expected
behavior of good routes. If the behavior of the route in use deviates
from the behavior of good routes, it is marked as “infeasible” and a
new route is used. Since BFTR throws out the entire route before
detecting the misbehaving nodes, the newly chosen route may still
include the same misbehaving nodes. Even though the new route will
be detected as infeasible by the source after a period of observation
time, data packet loss will occur in traffic flows when using protocols
such as UDP. Such arepeated detection process is inefficient.

2.4 Other Prior State-of-the-Art Schemes

The misbehavior problem that we focus on in this work was referred
to as the Black Hole attack in Aad et al. investigated the JellyFish
attack for closed-loop flows such as TCP. It was shown that a
JellyFish attacker may stedthily rearrange, delay, or periodicaly
drop packets while still remaining protocol-compliant. Such attacks
may cause end-to-end throughput of closed-loop flows to drop.
Similarly, the Black Hole attack was aso shown to have adverse
effect on open-loop flows such as UDP. Unlike [14], we propose a 2
HOP ACK technique to detect such misbehaviors.

25 TheTWOACK and STWOACK Schemes

In we proposed an early version of the 2 HOP ACK scheme, termed
TWOACK. The 2 HOP ACK and the TWOACK schemes have the
following major differences: 1) The receiving node in the 2 HOP
ACK scheme only sends 2 HOP ACK packets for a fraction of
received data packets, while, in the TWOACK scheme, TWOACK
packets are sent for every data packet received. Acknowledging a
fraction of received data packets gives the 2 HOP ACK scheme
better performance with respect to routing overhead. 2) The 2 HOP
ACK scheme has an authentication mechanism to make sure that the
2 HOP ACK packets are genuine.

The Selective TWOACK (S-TWOACK) scheme proposed in is
different from 2 HOP ACK as well. Mainly, each TWOACK packet
in the STWOACK scheme acknowledges the receipt of a number of
data packets, but a2 HOP ACK packet in the 2 HOP ACK scheme
only acknowledges one data packet. With such a subtle change, the 2
HOP ACK scheme has easier control over the trade-off between the
performance of the network and the cost as compared to the S-
TWOACK scheme.

3 PROBLEM OF ROUTING MISBEHAVIOR

In this section, we describe the problems caused by routing
misbehavior. But first, we summarize the notations and assumptions
used throughout this paper.

3.1 Routing Misbehavior M odel

We present the routing misbehavior model considered in this paper in
the context of the DSR protocol.Due to DSR’s popularity, we use it
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as the basic routing protocol to illustrate our proposed add-on
scheme. The details of DSR can be found in the implementation of
our scheme as an add-on to other routing schemes

We focus on the following routing misbehavior: A selfish node
does not perform the packet forwarding function for data packets
unrelated to itself.? However, it operates normaly in the Route
Discovery and the Route Mainte-nance phases of the DSR protocol.
Since such misbehaving nodes participate in the Route Discovery
phase, they may be included in the routes chosen to forward the data
packets from the source. The misbehaving nodes, however, refuse to
forward the data packets from the source. This leads to the source
being confused.

In guaranteed services such as TCP, the source node may either
choose an aternate route from its route cache or initiate a new Route
Discovery process. The dternate route may again contain
misbehaving nodes and, therefore, the data transmission may fail
again. The new Route Discovery phase will return a similar set of
routes, including the misbehaving nodes. Eventualy, the source
node may conclude that routes are unavailable to deliver the data
packets. As a result, the network fails to provide reliable
communication for the source node even though such routes are
avallable. In best-effort services such as UDP, the source simply
sends out data packets to the next-hop node, which forwards them
on. The existence of a misbehaving node on the route will cut off the
data traffic flow. The source has no knowledge of this at all.

In this paper, we propose the 2 HOP ACK technique to detect
such misbehaving nodes. Routes containing such nodes will be
eliminated from consideration. The source node will be able to
choose an appropriate route to send its data. In this work, we use
both UDP and TCP to demonstrate the adverse effect of routing
misbehavior and the performance of our proposed scheme.

The attackers (misbehaving nodes) are assumed to be capable of
performing the following tasks:

. dropping any data packet,
. masquerading as the node that is the receiver of its next link,

. sending out fabricated 2 HOP ACK packets,
. sending out fabricated h,, the key generated by the 2 HOP ACK
packet senders, and

. claming fasely that its neighbor or next-hop links are
misbehaving.

3.2 Probability of Misbehaving Routes

We have compared the numerical results based on (6) and
simulation results. Our simulation results were obtained through 20
runs with different seeds in NS2. In Table 1, we show the results for
different network areas and number of nodes. The transmission range
isR %250 m for every node.

TABLE 1
Probability of Misbehaving Routes

for Different Misbehavior Ratio, p,
Hesnlts far oy, = L1
Motwork Area, XYY ARFER SKRTAK | TORATOR
Muornber of Modes, N b 1K1 40X
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4 THE2HOPACK SCHEME

The watchdog detection mechanism in has a very low overhead.
Unfortunately, the watchdog technique suffers from several
problems such as ambiguous collisions, receiver collisions, and
limited transmission power. The main issue is that the event of
successful packet reception can only be accurately determined at
the receiver of the next-hop link, but the watchdog technique only
monitors the transmission from the sender of the next-hop link.

Noting that a misbehaving node can either be the sender or the
receiver of the next-hop link, we focus on the problem of
detecting misbehaving links instead of misbehaving nodes.
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Drata traffic dircction
Fig. 1: The 2 HOP ACK scheme

In the next-hop link, a misbehaving sender or a misbehav-ing
receiver has a similar adverse effect on the data packet: It will
not be forwarded further. The result is that this link will be
tagged [17]. Our approach discussed here signifi-cantly
simplifies the detection mechanism.

4.1 Detailsof the2 HOP ACK Scheme

The 2 HOP ACK scheme is a network-layer technique to detect
misbehaving links and to mitigate their effects. It can be
implemented as an add-on to existing routing protocols for
MANETSs, such as DSR. The 2 HOP ACK scheme detects
misbehavior through the use of a new type of acknowl-edgment
packet, termed 2 HOP ACK. A 2 HOP ACK packet is assigned a
fixed route of two hops (three nodes) in the opposite direction of
the data traffic route.

Fig. 1 illustrates the operation of the 2 HOP ACK scheme.
Suppose that N1, N,, and N5 are three consecutive nodes (triplet)
along a route. The route from a source node, S, to a destination
node, D, is generated in the Route Discovery phase of the DSR
protocol. When N; sends a data packet to N, and N, forwards it to
Ns, it is unclear to N; whether N3 receives the data packet
successfully or not. Such an ambiguity exists even when there are
no misbehaving nodes. The problem becomes much more severe
in open MANETSs with potential misbehaving nodes.

The 2 HOP ACK scheme requires an explicit acknowledgment
to be sent by N5 to notify N, of its successful reception of a data
packet: When node N3 receives the data packet successfully, it
sends out a 2 HOP ACK packet over two hops to N, (i.e, the
opposite direction of the routing path as shown), with the ID of
the corresponding data packet. The triplet ¥2N; ! N, ! Ni& is
derived from the route of the origina datatraffic. Such atripletis
used by N; to monitor the link N, ! Ns. For convenience of
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presentation, we term N, in the triplet ¥2N; ! N, ! N3& the 2 HOP
ACK packet receiver or the observing node and N5 the 2 HOP
ACK packet sender.

Such a2 HOP ACK transmission takes place for every set
of triplets along the route. Therefore, only the first router from
the source will not serve as a2 HOP ACK packet sender. The
last router just before the destination and the destination will
not serve as 2 HOP ACK receivers.4

To detect misbehavior, the 2 HOP ACK packet sender main-
tains alist of IDs of data packets that have been sent out but have
not been acknowledged. For example, after N; sends a data packet
on aparticular path, say, ¥2N; ! N, !

The 2 HOP ACK packet is different from the selective
acknowledgment (SACK) [24] in TCP. The SACK packets are
used by the TCP data receiver to acknowledge noncontiguous
blocks of data that are not covered by the Cumulative
Acknowledgment field. A 2 HOP ACK packet, on the other hand,
acknowledges the received data packet. In addition, the SACK
packets are sent by the data traffic receiver, but the 2 HOP ACK
packets are sent by the third node in every set of triplets along the
traffic route.2 HOP ACK technique solves this problem by
requiring N3 to send a 2 HOP ACK packet explicitly Receiver
Collisions.

A counter of forwarded data packets, C , is incremented 2 HOP
ACK packets. pkts simultaneously. . Limited Transmission
Power. A misbehaving N 2 At N, each ID will stay on the list for
seconds, the may maneuver its transmission power such that N
timeout for 2 HOP ACK reception. If a 2 HOP ACK packet
correspond- can overhear its transmission but N cannot. This ing
to this ID arrives before the timer expires, the ID will be problem
is similar to the Receiver Collisions pro- removed from the list.
Otherwise, the ID will be removed at blem. It becomes a threat
only when the distance the end of its timeout interva and a
counter called C will between N and N isless than that between N
and m is be incremented. The 2 HOP ACK scheme is immune to
limited When N receives a data packet, it determines whether it
transmission power problem.needs to send a 2 HOP ACK packet
to N.

In order to reduce the Limited Overhearing Range. A well-
behaved additional routing overhead caused by the 2 HOP ACK
scheme, may use low transmission power to send data only a
fraction of the data packets will be acknowledged via toward N .
Due to N ’s limited overhearing range, 2 HOP ACK packets.
Such a fraction is termed the acknowl- it will not overhear the
transmission successfully edgment ratio, R . By varying R , we
can dynamicaly and will thus infer that N is misbehaving,
causing ack tune the overhead of 2 HOP ACK packet
transmissions. false alarm.

Both this problem and the limited Node Nobserves the behavior
of link N ! N for a transmission power problem are caused by the
period of time termed T. At the end of the observation potential
asymmetry of communication links. The ob s period, N calculates
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the ratio of missing 2 HOP ACK packets as 2 HOP ACK scheme
isimmune to the limited overhearing C=C and comparesit with a
threshold R . If the ratio range issue. mis pktsmisis greater than
R , link N ! N is declared mishehaving With the explicit
requirement of 2 HOP ACK transmissions, and N sends out an
RERR (or the misbehavior report) the 2 HOP ACK scheme solves
the above problems. Compared packet. The data structure of
RERR is shown in Fig. 3. Since with overhearing techniques, the
2 HOP ACK scheme has a only a fraction of the received data
packets are acknowledge disadvantage of higher routing
overhead. This additional edged, R should satisfy R in order to
ack routing overhead is caused by the transmission of 2 HOP
ACK eiminate false aarms caused by such a partid
acknowledgement packets.

The output has a fixed length. interested in forging a new h. Since
a mgjority of the n . HoxP is relatively easy to compute for any
given nodes are well-behaved, the true value of h can be N input
X. obtained. . It is computationally infeasible to calculate x from
Once the h element is distributed fromNto N, Ncann313
HoxP. use h (0< i<n) sequentially to sign the 2 HOP ACK packets
to

. HoxPp is collision-free. | be sent to N . The h elements will be
disclosed by N oneat i.

The collision-free property assures that the hash results atime. are
unique. Examples of such hash functions include MD5 Assume
that h has been disclosed (initialy, i %2 n 1). and SHA1. When
node N needs to send a 2 HOP ACK packet, it calculates a To
create a one-way hash chain, a node picks up a Message
Authentication Code (MAC) based on h, i 1 random initial value
x 2f0; 1g and computes its hash ¥2N ;N ;ID , and attaches the
MAC and theh

value to | ,h value. The first number in the hash chain h is
initialized to i 1 the 2 HOP ACK packet. Fig. 4 illustrates the
packet format of a 0 x. By using the general formula h % Hoh b,
for 0 <i n, 2 HOP ACK packet. The fields in Fig. 4 are explained
below: 1'i 1 for somen, achain of hisformed: | . N : the receiver
of the next hop, in the opposite 2 h
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Fig. 2. The packet format of 2 HOP ACK. implemented relying
on asymmetric cryptography, using N .

This technique bypasses N , the potential threat to the techniques
such as RSA . However, such asymmetric distribution of h.While
such a technique consumes more n operations are too expensive
for the mobile nodes in energy from node N , it takes place rather
infrequently. It MANETSs which are usually resource constrained.
will be seen later that every 2 HOP ACK packet uses one In [26],

© 2013 UJAIR. ALL RIGHTS RESERVED

| SSN: 2278-7844

an efficient algorithm termed one-way hash chain element in the
one-way hash chain in (7). The distribution [27] was used to
guard against security attacks such as DoS of a new h element is
only needed when the entire chain n and resource consumption
attacks in the destination- has been used. sequenced distance
vector (DSDV) routing protocol [28]. A An dternative technique
to delivering the h element is n one-way hash chain can be
constructed based on a one-way the “multipath transmission”
mechanism. In this method, hash function, H . The hash function
is a transformation that N sends its h through a number of
different paths. For n takes a variable-length input and returns a
fixed-length bit instance, a packet carrying the h element may be
flooded.

Anideal hash (TTL) value of two or three hops. Thisis similar to
the function H should have the following properties: broadcast of
the RREQ packets in DSR. N employs a mgjority vote technique
to obtain h after it receives several n . The input can be of any
length. copies of h . Note that only the misbehaving N isn2. The
output has a fixed length. interested in forging anew h . Since a
majority of the n . HOoxP is relatively easy to compute for any
given nodes are well-behaved, the true value of h can be n input
X. obtained. . It is computationally infeasible to calculate x from
Once the h element is distributed from N to N. use h (0 i<n)
sequentialy to sign the 2 HOP ACK packets to . Hoxp is
collision-free. | be sent to N . The h elements will be disclosed by
N one a 1 | 3 The collision-free property assures that the hash
results a time. are unique. Examples of such hash functions
include MD5 Assume that h has been disclosed (initialy, i ¥an 1).
ip 1 and SHA1 . When node N needs to send a 2 HOP ACK
packet, it calculates a 3 To create a one-way hash chain, a node
picks up a Message Authentication Code (MAC) basedon h,i 1
random initial value x 2f0; 1g and computes its hash ¥2N ;N ;ID ,
and attaches the MAC and the h value to | h value. The first
number in the hash chain h is initialized to i 1 the 2 HOP ACK
packet. Fig. 4 illustrates the packet format of a 0 x. By using the
general formulah ¥ Hoh b, for 0 <i n, 2 HOP ACK packet. The
fieldsin Fig. 4 are explained below: | i 1 for some n, achain of h
is formed: 1 . N : the receiver of the next hop, in the opposite
direction of the route.The destination of the 2 HOP ACK packet,
the obser- It can be proven that, given an existing authenticated
gving node, that is two-hop away from the 2 HOP ACK element
of aone-way hash chain, it isfeasible to verify the

packet sender. other elements preceding it. For example, given an
. ID: the sequence number of the corresponding data authenticated
value of h, anode can authenticate h n n 3 packet.

5. PERFORMANC EVALUATION

May slow down or even stop sending packets. Therefore, aln this
section, we present our simulation results for more reasonable
performance metric is the total number of performance
evaluation. Since the 2 HOP ACK scheme works as packets that
are received at the destination. We compared a an add-on
technique for the DSR protocol, the performance relative
throughput, a normalized number of packets that of the 2 HOP
ACK scheme is actualy the performance of the are received, of
different schemes in the TCP traffic scenario. DSR+2 HOP ACK
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scheme.
5.1 Simulation M ethodology and Perfor mance

The packet delivery ratio of the 2 HOP ACK Metrics scheme, the
BFTR scheme, the STWOACK scheme, In the simulations, we
used a version of Network Simulator and the origina DSR
protocol as a function of misbehavior (ns-2) that includes wireless
extensions developed by ratio, p. We varied p from 0 (al of the
nodes are well- m m the CMU Monarch project group. We
modified the DSR behaved) to 0.4 (40 percent of the nodes
misbehave). The module in ns-2 to simulate misbehaving nodes.

The maximum speed is V ¥4 20 m/sec. From the figure, we can m
observation period of the 2 HOP ACK scheme was set to T ¥4
observe that most packets were delivered by all four ob s 0:8
second. Unless specified otherwise, the 2 HOP ACK scheme
schemes when p %2 0 (no misbehaving nodes). The packet m used
R % 0:20, R ¥4 0:85, and a timeout vaue of ¥ delivery ratio
decreases as p

increases. For example, given an . I1D: the sequence number of the
corresponding data authenticated value of h , a node can
authenticate h n n 3 packet. For n takes a variable-length input
and returns a fixed-length bit instance, a packet carrying the h
element may be flooded.
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scheme, the 2 HOP ACK scheme maintains a much The |EEE
802.11 MAC was used with a channel data rate higher PDR. For
example, the 2 HOP ACK scheme delivered over of 11 Mbps.
The data packet size was 512 bytes. The 90 percent of data
packets even when p % 0:4. The rest of m wireless transmission
range of each node was R ¥ 250 m. In the packets were dropped
because no well-behaved routes the simulations, N ¥ 50 mobile
nodes were randomly could be found from the source to the
destination. On the distributed in a 700 m by 700 m flat area. The
source and other hand, DSR delivered about 40 percent of the
packetsin the same scenario.
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to report misbehaviors and to find alternate routes in amore TWO
ACK packetis sentfor every five consecutively received hostile
network environment. data packets [23], have similar PDR
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performance. Both are In Fig. 7, we show the PDR of the 2 HOP
ACK scheme with outperformed by the 2 HOP ACK scheme. For
example, the BFTR different acknowledgment ratios, R . The
acknowledg- scheme delivered roughly 82 percent and the S-
TWOACK ack ment ratio R was set to 0.05, 0.2, 0.50, and 1.0,
scheme delivered about 85 percent data packets when ack
respectively. The corresponding R was 0.98, 0.85, 0.6, p ¥ 0:4.
Compared with the 2 HOP ACK scheme, since the BFTR mi sm
and 0.33, respectively. Note that R and R need to scheme does not
detect a misbehaving node/link, it may mi s ack satisfy (8). Based
on Fig. 5, we can see that the PDR choose an aternate route
which still contains the misbehav- performance of the 2 HOP
ACK scheme is not appreciablying node. The S-TWOACK
scheme takes more time to detect affected by R misbehaving
links, causing more packets being dropped a ¢ k We compare the
routing overhead of the 2 HOP ACK scheme before an alternate
route is used.

With different R valuesin Fig. 4. As expected, the routing In Fig.
6, we compare the routing overhead of the 2 HOP ACK ack
overhead of the 2 HOP ACK scheme is the highest when R ¥4 1.
scheme (with R % 0:2), the BFTR scheme, the S TWOACK ack
This is due to the large number of 2 HOP ACK packets scheme
(with maximum_IDs_Carried = 5), and the DSR transmitted in
the network. As the value of R decreases, scheme. The higher
routing overhead in the 2 HOP ACK and the ack the routing
overhead reduces dramaticaly. Therefore, R S TWOACK
schemes is due to the transmission of extra The extra routing
overhead of the routing overhead. BFTR scheme is caused by the
extra route discovery Comparing Fig. 8 and Fig. 6, we have the
following processes. The overhead of 2 HOP ACK increases with
the observations on routing overhead:

As R decreases, the increase of misbehavior percentage. This is
because more ac k routing overhead of the 2 HOP ACK scheme
reduces to a level RERR (the mishehavior report) and RREQ
packets are sent Fig. 6. Routing overhead of 2 HOP ACK with
different R ack.
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Fig 6: The Packet delivery ratio of 2 ACK for different V
than that of the DSR scheme at p ¥4 0. This is due to the The 2
HOP ACK scheme has been implemented on top of DSR. M false
alarm reports in the 2 HOP ACK scheme in a high mobility It is
also possible to implement the 2 HOP ACK scheme over other
network.

6. CONCLUSIONS AND FUTURE WORK

The main challenge is how to derive the Note that comparisons
cannot be made directly between triplet information so that the 2
HOP ACK sender and the the valuesin Fig. 5 and the numbersin
Table 2. The former observing node are informed of such
information. Knowledge of topology of the 2-hop neighborhood
may be used. represents packet delivery ratio (PDR); the latter
represents In addition, the 2 HOP ACK scheme can only work in
managed the total number of packets that are received
(normalized MANETs (as compared to open MANETS). The
main over a fixed number, the average number of packets reason
isthat parameters such as R and R need to transmitted). Ack mis
be set. In our future work, we will investigate how to add the 2
HOP ACK scheme to other types of routing schemes. open
networks. Theoretical analysis of the performance Mobile Ad
Hoc Networks (MANETS) have been an area for gain of the 2
HOP ACK scheme is of interest as well. active research over the
past few years due to their potentially widespread application in
military and civilian DSRin MANETS.
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