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Abstract - Anonymizing networks such as Tor allow users
to access Internet services privately by using a series of
routers to hide the client’s IP address from the server. The
success of such networks, however, has been limited by
users employing this anonymity for abusive purposes such
as defacing popular websites. Website administrators
routinely rely on IP-address blocking for disabling access
to misbehaving users, but blocking IP addresses is not
practical if the abuser routes through an anonymizing
network. As a result, administrators block all known exit
nodes of anonymizing networ ks, denying anonymous access
to misbehaving and behaving users alike. To address this
problem, we present Nymble, a system in which serverscan
“blacklist” misbehaving users, thereby blocking users
without compromising their anonymity. Our system isthus
agnostic to different servers’ definitions of misbehavior —
servers can blacklist users for whatever reason, and the
privacy of blacklisted usersis maintained.
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1. INTRODUCTION

This paper present a secure system called Nymble,
which provides al the following properties:
anonymous authentication, backward unlinkability,
subjective blackligting, fast authentication speeds,
rate-limited anonymous connections, revocation
auditability (where users can verify whether they
have been blacklisted), and also addresses the Syhil
attack to make its deployment practical In Nymble,
users acquire an ordered collection of nymbles, a
specia type of pseudonym, to connect to websites.
Without additional information, these nymbles are
computationally hard to link,and hence using the
stream of nymbles simulates anonymous access to
Services.

Websites, however, can blacklist users by obtaining
a seed for a particular nymble, alowing them to
link future nymbles from the same user — those
used before the complaint remains unlinkable.
Servers can therefore blacklist anonymous users
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without knowledge of their IP addresses while
allowing behaving users to connect anonymously.
Our system ensures that users are aware of their
blacklist status before they present a nymble, and
disconnect immediately if they are blacklisted.

Although our work applies to anonymizing
networks in general, This paper consider Tor for
purposes of exposition. In fact, any number of
anonymizing networks can rely on the same
Nymble system, blacklisting anonymous users
regardless of their anonymizing network(s) of
choice
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Figure 1. The Nymble system architecture

* Blacklisting anonymous users. | provide a means
by which servers can blacklist users of an
anonymizing network while maintaining their
privacy.

* Practical performance. Our protocol makes use of
inexpensive symmetric cryptographic operations to
significantly outperform the alternatives.

* Open-source implementation. With the goal of
contributing a workable system, | have built an
open source implementation of Nymble, which is
publicly available. In this project provide
performance statistics to show that our system is
indeed practical.
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The characteristics of self-organization and
wireless medium make Mobile Ad hoc NETwork
(MANET) easy to set up and thus attractive to
users. The open and dynamic operational
environment of MANET makes it vulnerable to
various network attacks.

T
ATy

Figure 2. Overview of Nymblein wireless model

A common type of attacks targets at the underlying
routing protocols. Malicious nodes have
opportunities to modify or discard routing
information or advertise fake routes to attract user
data to go through themselves. Some new routing
protocols have been proposed to address the issue
of securing routing information. However, a secure
routing protocol cannot single-handedly guarantee
the secure operation of the network in every
situation.

Mobile Ad-hoc network is a set of wireless devices
called wireless nodes, which dynamically connect
and transfer information. Wireless nodes can be
personal  computers  (desktopgd/laptops)  with
wireless LAN cards, Persona Digital Assistants
(PDA), or other types of wirdess or mobile
communication devices. Figure 1.1 illustrates what
MANET is. In general, a wireless node can be any
computing equipment that employs the air as the
transmission medium. As shown, the wireless node
may be physically attached to a person, a vehicle,
or an airplane, to enable wireless communication
among them.

The mobile ad hoc network is a new model of
wireless communication and has gained increasing
attention from industry. Asin a general networking
environment, mobile ad-hoc networks have to deal
with various security threats. Due to its nature of
dynamic network topology, routing in mobile ad-
hoc network plays a vita role for the performance
of the networks. It is understandable that most
security threats target routing protocols — the
weakest point of the mobile ad-hoc network.
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2. METHODSAND MATERIALS USED
2.1 SECURITY MODEL FOR NYMBLE-AUTH

Servers can therefore blacklist anonymous users
without knowledge of their IP addresses while
allowing behaving users to connect anonymously.
Our system ensures that users are aware of their
blacklist status before they present a nymble, and
disconnect immediately if they are blacklisted.
Although our work applies to anonymizing
networks in genera, In this project is consider Tor
for purposes of exposition. In fact, any number of
anonymizing networks can rely on the same
Nymble system, blacklisting anonymous users
regardless of their anonymizing network(s) of
choice.

2.2. PSEUDONYM M ANAGER

The user must first contact the Pseudonym Manager
(PM) and demonstrate control over a resource; for
IP-address blocking, the user must connect to the
PM directly (i.e., not through a known anonymizing
network), ensuring that the same pseudonym is
aways issued for the same resource.

2.3THE NYMBLE MANAGER

After obtaining a pseudonym from the PM, the user
connects to the Nymble Manager (NM) through the
anonymizing network, and requests nymbles for
access to a particular server (such as Wikipedia). A
user’s requests to the NM are therefore
pseudonymous, and nymbles are generated using
the user’s pseudonym and the server’s identity.

These nymbles are thus specific to a particular user-
server pair. Nevertheless, as long as the PM and the
NM do not collude, the Nymble system cannot
identify which user is connecting to what server;
the NM knows only the pseudonym-server pair, and
the PM knows only the user identity-pseudonym
pair.

To provide the requisite cryptographic protection
and security properties, the NM encapsulates
nymbles within nymble tickets. Servers wrap seeds
into linking tokens, and therefore, we will speak of
linking tokens being used to link future nymble
tickets. The importance of these constructs will
become apparent as we proceed.

2.4. SERVER REGISTRATION
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To participate in the Nymble system, a server with
identity initiates a type-Auth channel to the NM,
and registers with the NM according to the Server
Registration protocol. Each server may register at
most once in any linkability window.
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Figure 3. Connecting to server

2.5 USER REGISTRATION

A user with identity uid must register with the PM
once in each linkability window. To do so, the user
initiates a type- Basic channel to the PM, followed
by the User Registration protocol described below.
1. The PM checks if the user is alowed to register.
In our current implementation, the PM infers the
registering user’s IP  address from the
communication channel, and makes sure that the IP
address does not belong to a known Tor exit node.
If this is not the case, the PM terminates with
failure.

2.6 USER BLOCKING

Users who make use of anonymizing networks
expect their connections to be anonymous. If a
server obtains a seed for that user, however, it can
link that user’s subsequent connections. It is of
utmost importance, then, that users be notified of
their blacklist status before they present a nymble
ticket to a server. In our system, the user can
download the server’s blacklist and verify her
status. If blacklisted, the wuser disconnects
immediately.
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Figure 4. Blacklisting a user
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I P-address blocking employed by Internet services.
There are, however, some inherent limitations to
using IP addresses as the scarce resource. If a user
can obtain multiple addresses she can circumvent
both  nymble-based and regular [P-address
blocking. Subnet-based blocking alleviates this
problem, and while it is possible to modify our
system to support subnet-based blocking, new
privacy challenges emerge;, a more thorough
description is left for future work.

2.7 AUTHENTICATED CONNECTION

Blacklistability assures that any honest server can
indeed block misbehaving users. Specificaly, if an
honest server complains about a user that
misbehaved in the current linkability window, the
complaint will be successful and the user will not
be able to “nymble-connect,” i.e., establish a
Nymble-authenticated connection, to the server
successfully in subseguent time periods (following
the time of complaint) of that linkability window.

Rate-limiting assures any honest server that no user
can successfully nymble-connect to it more than
once within any single time period. Non-
frameability guarantees that any honest user who is
legitimate according to an honest server can
nymble-connect to that server. This prevents an
attacker from framing a legitimate honest user, e.g.,
by getting the user blacklisted for someone else’s
misbehavior. This property assumes each user has a
single unique identity.When IP addresses are used
as the identity, it is possible for a user to “frame” an
honest user who later obtains the same IP address.
Non-frameability holds true only against attackers
with different identities (1P addresses).

A user is legitimate according to a server if she has
not been blacklisted by the server, and has not
exceeded the rate limit of establishing Nymble-
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connections. Honest servers must be able to
differentiate between legitimate and illegitimate
users.

Anonymity protects the anonymity of honest users,
regardless of their legitimacy according to the
(possibly corrupt) server; the server cannot learn
any more information beyond whether the user
behind (an attempt to make) a nymble-connectionis
legitimate or illegitimate

3. SECURITY MODEL

Nymble aims for four security goals. | provide
informal definitions here; a detailed formalism can
be found in our technical report, which explains
how these goals must also resist coalition attacks.

3.1. GOALSAND THREATS

An entity is honest when its operations abide by the
system’s specification. An honest entity can be
curious: it attemptsto infer knowledge fromits own
information (e.g., its secrets, state, and protocol
communications). An honest entity becomes
corrupt when it is compromised by an attacker, and
hence, reveals its information at the time of
compromise, and operates under the attacker’s full
control, possibly deviating from the specification.
Blacklistability assures that any honest server can
indeed block misbehaving users. Specificaly, if an
honest server complains about a user that
misbehaved in the current linkability window, the
complaint will be successful and the user will not
be able to “nymble-connect,” i.e., establish a
Nymble-authenticated connection, to the server
successfully in subsequent time periods (following
the time of complaint) of that linkability window.
Rate-limiting assures any honest server that no user
can successfully nymble-connect to it more than
once within any single time  period.
Nonframeability guarantees that any honest user
who is legitimate according to an honest server can
nymble-connect to that server. This prevents an
attacker from framing a legitimate honest user, e.g.,
by getting the user blacklisted for someone else’s
misbehavior. This property assumes each user has a
single unique identity. When 1P addresses are used
as the identity, it is possible for a user to “frame” an
honest user who later obtains the same IP address.
Nonframeability holds true only against attackers
with different identities (IP addresses). A user is
legitimate according to a server if she has not been
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blacklisted by the server, and has not exceeded the
rate limit of establishing Nymble connections.
Honest servers must be able to differentiate betlen
legitimate and illegitimate users. Anonymity
protects the anonymity of honest users, regardliess
of their legitimacy according to the (possibly
corrupt) server; the server cannot learn any more
information beyond whether the user behind (an
attempt to make) a nymble connection is legitimate
or illegitimate.

3.2 TRUST ASSUMPTIONS

| alow the servers and the users to be corrupt and
controlled by an attacker. Not trusting these entities
is important because encountering a corrupt server
and/or user is a redlistic threat. Nymble must still
attain its goals under such circumstances. With
regard to the PM and NM, Nymble makes several
assumptions on who trusts whom to be how for
what guarantee. | summarize these trust
assumptions as a matrix in Fig. 3. Should a trust
assumption become invalid, Nymble will not be
able to provide the corresponding guarantee. For
example, a corrupt PM or NM can violate
Blacklistability by issuing different pseudonyms or
credentials to blacklisted users. A dishonest PM
(resp., NM) can frame a user by issuing her the
pseudonym (resp., credential) of another user who
has aready been blacklisted. To undermine the
Anonymity of a user, a dishonest PM (resp., NM)
can first impersonate the user by cloning her
pseudonym (resp., credential) and then attempt to
authenticate to a server a successful attempt reveals
that the user has aready made a connection to the
server during the time period. Moreover, by
studying the complaint log, a curious NM can
deduce that a user has connected more than once if
she has been complained about two or more times.
As already described in the user must trust that at
least the NM or PM is honest to keep the user and
server identity pair private.
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