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Abstract— Today’s world is the world of fast 

communication. Everyone wants concrete, valuable 

and precious information in very less time. GIS and 

GPS are such kind of systems which provides 

valuable information in very less time for various 

types of applications like whether forecasting , 

agriculture etc. GIS and GPS take data from various 

sources and after processing that data they provide 

valuable information which can be used in various 

applications. If the data that these systems will 

process is altered by some intruder then the user will 

get wrong information and no information about 

anything is always better than wrong information. So, 

there is demanding need to secure the data on which 

GIS and GPS systems will work. In this paper, we 

showed that how we can secure the data for these 

systems using steganography. 
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I. INTRODUCTION 

Making decisions based on geography is basic to 

human thinking. Where shall we go, what will it be 

like, and what shall we do when we get there are 

applied to the simple event of going to the store or 

to the major event of launching a bathysphere into 

the ocean's depths. By understanding geography 

and people's relationship to location, we can make 

informed decisions about the way we live on our 

planet. A geographic information system (GIS) is a 

technological tool for comprehending geography 

and making intelligent decisions. GIS organizes 

geographic data so that a person reading a map can 

select data necessary for a specific project or task. 

A thematic map has a table of contents that allows 

the reader to add layers of information to a 

basemap of real-world locations. For example, a 

social analyst might use the basemap of Eugene, 

Oregon, and select datasets from the U.S. Census 

Bureau to add data layers to a map that shows 

residents' education levels, ages, and employment 

status. With an ability to combine a variety of 

datasets in an infi nite number of ways, GIS is a 

useful tool for nearly every field of knowledge 

from archaeology to zoology. 

The Global Positioning System (GPS) is a 

navigation and precise-positioning tool. Developed 

by the Department of Defense in 1973, GPS was 

originally designed to locations world-wide. Today, 

the uses of GPS have extended to include both the 

commercial and scientific worlds. Commercially, 

GPS is used as a navigation and positioning tool in 

airplanes, boats, cars, and for almost all outdoor 

recreational activities such as hiking, fishing, and 

kayaking. In the scientific community, GPS plays 

an important role in the earth sciences. 

Meteorologists use it for weather forecasting and 

global climate studies; and geologists can use it as 

a highly accurate method of surveying and in 

earthquake studies to measure tectonic motions 

during and in between earthquakes. 

Steganography is an art and science of hiding 

information by embedding messages within other, 

which are seemingly harmless messages [1]. 

Steganography is derived from Greek where 

“steganos” means covered and “graphie” means 

writing. It means covered or hidden writing. The 

advantage of steganography is that the message in 

which sensitive data is hidden does not attract 

attention to interceptors. This process needs the 

cover image and secret image. The cover image 

hides the data of the secret image. In this paper we 

combine the features of above three techniques. 

II. PROPOSED WORK 

In this paper we will show how to secure the 

GIS and GPS data using steganography. The 

security system is shown by the following figure. 

 

 

In the above figure, it has been shown that the 

initial data has been come from different sources. 

GPS and GIS provide the precious data which is 

sent to the receiver. This data can be made secure 

by using Steganography so that intruder cannot 

read or alter the precious information. 

In the above proposed steganography method, 

we used the concept of rank of matrix for insertion 

and Retrieval of the message. Firstly, select the 

random pixel on which we want to hide the 
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information bit. Now make the matrix for the 

selected pixel as shown by eq. (1):  

Designed Matrix =  b0 b1 b2 b3  --- (1) 

        b4 b5 b6 b7   2x4 

 

Now, calculate the rank of the Designed Matrix 

denoted by R(D.M.). The maximum value of 

R(D.M.) will be 4 because the no. of columns in 

the Designed Matrix is 4, which is larger than the 

number of rows in the Desired Matrix. b0 is the 

least significant bit and b7 is the most significant 

bit. If we want to insert 0 at a pixel position then 

check whether the rank of the matrix is odd. If the 

rank of the matrix is odd then no change in pixel 

value is required otherwise change some pixel bits 

optimally such that rank of the matrix will become 

odd. Similarly, if we want to insert 1 at a pixel 

position then check whether the rank of the matrix 

is even. If the rank of the matrix is even, then no 

change in pixel value is required otherwise change 

some pixel bits optimally such that the rank of the 

matrix will become even. The insertion of 0 is 

shown by figure 1 and the insertion of 1 is shown 

by figure 2.The retrieval process is shown by figure 

3. 

 

 

     

 

Figure1. Insertion of „0‟ 

Figure2. Insertion of „1‟ 
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A. Insertion Algorithm 

1. Select the pixel by using some shared key. 

2. Extract the bits of the pixel. 

3. Design the matrix from the bits of pixel as 

given by eq.(1). 

4. Calculate Rank of the Designed Matrix. 

5. If want to insert 0 then go to the next step, 

else go to step (vii). 

6. If rank of the designed matrix is odd then go 

to END, else change bits of the pixel such 

that rank becomes odd and go to END. 

7. If rank of the Designed Matrix is even then 

go to END, else change the bits of the pixel 

such that rank becomes even and go to 

END. 

8. END. 

B. Retrieval Algorithm 

1. Select the pixel by using the shared key. 

2. Extract the bits of the selected pixel. 

3. Design the matrix from the bits of the 

selected pixel. 

4. Calculate Rank of the Designed Matrix. 

5. If the rank is odd then 0 is the Message bit 

else 1 is the Message bit. 

6. END. 
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Figure3. Retrieval Process 
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