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Abstract—In this paper, we present a novel high bit rate LSB 

audio watermarking method that reduces embedding distortion 

of the host audio along with symmetric key cryptography. Using 

the proposed two-step algorithm, watermark bits are embedded 

into higher LSB layers, resulting in increased robustness against 

noise addition. In addition, listening tests showed that perceptual 

quality of watermarked audio is higher in the case of the 

proposed method than in the standard LSB method. 

Conventionally, a perceptual limit of three bits per sample is 

imposed to the basic LSB audio steganography method. The 

proposed algorithm makes use of minimum error replacement 

method for LSB adjustment and modified error diffusion method 

for decreasing SNR value. Subjective listening test proved that 

high perceptual transparency is accomplished even if four LSBs 

of host audio signal are used for data hiding. Using the proposed 

two-step algorithm, hidden bits are embedded into the higher 

LSB layers, resulting in increased robustness against noise 

addition. 

 
Keywords—Audio   steganography ,   LSB   coding, Data 

cryptography  Flipping ,   SNR &  Robustness. 

I. INTRODUCTION 

Multimedia data hiding techniques have developed a strong 

basis of steganography area with a growing number of 

applications like digital rights management, covert 

communications, hiding executables for access control, 

annotation etc[1]. In all application scenarios given above, 

multimedia steganography techniques have to satisfy two 

basic requirements. The first requirement is perceptual 

transparency, i.e. cover object (object not containing any 

additional data) and stego object (object containing secret 

message) must be perceptually indiscernible. The second 

constraint is high data rate of the embedded data. All the stego 

applications, besides requiring a high bit rate of the embedded 

data, have need of algorithms that detect and decode hidden 

bits without access to the original multimedia sequence (blind 

detection algorithm)[2]. While the robustness against 

intentional attack is not required, a certain level of robustness 

of hidden data against common signal processing as noise 

addition or MPEG compression may be necessary. LSB 

coding is one of the earliest techniques studied in the 

information hiding and watermarking area of digital audio (as 

well as other media types). The main advantage of the LSB 

coding method is a very high watermark channel bit rate and a 

low computational complexity of the algorithm, while the 

main disadvantage is considerably low robustness against 

signal processing modifications[3]. The perceptual quality of 

watermarked audio is higher in the case of the proposed 

method than in the standard LSB method is implementing in 

the Electronic Copyright Management System[4]. 

II. LITERATURE REVIEW 

Data hiding in the least significant bits (LSBs) of audio 

samples in the time domain is one of the simplest algorithms 

with very high data rate of additional information. The LSB 

watermark encoder [5] usually selects a subset of all available 

host audio samples chosen by a secret key. The substitution 

operation on the LSBs is performed on this subset, where the 

bits to be hidden substitute the original bit values. Extraction 

process simply retrieves the watermark by reading the value 

of these bits from the audio stego object. Therefore, the 

decoder needs all the samples of the stego audio that were 

used during the embedding process. The random selection of 

the samples used for embedding introduces low power 

additive white Gaussian noise (AWGN) [6]. It is well known 

from the psychoacoustics literature that the human auditory 

system (HAS) is highly sensitive to AWGN. That fact limits 

the number of LSBs that can be imperceptibly modified 

during watermark embedding. The main advantage of the LSB 

coding method is a very high watermark channel bit rate; use 

of only one LSB of the host audio sample gives capacity of 

44.1 kbps (sampling rate 44 kHz, all samples used for data 

hiding) and a low computational complexity.  The obvious 

disadvantage is considerably low robustness, due to fact that 

simple random changes of the LSBs destroy the coded 

watermark. As the number of used LSBs during LSB coding 

increases or, equivalently, depth of the modified LSB layer 

becomes larger, probability of An easy way to comply with 

the conference paper formatting requirements is to use this 

document as a template and simply type your text into it. 

Making the embedded message statistically detectable 

increases and perceptual transparency of stego objects is 

decreased. Therefore, there is a limit for the depth of the used 

International Journal of Advanced and Innovative Research (2278-7844) / # 408/ Volume 2 Issue 9

                © 2013 IJAIR. ALL RIGHTS RESERVED                                                                 408



LSB layer in each sample of host audio that can be used for 

data hiding [7]. Subjective listening test showed that, in 

average, the maximum LSB depth that can be used for LSB 

based watermarking without causing noticeable perceptual 

distortion is the fourth LSB layer when 16 bits per sample 

audio sequences are used. The tests were performed with a 

large collection of audio samples and individuals with 

different background and musical experience. None of the 

tested audio sequences had perceptual artifacts when the 

fourth LSB has been used for data hiding although in certain 

music styles, the limit is even higher than the fourth LSB layer. 

Robustness of the watermark, embedded using the LSB 

coding method, increases with increase of the LSB depth used 

for data hiding. Therefore, improvement of watermark 

robustness obtained by increase of depth of the used LSB 

layer is limited by perceptual transparency bound, which is the 

fourth LSB layer for the standard LSB coding algorithm. 

III.    PROPOSED METHODOLOGY 

Data Hiding 

1. Select Audio Wave file 

2. Select Key File 

3. Select Secrete data 

4. Encrypt Secrete data using Symmetric key 

cryptography. 

5. Select audio Samples as per key file content. 

6. Hide encrypted data in selected audio samples. 

7. Save Audio Data. 

 Data Extraction 

1. Select Audio File. 

2. Select Key file 

3. Extract data (Encrypted). 

4. Decrypt Data. 

5. Save Data. 

 

A. Symmetric Cryptography  

Because symmetric key cryptography uses the same key for 

both decryption and encryption, it is much faster than public 

key cryptography, is easier to implement, and generally 

requires less processing power. A disadvantage of symmetric 

key cryptography is that the 2 parties sending messages to 

each other must agree to use the same private key before they 

start transmitting secure information. This may be impossible 

depending on the circumstances – because the 2 parties who 

want to communicate with each other through a secure means 

may be on different sides of the world. And this means that 

they will need a secure way to tell each other what the private 

key will be – if there were a secure way to do this,then the 

cryptography would not have been necessary in the first place 

n order to create that secure channel.  

The advantage of using public key cryptography is that 

the public key used for encryption does not need to remain 

secure (that is why it’s called “public” – because it does not 

matter if other people know about it). What often happens is 

that people use public key cryptography to create a shared 

session key and then they communicate through symmetric 

key cryptography [8] using the shared session key. This way 

they can get the best of both worlds – the performance/speed 

of shared key cryptography along with the convenience of 

public key cryptography. 
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Figure 1. Symmetric Key Cryptography 

 

The advantage of using public key cryptography is that the 

public key used for encryption does not need to remain secure 

(that is why it’s called “public” – because it does not matter if 

other people know about it). What often happens is that 

people use public key cryptography to create a shared session 

key and then they communicate through symmetric key 

cryptography using the shared session key? This way they can 

get the best of both worlds – the performance/speed of shared 

key cryptography along with the convenience of public key 

cryptography. 

 

B. Proposed LSB Method for Hiding 

We developed a novel method that is able to shift the limit 

for transparent data hiding in audio from the fourth LSB layer 

to the sixth LSB layer, using a two-step approach. In the first 

step, a watermark bit is embedded into the I 
th

 LSB layer of 

the host audio using a novel LSB coding method. In the 

second step, the impulse noise caused by watermark 

embedding is shaped in order to change its white noise 

properties. The standard LSB coding method simply replaces 

the original host audio bit in the I 
th

 layer (i=1, 16) with the bit 

from the watermark bit stream. In the case when the original 

and watermark bit are different and I th LSB layer is used for 

embedding the error caused by watermarking is 2^i-1 

quantization steps (QS) [9] (amplitude range is [-32768 to 

32767]). The embedding error is positive if the original bit 

was 0 and watermark bit is 1 and vice versa. The key idea of 

the proposed LSB algorithm is watermark bit embedding that 

causes Minimal embedding distortion of the host audio. It is 

clear that, if only one of 16 bits in a sample is fixed and equal 

to the watermark bit, the other bits can be flipped in order to 

minimize the embedding error [10]. 

IV.   DATA HIDING ALGORITHM 

       If host sample a>0 

 If bit 0 is to be embedded 

 If ai-1 =0 then ai-1ai-2-----a0 = 11....1 

 If ai-1 =1 then ai-1ai-2-----a0 = 00....0 

 If ai+1 =0 then ai+1 =1 

 Elseif ai+2 =0 then ai+2 = 1 

 ........ 

 Elseif a15 =0 then a15 =1 
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Else if bit 1 is to be embedded 

If ai-1 =1 then ai-1 ai-2 ----- a0 =00....0 

 If ai-1 = 0 then ai-1 ai-2 ----- a0 = 11.....1 and 

 If ai+1 = 1 then ai+1 =0 

 Else if ai+2 =1 then ai+2 = 0 

 ........ 

 Else if a15 =1 then a15 =0 

Else if bit 1 is to be embedded 

If host sample a<0 

If bit 0 is to be embedded 

 If ai-1 =0 then ai-1 ai-2 ----- a0 = 11....1 

 If ai-1 =1 then ai-1ai-2-----a0 = 00....0 and 

      If ai+1 =0 then ai+1 =1 

      Else if ai+2 =0 then ai+2 = 1 

       ........ 

      Else if a15 =0 then a15 =1 

 

 Else if bit 1 is to be embedded 

 If ai-1 =1 then ai-1ai-2-----a0 =00....0 

 If ai-1 =0 then ai-1ai-2-----a0 = 11.....1 

 If ai+1 =1 then ai+1 =0 

 Elseif ai+2 =0 then ai+2 = 1 

 ........ 

 Elseif a15 =1 then a15 =0 

 Else if bit 1 is to be embedded 

For example, if the original sample value was 0...010002=810, 

and the watermark bit is zero is to be embedded into 4th LSB 

layer, instead of value 0...000002=010, that would the 

standard algorithm produce, the proposed algorithm produces 

sample that has value 0...001112=710, which is far more 

closer to the original one. However, the extraction algorithm 

remains the same; it simply retrieves the watermark bit by 

reading the bit value from the predefined LSB layer in the 

watermarked audio sample. In the embedding algorithm, the 

(i+1)
 th 

LSB layer (bit ai) is first modified by insertion of the 

present message bit [11,12]. Then, the algorithm given below 

is run. In case that the bit ai need not be modified at all due to 

being already at a correct value, no action is taken with that 

signal sample. Underlined bits (ai) represent bits of 

watermarked audio. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Data Hiding 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Data Extraction 

 

V. CONCLUSION 

We presented a reduced distortion bit-modification 

algorithm for LSB audio steganography along with symmetric 

key cryptography. The key idea of the algorithm is watermark 

bit embedding that causes minimal embedding distortion of 

the host audio. By listening tests it can be shown that 

described algorithm succeeds in increasing the depth of the 

embedding layer without affecting the perceptual transparency 

of the watermarked audio signal. The improvement in 

robustness in presence of additive noise is obvious, as the 

proposed algorithm obtains significantly lower bit error rates 

than the standard algorithm. The steganalysis of the proposed 

algorithm is more challenging as well, because there is a 

significant number of bits flipped in a number in bit layers and 

the adversary cannot identify exactly which bit layer is used 

for the data hiding. 
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