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ABSTRACT-The security mechanisms used for
wired networks cannot be directly used in sensor
networks as there is no user-controlling of each
individual node, wireless environment, and more
importantly, scarce energy resources. In this
paper, we address some of the special security
threats and attacks in Wireless Sensor Networks
offer a powerful methodology to monitor
environments, and have a lot of interesting
applications, We propose a scheme for detection
of distributed sensor cloning attack and use of
zero knowledge protocol for verifying the
authenticity of the sender sensor nodes. The
cloning attack is addressed by attaching a unique
fingerprint to each node that depends on the set
of neighboring nodes and itself. The fingerprint is
attached with every message a sensor node sends.
The Zero knowledge protocol is used to ensure
non transmission of crucial cryptographic
information in the wireless network in order to
avoid man-in-the middle attack and replay
attack. The paper presents a detailed analysis for
various scenarios and also analyzes the
performance and cryptographic strength.
Keywords: Wireless Sensor Networks, zero
knowledge protocol cloning attack, man-in-the-
middle attack.

1. INTRODUCTION

Wireless sensor networks consist of large numbers
of sensors that act cooperatively to provide “usable
chunks of predigested information rather than a
confusing wash of number” [6]. A WSN provides
refined information, i.e. it processes the raw data
collected by individual sensors before presenting it
to the user. This amounts to providing a service or a
collection of services based on sensor capabilities
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and on the underlying communications
infrastructure. Due to their vast array of applications,
WSNs have been viewed from different perspectives
and standpoints. Given the sensor capabilities, the
next step is to have an operating system running on a
sensor node. Such system has very restricted
available resources but still has to provide required
functionality and  support for  application
development

When commodity hardware and operating
systems are used, it is easy for an adversary to
capture legitimate nodes, make clones by copying
the cryptographic information, and deploying these
clones back into the network. These clones may
even be selectively reprogrammed to subvert the
network. Individual sensor node contains a light
weight processor, cheap hardware components, less
memory. Because of these constraints, general-
purpose security protocols are hardly appropriate.
Public key cryptography is based on RSA approach.
The energy consumption and computational latency
makes RSA inappropriate for sensor network
applications. Security algorithms that are designed
specifically for sensor networks are found to be
more suitable. The goal of this paper is to develop a
security model for wireless sensor networks. We
propose a method for identifying the
compromised/cloned nodes and also verifying the
authenticity of sender sensor nodes in wireless
sensor network with the help of zero knowledge
protocol.

1.1 Cryptographic Strength:

The cryptographic strength of ZKP is based
on few hard to solve problems; the one which we
have used in our scheme is based on the problem of
factoring large numbers that are product of two or
more large (hundreds of bits) primes. The values of
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the public key also changes with every
communication, making it more difficult for the
attacker to guess it. The prover also generates a
random number and the challenge also changes
randomly. Thus, with a changed public key,
challenge question from verifier and a new random
number from the prover, it becomes extremely
difficult for the attacker to break the security.

2. Related Work

2.1 Existing System

Existing Wireless sensor networks once sensor
nodes have been deployed, there will be minimal
manual intervention and monitoring. But, when
nodes are deployed in a hostile environment and
there is no manual monitoring

2.2 Proposed System

Nodes are divided into three categories; base station,
cluster head and member nodes. Some arbitrary
nodes are selected as cluster heads and generation of
cluster heads is left to the clustering mechanism (not
dealt in this work). Each cluster head knows about
its member nodes, while every member node knows
its cluster head. Base station stores information of all
sensor nodes (including cluster heads). The base
station maintains complete topological information
about cluster heads and their respective members.

* Base station is powerful enough and cannot be
compromised like other nodes of the network.

* There is no communication among the member
nodes.

& Basestation

®  CuusterHead

Fig: Zero knowledge protocol in the proposed
model

Public key cryptography is based on RSA approach.
The energy consumption and computational latency
makes RSA inappropriate for sensor network
applications. Security algorithms that are designed
specifically for sensor networks are found to be
more suitable. The goal of this paper is to develop a
security model for wireless sensor networks. We
propose a method for identifying the
compromised/cloned nodes and also verifying the
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authenticity of sender sensor nodes in wireless
sensor network with the help of zero knowledge
protocol.

3. Modules in Implementation

3.1. Secure Zero-knowledge protocol
Zero-knowledge protocol allow identification, key
exchange and other basic cryptographic operations
to be implemented without revealing any secret
information during the conversation and with
smaller computational requirements in comparison
to public key protocols. Thus ZKP seems to be very
attractive for resource constrained devices. ZKP
allows one party to prove its knowledge of

a secret to another party without ever revealing the
secret. ZKP is an interactive proof system which
involves a prover, P and verifier, V. The role of the
prover is to convince the verifier of some secret
through a series of communications.

3. 2. Clone Attack

In clone attack, an adversary may capture a sensor
node and copy the cryptographic information to
another node known as cloned node. Then this
cloned sensor node can be installed to capture the
information of the network. The adversary can also
inject false information, or manipulate the
information  passing through cloned nodes.
Continuous physical monitoring of nodes is not
possible to detect potential tampering and cloning.
Thus reliable and fast schemes for detection are
necessary to combat these attacks.

3.3. Man in the Middle Attack

The man-in-the-middle attack (MITM) is a form of
active eavesdropping in which the attacker makes
independent connections with the victims and relays
messages between them, making them believe that
they are talking directly to each other over a private
connection. The attacker will be able to intercept all
messages exchanging between the two victims and
inject new ones.

3.4. Replay Attack

A replay attack is a form of network attack in which
a valid data transmission is maliciously or
fraudulently repeated or delayed. This is carried out
either by the originator or by adversary who
intercepts the data and retransmits it. This type of
attack can easily overrule encryption.
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4. System Description and Assumptions

We consider a network composed of N stationary,
identical sensor nodes. Sensors are uniformly
distributed over a disk Sink. Network topology of
the reference scenario of unit radius

in the plane. The sink node collecting all information
gathered by the sensors is located at the center of the
disk. An example of network topology is shown in
fig. 1, in the case of N = 400. We assume that all
nodes have a common maximum radio range r and
are equipped with omni directional antennas. Nodes
can choose an arbitrary transmit power level for
each data transmission, provided that their
transmission range does not exceed r. Also, we
consider network topologies such that for any sensor
there exists at least one path connecting the sensor to
the sink. The information sensed by a network node
is organized into data units of fixed size that can be
stored at the sensor in a buffer of infinite capacity;
the buffer is modeled as a centralized FIFO queue.
Sensors cannot simultaneously transmit and receive;
the time is divided into time slots of unit duration
and the transmission/reception of each data unit
takes one time slot. The wireless channel is assumed
to be error-free, although our model could be easily
extended to represent a channel error process.
Further assumptions on sensors behavior, traffic
routing and channel access control are introduced
below

5. Conclusions and Future Work

In this paper, we considered a sensor network where
nodes send their data to a sink node by using
multihop transmissions. To save energy, Sensors
alternate between two operational modes: sleep and
active mode. While in sleep mode sensors consume
lower power, their functional capabilities are also
reduced. We developed an analytical model which
enables us to investigate the trade-offs existing
between energy saving and system performance, as
the sensors dynamics in sleep/active mode vary. We
were able to analytically derive several performance
metrics, among which the distribution of the data
delivery delay. By comparing analytical and
simulation results we validated our model and
showed the good accuracy of the proposed approach.
To the best of our knowledge, this is the first
analytical model that specifically represents the
sensor dynamics in sleep/active mode, while taking
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into account channel contention and routing issues.
The model could be easily modified to take into
account some aspects that have not been addressed
in this work and that can be interesting subject of
future research. For instance, a model of the error
process over the wireless channel can be included
and some of the assumptions that we made while
developing the analytical model, such as those on
infinite buffer capacity or on the data generation
process at the network nodes, can be modified.
Furthermore, we point out that the model can be
extended to describe various aspects in the design of
sensor networks, such as data aggregation or
backpressure traffic mechanisms. Finally, cluster-
based network architectures as well as the case
where the network topology varies because some of
the sensors run out of energy and die, could be
studied.
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