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Abstract:- Cognitive radios have enabled the opportunity to transmit in several licensed bands without causing 

harmful interference to licensed users. Along with the realization of cognitive radios, new security threats have been 

raised. Security threats are mainly related to two fundamental characteristics of cognitive radios: cognitive 

capability, and re-configurability. Threats related to the cognitive capability include attacks launched by adversaries 

that mimic primary transmitters, and transmission of false observations related to spectrum sensing. Reconfiguration 

can be exploited by attackers through the use of malicious code installed in cognitive radios.  Cognitive radio 

networks are wireless in nature, they face all classic threats present in the conventional wireless networks. In this 

paper we analyses and implement the PUEA in the CR network. 
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I. Introduction 

A word cognitive is for pertaining to the act or process 

of knowing, perceiving, remembering etc. Cognitive 

radio network is a network which manages their 

spectrum band intelligently or logically by itself. In 

cognitive radio network, Primary users have licensed 

spectrum band in which primary user send their 

information in the form of data packet but some of 

channels of spectrum band would be empty, these 

empty channels are called Spectrum Holes. An empty 

Channel can further used by un-licensed user also 

called as Secondary Users (SU’s).Secondary User are 

unlicensed but registered user, they have particular 

identity no. Due to this, cognitive radio network 

consume time, and also increase the efficiency of the 

network. CRNs solve the spectrum shortage problem by 

allowing unlicensed users to use spectrum band of 

licensed user without interference. The term Cognitive  

 

 

Radio was first officially presented by Mitola and 

Maguire in 1999 [1]. 

 

Figure-1 Basic cognitive radio Network 

Figure-1 shows the basic structure of cognitive radio  

network. In this secondary user occupy the space called 

white space of primary user band which is under-
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utilized. Normally primary user has own 

communication area, in which secondary user utilized 

the empty channel without any interference 

.  

II. Architecture of cognitive Radio Network 

  
Figure- 2 General Architecture of Cognitive Radio  

 

In figure -2 & figure-3 shows the architecture of 

cognitive radio network. When a primary user (PU) 

transmits data signal from a licensed spectrum band, it 

may be possible that it use only few channels of 

spectrum other channels are empty. These empty 

channels are sensed by secondary user (SU) which has 

no license for using this spectrum. Firstly secondary 

users sensed the spectrum and send the information of 

spectrum holes to the SU’s. SU analyses the spectrum 

that PU ever uses these channels or not, because 

sometime PU use the empty channels which they not 

use before operation. After spectrum analysis SU’s 

decide how many channels they required to send their 

data signal.  

 
Figure- 3  Basic Cognitive Radio Network Architecture. 

 

III. Proposed Architecture of Cognitive 

Radio Network 
 

The proposed system architecture of a cognitive 

network is shown in Figure 4. The main aim of the 

proposed architecture is: 

(i) To increase system stability, reliability and spectral 

efficiency through collision-free sharing of  

spectrum;  

(ii) To resolve the collision between spectrum reuse.  

(iii) To amplify the system flexibility and scalability.  

 

Figure-4 Proposed Architecture of Cognitive Radio 

Network 

In the proposed architecture of Cognitive radio 

Network, there is fixed and dynamic BSs introduced. 

Also there is a concept of LRFM (local radio frequency 

management) and NUMC (Network user management 

center).In this all the users like PUs and SUs are 

registered in NUMC to get the authorization. In 

wireless systems, one spectrum reuse region may 

contain one or more cells, and is generally referred to as 

a cluster [3].An LRFM is joined to each cluster. The 

LRFM concerned about the continuous spectrum 

sensing and dynamic allocation for collision –free 

sharing of spectrum among all the PUs and SUs within 

the cluster. NUMC concerned about the authentication 

of users, handover and access control. 

 

In the following, we will explain how the system works 

within each cluster, and how the clusters are connected 

into a network. [3] 

# First, the subscribers register with the system through 

the NUMC. In reality, the system generally has some 

fixed PUs, like those involved in TV/radio broadcasting 

and public safety systems. All the other users access the 

network in a random manner. An authorized user can 

request PU service or SU service based on the user’s 

need and resource availability at each communication 

event. PUs will be granted higher priority and higher 

Quality of Service (QoS), at a higher service cost. For a 

time sensitive signal, like a phone conversation, the 

user can claim itself as a PU. While for a less time 
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sensitive and short delay tolerable signal, like 

transmitting a short message or email, the user can 

claim itself as an SU to get a better price deal. [3] 

# QoS for PUs will be divided into different levels, with 

a minimum information rate guarantee for all the PUs. 

PUs has higher priority for all the unassigned frequency 

bands. At the same time, the system can still support a 

considerable number of SUs due to the wide existence 

of spectrum holes or under-utilization.[3] 

#  Spectrum allocation for all the users (including both 

PUs and SUs) within a cluster is managed by the LRFM 

attached to the BSs. Spectrum sensing of the PUs will 

be performed by the LRFM, and the detected spectrum 

holes are distributed among the SUs. Note that the 

LRFM can be equipped with advanced receivers and 

strong data processor and controller, and it also has the 

real-time information of the frequency band occupied 

by each PU. The LRFM can perform much more 

accurate spectrum sensing and highly efficient dynamic 

resource allocation. As a result, transmission collisions 

can be completely resolved, and each user terminal no 

longer suffers from the burden of continuous spectrum 

sensing and access frequency selection. [3] 

# When the user is moving from one cluster to another 

cluster, it will be handed over to the LRFM in the new 

cluster through the NUMC. NUMC is also responsible 

for other network management tasks, including user 

authentication, access control, and accounting (for 

billing and record tracking purpose) etc. [3] Below 

figures are Primary User and Secondary User 

 

IV. Performance Study of PUEA in CRN 

Major issues in spectrum sensing are how perfectly it 

can differentiate incumbent signals from secondary user 

signals? An attacker can easily exploit the spectrum 

sensing process. For example, an attacker may imitate 

as an incumbent transmitter by transmitting 

unrecognizable signals in one of the licensed bands, 

thus preventing other secondary users from accessing 

that band. Primary user emulation (PUE) attack is 

considered to be one of the severe threats to cognitive 

radio systems. It poses a great threat to spectrum 

sensing. In this attack, a malicious node transmits 

signals whose characteristics emulate those of 

incumbent signals. There are two types of behavior 

associated with the primary user emulation attack, 

which are discussed as follows. 

Selfish PUE attacks: The main objective is to 

maximize attacker’s bandwidth. For an instance, when 

malicious node identifies vacant band, it will prevent 

other secondary users from using that band by 

transmitting signals that resembles the incumbent 

signals. 

Malicious PUE attack: The main objective is to 

obstruct the secondary users from identifying and using 

vacant spectrum bands. Malicious attacker does not 

necessarily use vacant bands for its own 

communication purposes. It is important to note that in 

PUE attacks, malicious nodes only transmit in vacant 

bands. 

 

Primary Exclusive Region 
One of the deployment schemes in current related 

research is the primary exclusive region (PER). It sets a 

safeguard for primary receivers. The secondary network 

must be deployed outside PER. The exclusive zone is 

also called as keep-out region. It gives primary receiver 

a protection area. It is a way of imposing a certain 

distance on cognitive users from the primary user 

thereby reducing interference to the primary receiver. 

Within this region cognitive users are not allowed to 

transmit. This type of deployment scheme is suitable to 

a broadcast network. For an instance, network in which 

there is one primary transmitter communicating with 

multiple primary receivers. TV network or the 

downlinks in the cellular network are the good 

examples of a broadcast network. In such type of 

networks, primary receivers may be passive devices. 

Such a primary-exclusive region has been proposed for 

the upcoming spectrum sharing of the TV band. The 

secondary users are randomly and uniformly distributed 

within a network radius from the primary transmitter, 

outside the PER. 

 

System Model of CRN 

 

Figure-5 System model of CRN 
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Following assumptions are made for this system 

model.There is M malicious users in the system and 

they transmit at power ‘𝑃𝑚’. The distance between 

primary transmitter & all the users is ‘𝐷𝑝’ and transmits 

at power ‘𝑃𝑡 ’. The position of secondary user is at the 

center of the exclusive region. Malicious users are 

uniformly distributed in circular region of radius R and 

are statistically independent of each other. Co-ordinates 

of primary transmitter are known to all the users and are 

fixed at (𝑟𝑝𝑡,𝑡). The transmission from primary 

transmitter and malicious users undergo path loss and 

log normal shadowing. The path loss exponent chosen 

for transmission from primary transmitter is 2 and from 

malicious user are 4. No malicious users are present 

within a circle of radius 𝑅𝑜, called as the exclusive 

radius from secondary user. There is no co-operation 

between the secondary users. 

 

V. Simulation Results and observations 

Below Figures shows the Probability Density Function 

(pdf) of the received power at the secondary user when 

the primary transmitter is at distance 200Km, Primary 

transmitter power 𝑃𝑡=300Kw, 𝜎𝑚= 5.5dB, 𝜎𝑝= 8dB, 

𝑅0= 40m, R= 1200m, 𝑃𝑚= 5W. Probability Density 

Function of Received power is calculated for 5000 

times. Both simulated and computed PDF are plotted in 

the same figure for easy comparison. 

 

 

 

 
 

VI Conclusion 

 
We have done a detailed analysis and simulation of the 

network for PUE attack. Simulations were carried out 

to determine the performance of the proposed system 

model for PUEA attack in terms of probabilities of miss 

detection and false alarm. We showed various 

simulation results under different configuration of 

primary transmitters. Our experimental results 

demonstrate the statistical characteristics of the 

probability of false alarm and miss detection in the 

proposed system. I plan to make comprehensive 

performance comparison with existing research results 

in the future work. 
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