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Abstract: Digital images are mostly used to 

protect confidential & important information. 

But the problem is providing authentication and 

integrity to these digital images is a very 

challenging task. Therefore using this paper a 

new efficient authentication method is proposed 

to provide for grayscale document images using 

the Portable Network Graphics (PNG) image 

with verification and data self repair capability. 

In this concept an authentication signal 

generated by each block of a grayscale 

document image and then using Shamir secret 

sharing scheme grayscale document image 

authentication signal and binarized block 

content is combined and transformed into 

several shares. These several binarized block 

content shares are then combined into an alpha 

channel plane then the PNG image is built from 

combining the grayscale image with alpha 

channel plan. The authentication signal 

measured from the current block content does 

not match that extracted from the shares 

embedded in the alpha channel plane then that 

image block is tampered. If the authentication 

process fails then repairing is done in each 

tampered block, after collecting two shares from 

unmarked block using reverse Shamir scheme. 

Security of data provided by sharing of data in 

the alpha channel and encrypting the stego 

image. Then using reverse Shamir scheme, two 

shares from unmarked blocks are collected and 

then data repairing is applied. Finally 

simulation results are provided to prove the 

concept of proposed method. 

Keywords: cooperative cache; cost-optimal 

policies; distributed search engines; selfish 

users, Secret Sharing. 

I. INTRODUCTION  

 
     Authentication of digital documents has aroused 

great interest due to their wide application areas 

such as legal documents, certificates, digital books 

and engineering drawings. In addition, more 

important documents such as fax insurance and 

personal documents are digitized and stored. With 

the advance of digital technologies, it is now easy 

to modify digital images without causing noticeable 

changes, resulting possibly in illicit tampering of 

transmitted images. It is desirable to design 

effective methods to solve this kind of image 

authentication problem, particularly for images of 

documents whose security must be protected. 

Authentication and detection of tampering and 

forgery are thus of primary concerns. Data hiding 

or watermarking for binary images authentication 

has been a promising approach to alleviate these 

concerns. Most prior works on data hiding and 

watermarking focus on gray scale images in which 

the pixel takes a wide range of values, slightly 

perturbing the pixel value by a small amount 

causes no perceptible distortions. This 

authentication problem is difficult for binary 

images because of their simple binary nature. 

Embedding of authentication signals into binary 

images will cause destruction of image contents, 

and so arouses possible suspect from invaders. 

 

     Therefore, a good solution should take into 

consideration not only the security issue of 

reducing the possibility of being tampered with 

imperceptions but also the effectiveness of 

reducing image distortion resulting from 

authentication signal embedding. In this paper, we 

propose a new Blind authentication method for 

binary images with good balance between the 

mutually conflicting goals of distortion reduction 

and security enhancement. In today’s information 

and networking world, secret sharing is also a 

important issue in network security and can be 

used in key management and multiparty secure 

computation.  

 

     The secret sharing scheme is developed not only 

to carry authentication signals and image content 

data but also to help repair tampered data through 

the use of shares. We propose a new blind 

authentication method based on the secret sharing 

technique with a data repair capability for 

grayscale document images via the use of the PNG 

image. We use Shamir scheme which reduce the 

data volume of the generated shares effectively so 

that more shares can be embedded in to the alpha 

channel plane.. For the self-repairing of the content 

of a tampered block, the reverse Shamir scheme 

has been applied to compute the original content of 

the block. The concepts of “secret sharing” and 

“data hiding for image authentication” are two 

irrelevant issues in the domain of information 

security. 
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II. LITERATURE REVIEW 

 

     Securing the image documents over the network 

is one of the important issues now days. This 

method on the secret sharing technique with a data 

repair capability for grayscale document images via 

the use of the Portable Network Graphics (PNG) 

image is design for the same.  

In this system,  

1) An authentication signal is generated for each 

block of a grayscale document image, which, 

together with the binarized block content, is 

transformed into several shares using the Shamir 

secret sharing scheme. 

 2) The involved parameters are carefully chosen so 

that as many shares as possible are generated and 

embedded into an alpha channel plane. 

 3) The alpha channel plane is then combined with 

the original grayscale image to form a PNG image. 

During the embedding process, the computed share 

values are mapped into a range of alpha channel 

values near their maximum value of 255 to yield a 

transparent stego-image with a disguise effect.  

4) In the process of image authentication, an image 

block is marked as tampered if the authentication 

signal computed from the current block content 

does not match that extracted from the shares 

embedded in the alpha channel plane.  

5) Data repairing is then applied to each tampered 

block by a reverse Shamir scheme after collecting 

two shares from unmarked blocks, which increase 

more security. 

 

Here we need to discuss about the three schemes 

which are used for authentication of binary images 

those are 

 

1) A-New Blind Authentication:  

     Authentication is the act of confirming the truth 

of an attribute of a datum or entity. This might 

involve confirming the identity of a person or 

software program, tracing the origins of an artifact, 

or ensuring that a product is what its packaging and 

labeling claims to be. Authentication often involves 

verifying the validity of at least one form of 

identification. The authentication is targeted at 

identifying the tampering locations. The 

“flippability” of a pixel is determined by the 

“connectivity-preserving” transition criterion. The 

image is partitioned into multiple macro-blocks that 

are subsequently classified into eight categories. 

The block identifier is defined adaptively for each 

class and embedded in those “qualified” and “self 

detecting” macro-blocks in order to identify the 

tampered locations. The overall authentication is 

achieved in the first layer by hiding the 

cryptographic signature (CS) of the image. 

 

2) B-Data Secret Sharing Scheme  

      Secret sharing is important in information and 

network security broad applications in the real 

world area. A secret sharing scheme starts with a 

secret and then creates certain shares which are 

distributed to a group of participants. The secret 

may be uniquely recovered from certain 

predetermined groups of users which constitute the 

access structure. An important category of access 

structure is the (w, N)-threshold access structure in 

which, an authorized group contains any w or more 

participants and any group of at most w−1 

participants is an unauthorized group. These 

schemes deal with either single or multiple secrets 

and their shares have either the same weight or 

different weights. 

 

3) C-Review of the Shamir Method for Secret 

Sharing  

 

     Shamir's Secret Sharing is an algorithm in for of 

secret sharing, where a secret is divided into parts, 

giving each participant its own unique part, where 

some of the parts or all of them are needed in order 

to reconstruct the secret. Counting on all 

participants to combine together the secret might. 

 

III.ALGORITHM FOR CREATING SECRET 

SHARES 

A. Algorithm 1: (t, n)-threshold secret sharing  

 

Input: Take secret c in the form of an integer, 

number n of participants and threshold t ≤ n. 

Output: n shares in the form of an integer for the n 

participants to keep.  

 

Step1: Choose a random prime number p larger 

than c.  

Step2: select t-1 integer values 𝑚1,𝑚2,……𝑚𝑡−1 

range of 0 through p-1.  

Step3: Select n distinct real values 𝑦1,𝑦2,…..𝑦𝑛 

Step 4: Use the following (t-1) degree polynomial 

to compute n function values f(𝑦𝑗), called partial 

shares for j=1,2….. 

 f(𝑦𝑗)= (𝑐+𝑚1𝑦𝑗+𝑚2𝑦𝑗2+⋯+𝑚𝑡−1𝑦𝑗𝑡−1)𝑚𝑜𝑑𝑝 
 

Step5: Deliver the two tuple (𝑦𝑗,𝑓(𝑦𝑗)) as a share 

to the 𝑗𝑡h participant where j=1, 2, 3……n. There 

are t coefficients denoted c and 𝑚1through 𝑚𝑡−1 . 

To collect t shares from the n participants to form t 

equation to recover secret c.  

The following describes the equation for solving 

the process of secret recovery.  

 

B. Algorithm 2: Secret recovery of shares  

 

Input: Select t shares from the n participants and 

the prime number p with both t and p  

Output: Secret c hidden in the shares and 

coefficients 𝑚𝑗 used in (1) where j=1, 2, 3….m- 1.  

 

Step1: Use the t shares (𝑦1,𝑓(𝑦1)),(𝑦2,𝑓(𝑦2)), …. 

(𝑦𝑡,𝑓(𝑦𝑡)) to set up  

𝑓( 𝑦𝑗) =(𝑐+𝑚1𝑦𝑗+𝑚2𝑦𝑗2+⋯𝑚𝑡−1𝑦𝑗𝑡−1)𝑚𝑜𝑑𝑝 

…. (2) Where j=1, 2 … t  
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Step2: Solve the t equations above by Lagrange’s 

interpolation to obtain t as follows. 

 

 
Step3: Compute 𝑚1 through 𝑚𝑡−1 by expanding 

the following equality and comparing the result 

with (2) in step 1 while regarding variable y in the 

equality below to be 𝑦𝑗 in 

 

 
In the above algorithm step 3 is used for the 

purpose of computing the values of parameter 𝑚𝑗 in 

the proposed method. In other application if only 

secret value c need be recovered, this step can be 

eliminated. 

 

IV. PNG IMAGE AUTHENTICATION AND 

DATA HIDING 

     In image authentication and data repairing, we 

create a PNG image from a binary type grayscale 

document image E with an alpha channel plane. 

Then the actual image E is converted into binary 

form by moment preserving threshold which is 

denoted as Eb. This is taken as an input to Shamir’s 

secret sharing scheme to generate n secret shares. 

The mapped secret shares are embedded into alpha 

channel plane to produce an imperceptibility effect. 

Then, the mapped secret shares are embedded 

randomly into alpha channel plane. The PNG 

image crated is then encrypted by chaotic logistic 

map [4]. Embedded shares providing security and 

repairing capability, encryption gives extra security 

by scrambling the PNG image. It is shown in fig 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Illustration of creating a PNG image from a 

grayscale document image and an alpha channel. 

 

Secondly the PNG image is binarized by moment 

preserving thresholding. Data for authentication 

and repairing are then computed from binary 

version of image and takes as input to the Shamir 

secret sharing scheme to generate secret shares. 

Finally the mapped secret shares embedded into the 

alpha channel plane for protection and data repair 

capabilities and find the stego image using stego 

method. Fig.1 and Fig.2 shows the block diagram 

of proposed method. 

 

 
Fig. 2: Illustration of creation of a PNG image 

from a grayscale document image and an 

additional alpha channel plane. 

 

4.1. Stego Image 

 

     It is the process of hiding messages inside a 

computerized image file, as for example hiding the 

name and copyright notice of the owner of an 

image as protection against violation of the 

copyright. Here we are Generating the stego Image, 

when received or acquired, can be verified by the 

proposed method for its authenticity. Integrity 

alterations of the stego-image can be detected by 

the method at the block level and repaired at the 

pixel level.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In case the alpha channel is fully removed from the 

stego-image, the complete resulting image is 

regarded as unauthentic, meaning that the fidelity 

check of image fails. After performing the 
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Binarization at the receiver side, the Image is to be 

filtered the Alpha channel. After stego image 

generation if there is no authentic process Repair 

the Tampered Image Blocks then remove the alpha 

channel. If the Authentication is success directly 

receive the PNG Image at the receiver side.  

 

A-Algorithm For Stego-Image  

 

A detailed algorithm for describing the generation 

of a stego-image in the PNG format is  

Part1: Drawing out the embedded two 

representative gray values. 

 

Step 1: (Stego-image to Binary form conversion)  

Compute T = (g1 + g2)/2 and use it as a threshold 

to convert S into Binary Form, yielding the binary 

version S of S with”0” representing g1 and”1” 

representing g2.  

 

Part 2: Stego-image authentication.  

 

Step 2: (Start looping) Take in a raster-scan order 

an unprocessed block B from S with pixel values 

p1 through p6, and. find the 6 pixel values qd1, 

through qd6 of the corresponding block B in the 

alpha channel plane S of S  

Step 3: (Extraction of the secreted authentication 

Signal) to extract the six bits hidden as 

authentication signal ad from B follow the steps:  

(1) Subtract 142 from each of the unhampered qd 

and ad partial shares of B With the shares to obtain 

the 2 values d and c1 (the secret and the Coefficient 

value, respectively).  

(2) Now convert this d and c1 into two 4-bit binary 

values, and then an 8-bit string is formed by 

concatenating these binary values.  

Step 4: (Matching the secreted and computed 

authentication signals and marking of tampered 

blocks) Calculate the q1 to q6 values for 2 by 3 

block of S Match the new calculated q1 to q6 with 

old embedded (in alpha channel) q1 to q6 and if 

any variance occurs, mark B the corresponding 

block B in S , and all the partial shares embedded 

in B as tampered.  

Step 5: (Repairing of the tampered part)  

If possible using the binary values of d & c1 find 

Pixels p1 through p6. Check the tampered pixels 

then try to repair the values using the extracted 

binary b & c. put g1 if pixel value is 1 & g2 if pixel 

value is 1 in received S image. If sufficient i.e.to 

untampered authentication signal is available then 

only repairing is possible. If all the signals are 

tampered, repairing is not possible.  

Step 6: (Exit loop)  

If there is any unprocessed block in S, then go to 

Step 2; otherwise, go on. 
V. METHODOLOGY FOR SECRET 

SHARING SYSTEM 
     A new authentication method based on the 

secret sharing technique along with a data repairing 

capability for gray scale document images via the 

use of PNG (portable network graphics) is 

proposed. An authentication signal is generated for 

every and each block of a gray-scale document 

image, which, in conjunction with the binarized 

block content, is remodeled into many shares 

exploitation the Shamir secret sharing theme. The 

concerned parameters are cautiously chosen in 

order that as several shares as potential are 

generated and embedded into an alpha channel 

plane. To form a PNG image the alpha channel 

plane is combined with the original gray scale 

image. During the embedding process, the 

computed share values are mapped into a range of 

alpha channel values near their maximum value of 

255 to yield a transparent stego-image with a 

disguise effect. While the method of image 

authentication, an image block is spotted as 

tampered, if the authentication signal computed 

from the present block content doesn't match with 

the worth or value extracted from the shares 

embedded inside the alpha channel plane. For each 

tampered block, data repairing is applied by using 

reverse Shamir scheme after collecting two shares 

from unmarked blocks. Some security measures for 

protecting the security of the data hidden in the 

alpha channel are also proposed. It is illustrated in 

the fig 3. 

 
Fig. 3 Architecture for secret sharing system 

 

A. Data Embedding  

 

The data embedding method can be used to detect 

unauthorized use of a digitized signature, and 

Annotate or authenticate binary documents. The 

input cover image is assumed to be grayscale 

image .After the proposed method is applied; the 

cover image is transformed into a stego-image in 

the Portable Network Graphics (PNG) format .The 

stego-image is verified by the proposed method for 

its authenticity. Integrity modifications of the 

stego-image can be detected by the method at the 

block level and repaired at the pixel level.  

 

B. Performance with Other Methods  
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     Stego-Image has the capability of repairing the 

tampered parts of an authenticated image. if the 

computed authentication signal does not match that 

extracted from corresponding partial shares in the 

alpha channel plane. For the self-repairing of the 

content of a tampered block, the reverse Shamir 

scheme has been used to compute the original 

content of the block from any two untampered 

shares. Measures for enhancing the security of the 

data embedded in the alpha channel plane have 

been also proposed. Experimental results have been 

shown to prove the effectiveness of the proposed 

method.  

 

C. Image Authentication and Protection 

  

     It is very necessary to design effective methods 

to Solve image authentication problem, particularly 

for images whose security must be protected. The 

technique for authentication of images with self-

repair capability for fixing tampered image data is 

explained. The input image is assumed to be a 

binary-type grayscale image with 2 main gray 

values. Alpha channel is combined in the grayscale 

image .Using the binary image, authentication 

signal is calculated which is then embedded in the 

alpha channel to create an authentic image. After 

embedding the authentication signal, image is 

encrypted. If still Content modifications of the 

stego-image is detected, then data is repaired at the 

pixel level using reverse secrete sharing scheme.  

 

VII. CONCLUSION AND FUTURE WORK 

 

     An image authentication method along with a 

data repair capability for binary-like grayscale 

images i.e. black and white based on secret sharing 

is explained. We have proposed a Blind 

authentication scheme for gray scale document 

images by the use of secret sharing method and 

alpha channel plane security is provide by using 

Shamir’s secret sharing method. Both the generated 

authentication signal and the content of block have 

transformed into partial shares by Shamir’s method 

which are generated into alpha channel plane to 

create a PNG image .Stego image is form in PNG 

format and from embedding the partial shares by 

mapping the share values. A block in stego image 

authentication has been tampered if computed 

authentication signals does not match for self 

repairing of tamped block the Shamir’s reverse 

scheme is used. 
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