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Abstract— Development of Computer Network and 

Communication Technology involves a great mass of 

data and information need to be exchanged by public 

communication networks. High efficiency and high 

safety of Data transmission become much more 

important. The appearance of DES (Data Encryption 

standard) solved many fields of information security 

problems. But, the security strength of DES is hard to 

adapt the new security needs by the development of 

password analysis level    In 1997, National Institute of 

Standards and Technology (NIST) collected advanced 

encryption standard (AES) through public 

announcement. Finally, the algorithm of Joan Daemon 

and Vincent Ragmen who are cryptographers in 

Belgium was selected as the standard for AES. The AES 

algorithm can resist any kinds of password attacks that 

all we have known with a strong practicability in 

information security and reliability. It has become the 

main information encryption algorithm now. The 

following presented an implementation of AES 

algorithm based on FPGA in order to speed data flow 

and reduce time for key generating. An implementation 

of high speed AES algorithm based on FPGA is 

presented in this paper in order to improve the safety of 

data in transmission. The mathematic principle, 

encryption process and logic structure of AES 

algorithm are introduced. The simulation results show 

that the high-speed AES encryption algorithm 

implemented correctly. Using the method of AES 

encryption the data could be protected effectively. 

Keywords- Advanced Encryption Standard (AES), 

Cryptography, Data Encryption Standard (DES), 

Information Security, FPGA. 

 

I. INTRODUCTION 

 

   Cryptography is the art & science of keeping messages 

secure. Cryptography enables you to store sensitive 

information or transmit it across insecure networks (like the 

Internet) so that it cannot be read by anyone except the 

intended recipient. With cryptosystems, we desire perfect 

secrecy:  the probability that the contents of some 

intercepted   data corresponds to some plaintext message is 

unaltered by knowledge of the ciphertext for that message. 

Measuring the strength for cryptosystem by what is known 

as its work factor:The amount of time needed to decipher a 

message without knowledge of the key. A cryptosystem is 

considered secure when its workfactor is exponential in the 

length of the key:2
Keylen

.  

 

Fig.1 Modern Cryptography Hierarchy 

Types of Cryptographic Functions: 

• Secret key (symmetric): involves 1 key, 

known as the secret key  

• Public key (asymmetric):involves 2 keys, 

known as the private & public keys  

• hash: involves 0 keys  

 

II. EXISISTING SYSTEM 

 

     The Data Encryption Standard (DES) is a previously 

predominant algorithm for the encryption of electronic 

data. It was highly influential in the advancement of 

modern cryptography in the academic world. Developed in 

the early 1970s at IBM and based on an earlier design by 

Horst Festal, the algorithm was submitted to the National 

Bureau of Standards (NBS) following the agency's 

invitation to propose a candidate for the protection of 

sensitive, unclassified electronic government data. In 1976, 

after consultation with the National Security Agency 

(NSA), the NBS eventually selected a slightly modified 

version, which was published as an official Federal 

Information Processing Standard (FIPS) for the United 

States in 1977. The publication of an NSA-approved 

encryption standard simultaneously resulted in its quick 

international adoption and widespread academic scrutiny. 
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Controversies arose out of classified design elements, a 

relatively short key length of the symmetric-key block 

cipher design, and the involvement of the NSA, nourishing 

suspicions about a backdoor. The intense academic scrutiny 

the algorithm received over time led to the modern 

understanding of block ciphers and their cryptanalysis. 

 

 
Fig.2 Description of DES Standard[2] 

    DES is now considered to be insecure for many 

applications. This is chiefly due to the 56-bit key size being 

too small; in January, 1999, distributed.net and the 

Electronic Frontier Foundation collaborated to publicly 

break a DES key in 22 hours and 15 minutes (see 

chronology). There are also some analytical results which 

demonstrate theoretical weaknesses in the cipher, although 

they are infeasible to mount in practice. The algorithm is 

believed to be practically secure in the form of Triple DES, 

although there are theoretical attacks. In recent years, the 

cipher has been superseded by the Advanced Encryption 

Standard (AES). Furthermore, DES has been withdrawn as 

a standard by the National Institute of Standards and 

Technology (formerly the National Bureau of Standards).  

 

III. PROPOSED SYSTEM 

 

Our paper introduces advanced encryption system (AES) 

Algorithm that resists any kinds of password attacks that all 

we have known with a strong practicability in information 

security and reliability. It has become the main information 

encryption algorithm now. Here, we implemented AES 

algorithm based on FPGA. 

 

A. Working Principle 

The AES algorithm is based on finite field GF 

(28).The algorithm includes two mathematical 

operations: INVERSE SUBSTITUTION BOX; 

 

Fig.3 Working Methodology of AES 

Each byte at the input of a round undergoes a non-

linear byte substitution. A simple substitution of each 

byte in state array uses one table (S-box) of 16x16 

bytes containing a permutation of all 256 8-bit values 

each byte of state is replaced by byte in row (left 4 

bits) & column (right 4-bits) of inverse S-box 

example: byte {95} is replaced by row 9 column 5 

byte in inverse S-box which is the value {AD} S-box 

is constructed (pre-defined in AES).[4] 

1. Predefined Inverse S-BOX: 

 

Fig.4 Structure of predefined inverse S-BOX 

Substitution values for the bytes xy (in hexadecimal 

format). 

2. Inverse Shift Row:  

A circular byte shift in each row of state  

• 1st row is unchanged 

• 2nd row does 1 byte circular shift to right 

• 3rd row does 2 byte circular shift to right 

• 4th row does 3 byte circular shift to right  

Since state is processed by columns, this step permutes 

bytes between the columns.This transformation 

ensures that 4 bytes of one column are     spread out to 

4 different columns. 
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3. Mix Column:  

Each column is processed separately. Each byte is 

replaced by a value dependent on all 4 bytes in the 

column. 

Example: s’0,0 = (14*s0,0) + (11*s1,0) +  (13*s2,0) 

+(9*s3,0) But, in GF(28) addition (+) is XOR 

operation Multiplication  (*) is combinations of shift 

and XOR. 

 

Mix Columns + Shift Rows ensure all output bits 

depend on all input bits after a few rounds. 

4. Inverse ADD Round Key:  

XOR state with 128-bits of the round key. Processed by 

column (a series of byte operations) Inverse for decryption 

is identical since XOR is own inverse, just  with correct 

round key designed to be as simple as possible The security 

is ensured by the complexity of key expansion and the 

complexity of other stages of AES. 

B. System Design Overview 

   It is incompatible to implement the AES algorithm on 

hardware between the throughput and hardware resource. 

Different architecture should be selected according to the 

fields it is applied to. To make AES algorithm suitable to 

high-speed rate data application, we need to optimize the 

architecture. Meanwhile by sharing resource and 

eliminating common sub expression we can reduce the 

hardware resource utilization. There are three basic 

architectures of AES to improve the throughput: Loop 

unrolled, pipelined, sub-pipelined that could be chosen 

[4].The top design of AES encryption system is the top 

design includes three modules: Round module, 

Key_scheduel module and control module. Round module, 

this contains four sub modules: Sub Bytes, Shift Rows, 

Mix Columns and AddRoundKey perform the prime 

transformation process of AES. Key_scheduel module 

includes an S-box macro module to realize the nonlinear 

transformation. Control module in charge of the signals for 

other modules and the data in Input/output. 

 

 

c. AES Algorithm Implementation in FPGA 

   The design uses a synchronous clock in order to make the 

circuit works with a unified clock and uses pipeline 

Architecture to improve the working speed.  

 

   Round module includes Sub Bytes, Shift Rows, Mix 

Columns, AddRoundKey and an S-box matrix. Sub Bytes 

is a substituted operation to execute the operation and the 

affine transformation on finite field. Shift Rows is a cycle 

shift with bytes for unit. The most important process in 

Mix Columns is the multiplication on finite field. 

AddRoundKey is a process that makes a 128 bits key to 

exclusive or the data in state one by one. S-box is a matrix 

That is defined to make a nonlinear replacement for Sub 

Bytes. The pipeline scheme is utilized for implementations. 

In the pipeline scheme, the register arrays are as-signed 

among the operational circuits of Sub Bytes, Shift Rows, 

Mix Columns and AddRoundKey. Key Schedule module 

includes Byte-substitution, Byte shifting, round constant, 

exclusive or operation and an S-box. A key is composed of 

four words in the design, key_word (0), key_word (1), 

key_word (2) and key_word (3). The initial input key is 

128 bits. The ranges of each word are defined as 

Follows: 

                key_word (0) <= key_reg_out (127 down to 96); 

                key_word (1) <= key_reg_out (95 down to 64); 

                key_word (2) <= key_reg_out (63 down to 32); 

                key_word (3) <= key_reg_out (31 down to 0); 

 

Control module: The task of Control module is 

coordinating working signaling for other modules. Control 

module manages the crypto key memory and the output of 

the Round constant, and controls the storage of Key 

Schedule and saves the encryption control signal, to ensure 

it can be output correctly. In the design, a register is 

defined to counter the number of the rounds. The sequence 

is from 1 to 10. Control module controls the 10 round 

constants in order and makes the transformation in a 

correct running order. 
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entity preroundoperaton is 

    Port ( a,b : in  STD_LOGIC_VECTOR (127 downto 

0); 

                  c : out  STD_LOGIC_VECTOR (127 

downto 0)); 

end preroundoperaton; 

  

architecture Behavioral of preroundoperaton is  

begin 

c <= a xor b;  

end Behavioral; 

entity subbyte is 

    Port ( subin : in  STD_LOGIC_VECTOR (127 

downto 0); 

                    subout : out  STD_LOGIC_VECTOR 

(127 downto 0)); 

end subbyte; 

  

architecture Behavioral of subbyte is 

signal 

a0,a1,a2,a3,a4,a5,a6,a7,a8,a9,a10,a11,a12,a13,a14,a15,

p0,p1,p2,p3,p4,p5,p6,p7,p8,p9,p10,p11,p12,p13,p14,p

15:std_logic_vector(7 downto 0); 

  

 component sbox port (a:in std_logic_vector(7 downto 

0); 

                                           (b:out 

std_logic_vector(7 downto 0)); 

  end component; 

 

VI. SIMULATION AND RESULTS 

 Software’s Tools: 

 The project will be implemented using HDL. 

 Simulation will be done to verify the 

functionality and synthesis will be done to get 

the NETLIST. 

 Simulation and synthesis will be done using 

Xilinx Tools. 

 

 

 Our paper yields the following results when tested 

in real-time scenario: 

 The AES algorithm can resist  any kinds of 

password attacks that all we have known 

with a strong practicability in information 

security and reliability. 

  It has become the main information 

encryption algorithm now.  

 This implementation of AES algorithm 

based on FPGA is to speed up data flow and 

reduce time for key generating. 

 The design uses a synchronous clock in 

order to make the circuit works with a 

unified clock and uses pipeline architecture 

to improve the working speed. 

Plaintext:  

 

27DABD46F9DA52D79967B7A0B33A492E 

 

User key: 

  

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
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Cipher text: 

  

B25481921106069A0EE0BE3811AB5AD5 
TABLE I 

Decryption and Simulation Results 

 
 

 

VI. CONCLUSION 

 

    The design was tested in Xilinx Virtex-5 FPGA. The test 

Results show that the system could complete the whole 

process correctly in a 200MHz clock rate. The minimum 

period is 4.971ns. Based on Virtex-5 FPGA, This paper 

gives a design of AES encryption algorithm using pipeline 

structure and parallel processing. All the processes 

including Synthesis, Implementation and Simulation are 

finished in ISE13.3 development platform.  It adopts a very 

simple and effective design with characteristics as listed in 

tabular form shown below: 

 
TABLE II 

Characteristics of proposed AES algorithm 
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