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ABSTRACT: 

The efficient way of communication from 

source and destination networks in hybrid 

system is always a challenge since years. 

One of the existing approach is whenever 

the data loss over (attacks and spoofing) the 

networks the path will be re established for 

the repetitive communications. This is 

totally burden to the hybrid networking 

system in lot of perspectives like time and 

router frame work. We know that none of 

the peers does not have direct interaction. 

Due to frequent spoofing among hybrid 

networks our approach is to do check the 

best feasible path internally by router before 

transmitting from source to destination. The 

router will deliver the packets to destination 

router at the destination network in hybrid 

system. So the time will be saved for 

transmission instead of reconstructing the 

whole path. Here the router will take an 

active part to send the information about the 

sender to the destination router. This is to 

find out whether the packets are coming 

from trusted/valid source. 

   Once the packets are received by the 

router which is having the best feasible 

internal path in their routing tables, So the 

packets will be discovered / delivered to the 

right destination. The target router will 

maintain the log information for all the 

communications so that if any spoofing is 

found the transmission will be repeated only 

from source router (which is having the 

shadow of the transmission 

Introduction:  

IP spoofing is a technique used to gain 

unauthorized access to computers, where by 

the attacker sends messages to a computer 

with a forging IP address indicating that the 

message is coming from a trusted host.  

Attacker puts an internal, or trusted, IP 

address as its source. The access control 

device sees the IP address as trusted and lets 

it through. 

Related Work: 

In Previous paper we have discussed about 

the IP Trace back system which having the 

capable of identifying the spoofing in 

network over the transmission of packets. 

Here in any transmission, if there is any 

attack or spoofing was occurred the routers 

were alerted to resolve the problem with 

Attack and reconstruct the paths to change 

the direction to transmit the packets .To 

overcome this by using path reconstruction 

or re establishment for repetitive 

communications. It is also not a good 

solution. But it is time taken to routers 

framework. 

To overcome the Problems in Previous work 

we have proposed a best schema that takes 

less time and show best performance in 

resolving the problems from attackers. So 

here peers in the Hybrid network  
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Do not have a direct path. Due to this router 

have to maintain best feasible path internally 

in between source and destination. Packets 

delivery is done by the router to destination 

router so time is saved. No need of again 

path reconstruction of new path. 

 

System Architecture: 

 

System Model: 

In Hybrid Networks, normally the 

communication will be from source network 

to Destination network. The source network 

and Destination networks are of two 

different and unknown infrastructures to 

each other. 

Two different networks are connected with 

Routers. The packet Transmission will be 

done through these Routers. In this system 

every router has to be monitored with itself 

while transmission. The establishing 

monitors dedicated at spoofed/entrusted 

routers. Monitors evaluate the paths and 

update the hash routing table for trusted 

paths. The Threshold will be maintained 

once the monitor evaluates the entire path. 

so it suppress reconstruction. So monitoring 

has feasible paths for trusted communication 

from source to destination. Casting buffers 

are maintained only at centralized routers. 

Transmission may be regular and also 

casting. Single are multi casting is always 

accountable for MANET monitors. Casting 

is useful in Security Maintenance in Regular 

Transmission. 

The MANET will always maintains buffered 

or Storage nodes if casting the destination 

node is not in receiving state .so buffer or 

storage node will maintain the data to be 

transmitted in post communication. Buffer 

log will be maintain by monitor and monitor 

will evaluating on best path which is 

identified by monitor for regular 

transmission fluctuations.. 

Routing Tables: 

Routers have to be monitored while 

transmission of packets from source to 

destinations. Each router have maintained 

with following tables. 

Nodes Information: 

Number 

of nodes 

Nodes IP 

Addresses 

Rate of 

Transmission 

1 192.168.0.102 100mbps 

2 192.168.0.100 80mbps 
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Log Tables: 

At Destination Side we have to maintain 

Log tables for identifying the Transmission 

weather it was trusted or not. Log Tables 

have the fields like below. By having Log 

tables we can know the complete 

information regarding Source Information, 

Packet Information, Traveling path 

Information. 

Source  Destination File 

Name 

File 

Size 

    

    

 

Algorithm: 

Initialization:-- 

  fc←8; // for capital letters 

  fs←14; // for small letters 

  fn←5; // for numbers 

  fsp←18; // for special 

character 

   𝑇𝑠𝑛−1
0 ←Total string  

data (original data) 

   𝐸𝑠← 0 // Encrypted string 

  𝐷𝑠←0 // decryption string 

Encryption:- 

For each m in Ts 

Loop start  

Value ← 0 

Temp ← ASCII (m) 

If (temp in (65-95)) 

{ 

Value =m-fc 

} 

Else if (temp in (97-122))   

{ 

Value = m- fs 

} 

Else if (temp in (48-57)) 

{ 

Value = m- fn 

} 

else 

{  

value = m-fsp 

} 

end if 

Es ← value 

end for 

Es ← Total string cont (Es) 

Source 

Address 

Destinat

ion 

Feas

ible 

Path

s 

Prot

ocol 

Payloa

d of 

transmi

ssion 

192.168.

0.102 

192.168.

0.100 

6 udp 30mb 

. 
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. 

. 

 

. 

. 

 

. 

. 
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Decryption:- 

for each m in Es 

loop start  

Value ← 0 

Temp ← 

-----------  

----------- 

------------ 

Ds ← value  

End for 

Ds ← total string cont (Ds) 

Description: 

In this algorithm we are considering the text 

that has to be transferred to the destination 

from source. Generally data can be 

transmitted in any way but there will not be 

any security to that data. So this drawback is 

recovered by using this algorithm in the 

form of encryption and decryption. Here we 

are considering all the letters in the English 

alphabet that have different ASCII values. 

Even the numerics are also considered along 

with the capital letters and small letters. All 

these values are changed by applying 

shifting operators. After shifting they are 

again added and subtracted according to the 

pattern.  

Conclusion: 

IP spoofing relates to IP bundle design so 

because of this it's a hard dilemma to be 

tackling together with. There are many ways 

intended for checking out IP packets. Even 

as be aware that burglars as well as cyber-

terrorist disguise the identification together 

with IP spoofing along with it'll be a big 

way back to enable them to help to make a 

number of assaults with network. On this 

papers we've furnished a few of the practical 

along with reactive approaches for the nodes 

for the around whelming menace wherever 

there's no uncomplicated answer. Many of 

us additionally utilized routers from the 

network that can help discover the spoofed 

bundle along with search for this time for 

the coming from source. 
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