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Abstract:  This work focuses on the survey
of realizable security which deserves by making use of
multiple  distinct clouds atsame time.  Security
challenging area unit is among the most
important obstacles once considering the adoption of cloud
services. This showed many analysis activities, resulting
in a quantity of proposals targeting the numerous cloud
security threats. With these security issues the cloud
paradigm comes with a replacement set of distinctive
choices that open the path towards new technigues, security
approaches and architectures. Varied distinct
architectures unit introduced with their security and privacy

capabilities and prospects.
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I INTRODUCTION

Cloud computing presents with dynamism accessible
resources provisioned as a service over the net. The third
party, pay-per-use ,self-service and perfectly scalable
computing resources and services offered
by the cloud paradigm promise to scale back capital as well
as operational expenditures for software and in hardware
too. Clouds can be differentiated based on the physical
location from the ratio of the user into account [1]. A Public

Cloud is offered by third-party service providers and
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involves resources outside the user’s properties. If the cloud
system is installed for the users to their own data center then
this setup is called as Private Cloud. A hybrid model
premises is defined as Hybrid Cloud. This work deals
with public clouds, since the services demand for highest
security requirements but this work includes high potential
for security purpose. In public clouds, all the 3 common
cloud service layers (ie,laaS, Paas, SaaS) share’s commonly
the end-users’ digital resources which are taken from an
intra organizational to an inter-organizational situation. This
creates a number of problems, amongst that security view
points. Challenges on outsourcing data, applications and the
processes. The high privacy standards within EU, e.g., the
legal variations between the continent’s countries give rise
to specific technical and structure challenges [3].
One plan on reducing the chance for data and applications in
a public cloud is the simultaneous usage of multiple
clouds. Many approaches using paradigm are projected rece
ntly. They dissent in partitioning and distribution patterns,
technologies, cryptographic strategies and targets situation

additionally a security levels. This paper is Associate in
nursing extension of and contains a survey on
these completely different securities by multi cloud adoption
approaches. It provides four distinct models in type

of abstracted multi-cloud architectures. This architectures
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allow to categorize the available schemes and to analyze
them according to their advantage in security.
Sensor networks promise viable solutions to
several observation issues. However, sensible preparation of
sensing element networks faces several challenges
obligatory by  real-world  demand. Sensing  node
usually has restricted computation and  communication
resources and battery power. Moreover,
in several applications  sensors are deployed in  open
environments, and thence are susceptible to  physical
attacks, doubtless compromising sensor’s Crypto
logic keys. one among the essential and indispensible able
functionalities ~ of sensing  element networksis  that
the ability to answer queries over the information non
inheritable by the sensing element- k anonymity notion is
adopted to be used in wireless networks(WSN) as a security
framework with two levels of privacy .A base level of
privacy is provided for the data shared with semi trusted and
a deeper level of privacy is provided against eavesdroppers
method ,some portions of data are encrypted and the rest is
generalized generalization shortens the size of the
information transmitted within the network inflicting energy
saving energy .In our system, this trade-off is showing
intelligence managed by a system parameter, that adjusts the
number of information parts to be encrypted .We use a
technique supported bottom  up clump that  chooses the
information partsto be encrypted among the ones that
causes maximum information loss when generalized .In this
way ,a high degree of energy saving is realized within the
limits of information loss .Our analysis show that the
proposed method achieves the desired privacy levels with
low information loss and with considerable energy saving.

The planned theme has 3 contributions.  First, it's designed
for a multi application surroundings. the bottom station
extracts application-specific information from aggregate
cipher texts. Next, it mitigates the impact of compromising
attacks in single application environments. Finally, it

degrades the harm from unauthorized aggregations. To
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show the proposed scheme’s strength and potency, we tend
to conjointly conduct the excellent analyses and
comparisons within the finish. The most sensible technique
is that in  wirelesssensing  element  network
information aggregation reduces an oversized quantity of

transmission.

II.  RELATED WORK
Here we use two techniques such as:

i. CDAMA

CDAMA is meant by exploitation of multiple
points, every of that has totally different order. Area
unit able to acquire one scalar of the

particular purpose through removing the results of
remaining points the protection of CDAMA and BGN
are supported the hardness assumption of
subgroup call downside, whereas CDAMA needs lot of

secure analysis for parameter choice.

ii. Aggregation With Secure Counting
The main weakness of uneven CDA  schemes is

that associated noble metal will manipulate mass results but
not the encoding capability. Associate degree noble metal is
in a positionto extend the worth of mass result by
aggregating the same cipher text of sensed reading
continuously. Subsequently the BS don’t not know the exact
number of cipher texts aggregated (here, we call “count”),
repeated or selective aggregation may happen. To avoid this
problem, we adopt CDAMA (k ¥4 2) scheme to provide
secure counting for single application case. Despite of all
the plug close the cloud, customers square measure still
reluctant to deploy their business within the cloud.
Security problems in  cloud computing has compete a
significant role  in swiftness down its  acceptance, in
truth security hierarchal initial because the greatest
challenge issue of cloud computing security might improve
centralization of

attributable to knowledge

and raised security-focused resources [71. On the
opposite hand issues persist consuming loss

of management over bound sensitive information, and also
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the lack of security for hold on kernels entrusted to
cloud suppliers. If those suppliers haven't done smart jobs
securing their own environments, the customers can
be in bother. Measurement the standard of cloud suppliers’
approach  to  security istroublesomeas a result
of several cloud providers won't expose their infrastructure
to customers.

We proposea completely  unique framework  for
secure data aggregation in massive device networks. In our
framework certain nodes in the sensor network is known as
aggregators, this helps aggregating information, which
reduces the communication. By
constructing economical sampling mechanisms and
interactive proofs, we tend to change the user to verify
thatthe  solution given by  the individual may  be
a smart approximation  of truth price even once
the individual and a fraction of the device nodes square
measure corrupted. Especially, we  present efficient
protocols for secure computation of the median and the
average measurement of the estimation for the network size,
and for finding the maximum and minimum sensor reading.
Our protocol requires only sub linear communication
between the user and aggregator. Tothe simplest of
our information,  this  workis that the initial on
secure information  aggregation in device networks that
may handle a malicious someone and sensor nodes.
element Network (WSN)

is associate rising technology that shows nice promise for

Wireless sensing

numerous futurist applications each for mass public and

military. The sensing technology combined
with process power and wireless communication makes
it moneymaking for being exploited in future. The addition
of wireless communication
technology conjointly incurs numerous styles of security
threats. The intent of this paper isto analyze the
safety connected problems and challenges in
wireless sensing element networks. we have a tendency

to establish the  safety threats,  review planned security
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mechanisms for wireless sensing element networks. we have
a tendency to conjointly discuss the holistic read of security
for making certain bedded and sturdy security in
wireless sensing element networks.

Il . Proposed System

Data aggregation theme that reduces an outsized quantity of
transmission is that the most sensible technique. In previous
studies, homomorphism encryptions are applied to
hide communication throughout aggregation specifiedencip

hered knowledge will be aggregate algebraically while
not secret writing. Since aggregators collect
knowledge while not secret writing, adversaries don't seem
to be able to forge aggregate results by compromising them.
However, these schemes don't seem to be satisfy multi-
application environments. Second, these schemes become
insecure just in case some detector nodes are compromised.
Third, these

counting; so, they'll suffer unauthorized aggregation attacks.

schemes don't offer secure

Therefore, we  tend  toproposea brand  new hid
knowledge aggregation theme extended from Boneh et al.’s
homomorphism  public encoding system.  The projected
theme has 3 contributions.

System architecture:

BS

SC

CH
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S->smoke ,BS-> base station, S-> secure count, DA->data

aggregation, T->temperature, CH->cluster head, L->light
IV. IMPLEMENTATION

In our work we use Front End as JAVA and Back End as a
MYSQL 5.5 JDK 1.6:In our project we are using java. In
our projectwe tend to are victimization JSP to style the
appliance method. Java Server Pages (JSP) may be a server-
side programming technology that permits the creation of
dynamic, platform independent methodology for building
Web-based applications. JSP  have access to the
whole family of Java API’s, together with the JDBC API to

access enterprise databases.

Servlet:

In our work we use servlet to control the application
process. Servlets are modules that run within the server and
receive and respond to the requests made by the
client.Servlet retrieve most of the parameters using the input
stream and send their responses using an output stream.
Servlets provide a platform-independent method for
building Web-based applications. Servlets have approach to
the entire family of Java APIs, which includes the JDBC
API to access enterprise databases.

Collections:

The Java Collections API's provide Java developers with a
set of classes and interfaces that makes it easier to handle
bunch of objects. Here the collection work is bit like an
array, apart from their size can change vigorously, and the
behavior are more advanced than arrays. In this work we are
using map, Array List and Set for saving values and do
some function using that values. In the future, we wish to
apply CDAMA to realize aggregation query in Database-
As-a-Service (DAS) model. In our project we have a
tendency totend to are mistreatment JSP to vogue the

appliance methodology. Java Server Pages (JSP) could also
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be a server-side programming technology that allows the
creation of dynamic, platform independent methodology for
building Web-based applications. JSP have access to the
full family of Java APIs, along side the JDBC API to access
enterprise databases. A client in DAS model is harder than
embrassing a sensor. Those demerits will no longer create
problem in CDAMA.

V. CONCLUSION

In Multi-application CDAMA is
the initial CDA theme. Through CDAMA, the cipher texts

from distinct applications are often aggregate, however not

environment,

mixed. For one application atmosphere, CDAMA continues
to be safer than alternative CDA scheme. Once
compromising attacks caused in WSNs, CDAMA rove the
impact and decreases the injury to an suitable condition.
Besides these higher applications, CDAMA s that
the first CDA theme that supports secure. Finally, the
performance analysis shows that CDAMA is applicable on
WSNs whereas the quantity of team or applications

isn’t massive.
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