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ABSTRACT---This paper presents the survey study of different
symmetric key encryption algorithms and its comparisons. As
data security is one of the main concern in the fast progression of
digital era for data exchange.Security is essential to transmit
confidential information (like credit card details, banking
transactions etc) over the unsecured network like internet. It has
the possibility that the information being transferred through
network of computers or internet being read by other people. For
this we need an efficient and secure way to protect our data.
Cryptography algorithms play a vital role in providing data
security and enhance data communication and its confidentiality
and gives best solution to protect data against data intruders.
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I. INTRODUCTION

Cryptography is the art of achieving security by encoding
messages to make them non-readable [5]. Cryptography not
only protects the information but also provides
authentication to the user. Here the original information and
encrypted information are referred as plaintext and cipher
text respectively. The transformation of plaintext into
unintelligible data known as cipher text is the process of
encryption. Decryption is the reverse process of encryption
i.e. conversion of cipher text into plain text. During
communication, the sender performs the encryption with
the help of a shared secret key and the receiver
performs the decryption. Cryptographic algorithms are
broadly classified as Symmetric key cryptography and
Asymmetric key cryptography. This section elucidate about
services and mechanisms of cryptography, processing
approaches of plaintext, key distribution and cryptanalysis.
The section Il presents classifications of cryptography and
symmetric key cryptography and various symmetric key
encryption techniques are presented in section Ill. Finally
this paper is concluded in section IV.

A. Services and Mechanisms of Cryptography

Cryptography provides four types of services such as
confidentiality, integrity, authentication, non-repudiation
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[8]. A service that enhances the security of the data
processing systems and the information transfers of an
organization. Confidentiality is production of data from
unauthorized disclosure. Integrity provides assurance that
the information received are exactly as sent by an authorized
entity i.e., information contain no modification, deletion, etc.
Authentication ensures that the identity of the sender and
receiver of the information. It provides assurance that the
communicating entity is the one that it claims to be. Non-
repudiation refers to the ability to ensure that the sender or
receiver cannot deny the authenticity of their signature on
the sending information that they originated.

Cryptography having security mechanism that is designed
to detect, prevent or recover from a security attacks.
Security mechanism of cryptography is divided into two
types such as specific security mechanisms and
pervasive  security  mechanisms.  Specific  security
mechanism may be incorporated into the appropriate
protocol layer in order to provide some of the OSI security
services for example encipherment, digital signature, etc.
Pervasive security mechanisms those are not specific to any
particular OSI security service or protocol layer for example
security label, event detection, etc.

B. Processing Approaches of Plaintext:

The plaintexts are processed in two ways; one is the
stream cipher and the other is the block cipher [9]. A
stream cipher is a symmetric key cipher where plaintext
digits are combined with a pseudorandom cipher key stream.
In a stream cipher each plaintext digit is encrypted one at a
time (encrypt the information by individual bits) with the
corresponding digit of the key stream, to give a digit of the
cipher text stream. A block cipher is another symmetric
key cipher operating on fixed-length groups of bits,
called blocks, with an unvarying transformation [16]. For
example block cipher encryption algorithm take a 128-bit
block of plaintext as input, and output a corresponding 128-
bit block of cipher text.

Block ciphers uses modes of operation to provide an
information services such as confidentiality or authenticity.
Many modes of operation have been defined some of these
are Electronic Codebook (ECB), Cipher Block Chaining
(CBC), Cipher Feedback (CFB), Output Feedback (OFB),
and Counter mode. A mode of operation describes how to
repeatedly apply a cipher's single-block
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operation to securely transform amounts of data larger than
a block.

C.Key Distribution

The major problem in symmetric key cryptography is that of
the key distribution because the key must be shared secretly
[6]. Keys can be distributed by any one of the following
ways 1. Sender can select the key and physically deliver it to
receiver, 2. A trusted third party can select the key and
physically deliver it to the sender and the receiver, 3. If
sender and receiver have previously and recently used a key,
one party can transmit the new key to the other, encrypted
using the old key, 4. If sender and receiver each has an
encrypted connection to a third party, then the third party can
deliver a key on the encrypted links to sender and receiver.

D.Cryptanalysis

While cryptography is the science of securing data,
cryptanalysis is the science of analyzing and breaking the
secure communication [3]. A cryptanalytic attack can have
two possible goals. The cryptanalyst might have cipher text
and want to discover the plaintext, or might have cipher text
and want to discover the encryption key that was used to
encrypt it. Classical cryptanalysis involves an interesting
combination of analytical reasoning, application of
mathematical tools, pattern finding. Cryptanalysts are also
called attackers. Cryptographic attacks are mainly classified
as two types, namely passive attack and active attack. Goal
of Passive attack is just read the information it does not
change the content of the message, for example of message
content it only read the content of message without
permission. Where as in active attack, not only read the
information and also modifying the content of the message.
For example replay attack accesses the message that send to
the receiver and it sent its own message content to the
receiver as like sender. Some other attacks are available to
break the cryptographic algorithm such as known plaintext,
cipher text only, brute force attack, linear cryptanalysis, etc.

Il. CLASSIFICATIONS OF CRYPTOGRAPHY

Cryptography systems can be classified into three
types as symmetric key cryptography, asymmetric key
cryptography and hash functions. A symmetric key
cryptography uses same secret key by sender and receiver
for encryption and decryption respectively for example DES,
etc [5]. In these techniques the plaintext and key are
processed as stream cipher or block cipher. Asymmetric or
public key cryptography uses public key by sender for
encryption which is known to all and private key which
known by the receiver for decryption for example RSA, etc.
Mostly this kind of techniques uses block ciphers for
processing plaintext with key. The hash function uses
mathematical transformation to irreversibly encrypt
information for example MD5, etc. It has no keys since the
plaintext is not recoverable from the cipher text. Fig 2.1
illustrates types of cryptographic techniques.
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Fig 2.1 Classifications of cryptography
I1l.  SYMMETRIC KEY CRYPTOGRAPHY

In symmetric key cryptographic algorithms single key is
used for both encryption and decryption process [5]. Fig 3.1
illustrate that the general procedure for symmetric key
cryptographic algorithms. Many symmetric encryption
algorithms like DES, AES, Blowfish, RC5, IDEA etc. are
available to protect the information. Each algorithm uses
different block size, key size and processing method. These
algorithms only accept English alphabets, numerical values
and special symbols as plaintext. The cipher text will be a
document which is in the form of alphabets or special
characters or numbers or combination of all. Symmetric key
encryption scheme has five components namely plaintext,
encryption algorithm, secret key, cipher text, decryption
algorithm. Plaintext is an original intelligible data is fed into
the algorithm as input. Encryption algorithm performs
various operations on plaintext with the help of secret key.
Secret key is a value independent of the plaintext which
gives as input to the encryption algorithm. Cipher text is
scrambled message produced as output. Decryption
algorithm takes cipher text and secret key as input and
produce plaintext as output by performing encryption
algorithm in reverse order.
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Fig 3.1 Symmetric key encryption process
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In general cryptographic encryption techniques are
classified as classical cryptographic techniques and modern
cryptographic techniques based on the periods that are
developed/used. Classical cryptographic techniques are
developed in the earliest days, but still some of the
algorithms are used for providing confidentiality to the
information.  Modern  cryptographic  techniques are
developed in recent years for providing better services like
confidentiality, authentication, etc., to the information. In
order to increase the degree of security, the modern
cryptographic techniques algorithms are incredibly complex
than classical cryptographic algorithms. Some of modern

Feistel network, etc. Besides, symmetric encryption
techniques also have encryption algorithms in both of
classical and modern cryptographic techniques. For example
play fair cipher, one time pad, hill cipher, etc. are comes
under classical cryptographic techniques, and DES, AES,
etc are modern cryptographic techniques. Here existing
symmetric encryption algorithms are compared based on the
parameters like block size, size of key, vulnerability to
attacks and uniqueness of the technique, which are depicted
as tabulation. Table | portrays the comparison of classical
encryption techniques that are already exist. Table I
illustrates that the comparison of some of the modern

cryptographic algorithms are designed in such a way that encryption techniques that are available.
repeats same procedure for many rounds, for example
Table I .Modern symmetric encryption algorithms
S.No. Encryption Year Developed by | Algorithm | Granul Key size Affected Uniqueness
Technique Structue arity By Attacks About the
Name (Stream technique
/Block
Cipher)
1. Kasumi 2010 Muitsubishi Fiestal Block 128 bits Related Key 8 rounds
Electric(MISY Network Cipher(6 Attack
) 4 bits)
. Bruce .
2 Threefish 2008 Schneier Fiestal Block 256,512,1 Rebound 72 rounds
Niels ’ network Cipher 024 bits Attack
Ferguson, Stef
anLucks, Dou
g Whiting,
MihirBellare, T
adayoshi
Kohno,Jon
Callas,and Jess
e Walker
3 Camellia 2000 Mitsubishi,NT Nested Block 128,192 Algebraic 16 rounds,8*8 S-
T Fiestal Cipher(1 | or256 bits attack boxes
network 28 hits)
4 N _ _ 10,12,14
Rijndael 1998 V_|_ncent Fiestal Block 128, 192 Related rounds(dependin
Rijmen, network cipher( or Key gon the
Joan 128 25 Attack, keysize)maxima
Daemen bits) 6 Algebra I'size of the
bits ic attack input file is
2,097,152 bytes
> Skipjack 1998 National Fiestal Block 80 bits Slide attack 32 rounds
Security network | cipher( unbalanced
Agency 64 Feistel
(NSA) bits) Network
Structure
6 Fiestal Substitution-
AES 1998 .
Joan network Block 128, Kpown permutation
Daemen, cipher( 192, plalr_1text, network, 10
Vincent 128 256 Side or 12 or 14
Rijmen bits) bits channel rounds
attack
7 Fiestal ;
RC-6 . Block 128, Feistel
1998 Ron Rivest network cipher 192, Chosen network 20
(128 256 plaintext, rounds
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bits) bits Known
plaintet
8 Truncate
Korea differential
Informatin i Block i
SEED 1998 Somuri Fiestal : 128 bits | CYPANAIYSIS |46 0nds
ecurity network cipher( .
Agency 128 8*8 s-boxes
bits)
i iestal Block . 16 round Feistel
9 Twofish 1998 | Bruce Fiesta cipher( 128 256 | Known plain Structure. Free
Schneier network 128 bits text and 10 use
bits) cipher text
. . Block Linear
10 CAST-256 | 1998 Carlisle Flestal | coner | 128,160 | crontanalys 48 rounds
(128 is and Feistel
Stafford ; 224,256
T bits) ' Rectangle Network
avares bits algebraic Structure
Howard g
Heys, attack
Michael
Wiener
Ross . Blo 32rounds,Open
1 Serpent 1998 | Anderson,La Fiestal ck 128,192 | Related key source
s network Cip or 256 dlf;{et;ecr;(tlal algorithm
Knudsen,Eli her( bits hoser
Biham 128 chosen
3 plaintexts
bits)
Roger Nested Block .
12 . . i
XTEA 1997 | Needham, Fiestal cipher 128 bits Reli\ttedkkey Varladble
David Networ (64 ghac : rounds.
Wheeler k bits) osen
plaintext
B RC-2 Fiestal BIC;]CK 8-128 225 Chosen 18 rounds
1996 RonRivest | networ cipher b( cipher text Source heavy
K (64 i) | and Known Feistel
bits) plain text Network
Structure
14 . Fiestal Block 40 to . .
Carlisle networ cipher 128 Differential 12 or 16 rounds
CAST-128 1996 Adams, k (64 bits attack Feiste
Stafford bits) INetwork
Tavares Structure
0to Feistel-like
15 _ Fiestal Block 2040 Related network, 1 to
RC-5 1994 Ron Rivest network cipher bits key 255(suggeste
(32,64 attack
128 (suggest ' d12)
> ed128bi Chosen
bits) ts) plaintex
t
Roger Fiestal Block . Second- Variable
16 TEA 1994 Needham, networ cipher 128 bits order rounds Feistel
David k (64 differential Network
Wheeler bits) attack, Structure
Weak key
Fiestal
17 Blowfish 1993 Bruce networ EfIOCk 32-448 Weak keys, 16t(;0uusr;dsk: -
Schneier K cipher bits . Aitd
(64 independent S-
bits) box
Xuejia Lai, Fiesal Block . Theoretically 8.5 rounds
18 IDEA 1991 JamesMassey Networ cipher( 128 bits possible,Know '
k 64 n
bits) plaintext,chose
n plaintext
19 Fiestal Block 112 or Differential & 48rounds three
TDES 1978 IBM network Cipher(6 | 168 bits Linear ) '
4 bits) Cryptanalysis, different keys
Brute force used
attack
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IV. CONCLUSION

Cryptography plays vital role in explosive growth of digital
data storage and communication. It is used to achieve the
mains of security goals like confidentiality, integrity,
authentication, non-repudiation. In order to achieve these
goals, various cryptographic algorithms are developed. In
which some of the algorithms are succeed and others failed
due to lack of security. The algorithm for encryption can be
selected based on the type of data being communicated and
type of channel through which data is being communicated.
The main purpose of this paper is to disseminate the basic
knowledge about the cryptographic algorithms and
comparison of available symmetric key encryption techniques
based on some parameters like wvulnerability to attack,
Uniqueness about the technique, etc.
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