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Abstract

A WSN usually consists of a large
number of sensor nodes that can be easly
deployed to various terrains of interest to sense
the environment. As more sensitive data is shared
and stored by third-party sites on the Internet,
there will be a need to encrypt data stored at
these sites. One drawback of encrypting data, is
that it can be selectively shared only at a coarse-
grained level (i.e, giving another party your
private key). We develop a new cryptosystem for
fine-grained sharing of encrypted data that we
call Key-Padlicy Attribute-Based Encryption
(KP-ABE). In our cryptosystem, cipher texts are
labeled with sets of attributes and private keys
are associated with access structures that control
which cipher texts a user is able to decrypt. We
demonstrate the applicability of our construction
to sharing of audit-log infor mation and br oadcast
encryption. Our construction supports delegation
of private keys which subsumes Hierarchical
Identity-Based Encryption (HIBE).

Keywords: Attribute-based  encryption,
access control, audit logs, broadcast
encryption, delegation, hierarchical identity
based encryption.

1. Introduction

There is a trend for sensitive user data to
be stored by third parties on the Internet. For
example, persona email, data, and persona
preferences are stored on web portal sites such as
Google and Yahoo. The attack correlation center,
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dshield.org, presents aggregated views of attacks on
the Internet, but stores intrusion reports individually
submitted by users. Given the variety, amount, and
importance of information stored at these sites, there
is cause for concern that persona data will be
compromised. This worry is escalated by the surge
in recent attacks and legal pressure faced by such
services.

Wireless sensor networks (WSN) have
been an area of significant research in recent years
A WSN usudly consists of a large number of
sensor nodes that can be easily deployed to various
terrains of interest to sense the environment. WSN’s
have found their wide applications in both civilian
and military domains. To accomplish the targeted
application and fulfill its functionalities, a WSN
usualy generates a large amount of data
continuously over its lifetime. One of the biggest
challenge then is how to store and access these
sensed data.

One method for aleviating some of these
problems is to store data in encrypted form. Thus, if
the storage is compromised the amount of
information loss will be limited. One disadvantage
of encrypting dataisthat it severely limits the ability
of usersto selectively share their encrypted data at a
Fine-grained level. Suppose a particular user wants
to grant decryption access to a party to al of its
Internet traffic logs for al entries on a particular
range of dates that had a source IP address from a
particular subnet. The user either needs to act as an
intermediary and decrypt al relevant entries for the
party or must give the party its private decryption
key, and thus let it have accessto all entries. Neither
one of these options is particularly appealing. An
important setting where these issues give rise to
serious problems is audit logs.
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Sahai and Waters [1] made some initial
steps to solving this problem by introducing the
concept of Attributed-Based Encryption (ABE). In
an ABE system, a user’s keys and cipher texts are
labeled with sets of descriptive attributes and a
particular key can decrypt a particular cipher text
only if there is a match between the attributes of the
cipher text and the user’s key. The cryptosystem of
Sahai and Waters alowed for decryption when at
least k attributes overlapped between a cipher text
and a private key. While this primitive was shown to
be wuseful for error-tolerant encryption with
biometrics, the lack of expressibility seems to limit
its applicability to larger systems.

Our Contribution: We develop a much richer
type of attribute-based encryption cryptosystem and
demongtrate its applications. In our system each
cipher text is labeled by the encryptor with a set of
descriptive attributes. Each private key is associated
with an access structure that specifies which type of
cipher texts the key can decrypt. We cal such a
scheme a Key-Palicy Attribute-Based Encryption
(KPABE), since the access structure is specified in
the private key, while the cipher texts are smply
labeled with a set of descriptive attributes.

We note that this setting is reminiscent of
secret sharing schemes (see, e.g., [3]). Using known
techniques one can build a secret-sharing scheme
that specifies that a set of parties must cooperate in
order to reconstruct a secret. For example, one can
specify a tree access structure where the interior
nodes consist of AND and OR gates and the leaves
consist of different parties. Any set of parties that
satisfy the tree can reconstruct the secret.

In our construction each user’s key is
associated with a tree-access structure where the
leaves are associated with attributes. A user is able
to decrypt a cipher text if the attributes associated
with a cipher text satisfy the key’s access structure.
The primary difference between our setting and
secret-sharing schemes is that while secret-sharing
schemes alow for cooperation between different
parties, in our setting, this is expressly forbidden.
For instance, if Alice has the key associated with the
access structure “X AND Y”, and Bob has the key
associated with the access structure “Y AND Z”, we
would not want them to be able to decrypt a
ciphertext whose only attributeis Y by colluding. To
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do this, we adapt and generaize the techniques
introduced by [1] to deal with more complex
settings. We will show that this cryptosystem gives
us a powerful tool for encryption with fine-grained
access control for applications such as sharing audit
log information.

In addition, we provide a delegation
mechanism for our construction. Roughly, this
allows any user that has a key for access structure X
to derive a key for access structure Y, if and only if
Y is more restrictive than X. Somewhat surprisingly,
we observe that our construction with the delegation
property subsumes Hierarchical |dentity-Based
Encryption [2, 20] and its derivatives [4].

2. Related Work

Fine-grained Access Control: Fine-grained access
control systems facilitate granting differential access
rights to a set of users and allow flexibility in
specifying the access rights of individua users.
Severa techniques are known for implementing fine
grained access control.

Common to the existing techniques (see,
e.g., [5, 6,] and the references therein) is the fact that
they employ a trusted server that stores the data in
clear. Access control relies on software checks to
ensure that a user can access a piece of data only if
he is authorized to do so. This situation is not
particularly appealing from a security standpoint. In
the event of server compromise, for example, as a
result of software vulnerability exploit the potential
for information theft is immense. Furthermore, there
is always a danger of “insider attacks” wherein a
person having access to the server steals and leaks
the information, for example, for economic gains.
Some techniques (see, eg., [2]) create user
hierarchies and require the users to share a common
secret key if they are in a common set in the
hierarchy. The data is then classified according to
the hierarchy and encrypted under the public key of
the set it is meant for. Clearly, such methods have
severa limitations. If a third party must access the
data for a set, a user of that set either needs to act as
an intermediary and decrypt all relevant entries for
the party or must give the party its private
decryption key, and thus let it have access to all
entries. In many cases, by using the user hierarchies
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it is not even possible to realize an access control
equivalent to monotone access trees.

In this paper, we introduce new techniques
to implement fine grained access control. In our
techniques, the data is stored on the server in an
encrypted form while different users are ill
alowed to decrypt different pieces of data per the
security policy. This effectively eliminates the need
to rely on the storage server for preventing
unauthorized data access.

Secret-Sharing Schemes: Secret-sharing schemes
(SSS) are used to divide a secret among a number of
parties. The information given to aparty is called the
share (of the secret) for that party. Every SSS
realizes some access structure that defines the sets of
parties who should be able to reconstruct the secret
by using their shares. Shamir [7] and Blakley [6]
were the first to propose a congtruction for secret-
sharing schemes where the access structure is a
threshold gate. That is, if any t or more parties come
together, they can reconstruct the secret by using
their shares, however, any lesser number of parties
do not get any information about the secret. Benaloh
[5] extended Shamir’s idea to realize any access
structure that can be represented as a tree consisting
of threshold gates. Other notable secretsharing
schemes are[10, 11].

In SSS, one can specify a tree-access
structure where the interior nodes consist of AND
and OR gates and the leaves consist of different
parties. Any set of parties that satisfy the tree can
come together and reconstruct the secret. Therefore
in SSS, collusion among different users (or parties)
isnot only allowed but required.

Identity-Based Encryption and Extensions. The
concept of Attribute-Based Encryption was
introduced by Saha and Waters [1], who also
presented a particular scheme that, they called Fuzzy
Identity-Based Encryption (FIBE). The Fuzzy-IBE
scheme builds upon severa ideas from Identity-
Based Encryption [9, 13]. In FIBE, an identity is
viewed as a set of attributes. FIBE alows for a
private key for an identity, w, to decrypt to a
ciphertext encrypted with an identity, w,* if and only
if the identities w and w! are close to each other as
measured by the “set overlap” distance metric. In
other words, if the message is encrypted with a set
of attributes w?, a private key for a set of attributes
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 enables decrypting that message, if and only if |w
n w! = d, where d is fixed during the setup time.
Thus, FIBE achieves error tolerance making it
suitable for use with biometric identities. However,
it has limited applicability to access control of data,
our primary motivation for this work. Since the main
goa in FIBE is error tolerance, the only access
structure supported is a threshold gate whose
threshold is fixed at the setup time.

We develop a much richer type of
attribute-based encryption. The private keys of
different users might be associated with different
access structures. Our constructions support a wide
variety of access structures (indeed, in its most
general form, every LSSS redizable access
structure), including a tree of threshold gates. Yao
et. al. [14] show how an IBE system that encrypts to
multiple hierarchical identities in a collusion-
resistant manner implies a forward secure
Hierarchical IBE scheme. They also note how their
techniques for resisting collusion attacks are useful
in attribute-based encryption. However, the cost of
their scheme in terms of computation, private key
size, and ciphertext size increases exponentially with
the number of attributes. We also note that there has
been other work that applied IBE techniques to
access control, but did not address our central
concern of resisting attacks from colluding users
[11].

3. Background Theory

3.1 Bilinear Maps

We present a few facts related to groups
with efficiently computable bilinear maps. Let G1
and G2 be two multiplicative cyclic groups of prime
order p. Let g be a generator of G1 and e be a
bilinear map, i.e: G1 x G1 - G2. The bilinear map
e has the following properties:
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We say that G1 is a bilinear group if the group
operation in G1 and the bilinear mape: G1 x G1 -
G2 are both efficiently computable. Notice that the
map eis symmetric since
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3.2 The Decisional Bilinear Diffie-
Hellman (BDH) Assumption

Leta, b, ¢, z€ Zp be chosen at random and
g be a generator of G1. The decisiona BDH
assumption is that no probabilistic polynomial-time
algorithm B can distinguish the tuple (A = g* ,.B = ¢°
C= ¢, &g, 9)*) fromthetuple(A=g* B=¢", C
= ¢% eg, 9)) with more than a negligible
advantage. The advantage of Bis

PrBIA B.C.ela )™} = PriS( B, C.elangl’y ~ 4]

Where the probability is taken over the random
choice of the generator g, the random choice of a, b,
¢, zin Zp, and the random bits consumed by B.

4. Construction for Access Trees

In the accesstree construction, ciphertexts are
labeled with a set of descriptive attributes. Private
keys are identified by a tree-access structure in
which each interior node of the tree is a threshold
gate and the leaves are associated with attributes.
(We note that this setting is very expressive. For
example, we can represent a tree with “AND” and
“OR” gates by using respectively 2 of 2 and 1 of 2
threshold gates.) A user will be able to decrypt a
ciphertext with a given key if and only if there is an
assignment of attributes from the ciphertexts to
nodes of the tree such that the tree is satisfied.

4.1 Access Trees

AccesstreeT. Let T be atree representing an access
structure. Each non-leaf node of the tree represents

a threshold gate, described by its children and a
threshold value. If num, isthe number of children of
a node x and k, is its threshold value, then 0 < k, <
num,. When k, = 1, the threshold gate is an OR gate
and when k, = num,, it is an AND gate. Each leaf
node x of the tree is described by an attribute and a
threshold value k, = 1. To facilitate working with the
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access trees, we define a few functions. We denote
the parent of the node x in the tree by parent(x). The
function att(x) is defined only if x is a leaf node and
denotes the attribute associated with the leaf node

x in the tree. The access tree T also defines an
ordering between the children of every node, that is,
the children of a node are numbered from 1 to num.
The function index(x) returns such a number
associated with the node x. Where the index values
are uniquely assigned to nodes in the access
structure for agiven key in an arbitrary manner.

4.2 Our Construction

Leb Gy be o bilivear proup of prie onder p, and kL g
ba & pemerator of G Inoaddition, len g s 26 — T
dencse the bilinesr mep. A security pazameter, &, will de-
serming she gize of the groos. We als define the Lagrange
eocficiont Ay e for v € Fp ond ooset, S of elements o
Bt sl — [[jog,20 We will asociste each at-
Lelvuter vl o wigue dlosment o E Our evustouetion (ol
lcrma.

Selup  Deflue lhe woiverse of wbibutes U - {14 nh
Mowr, for cach attibate i Y, choce o number ¢ wniformly
at rendom from £, Vinelly, chooss j unifermly at eandom
i &n. The publided public paramestes PE aee

To—g e T —g10Y —eigg)”.
The master key ME i

Fmeryption (M, 5. PR} Tn encrypt A message A = Gy
nndrr a set of agrribeates , choosron mandam mlue g C Fy
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5. Audit Log Application

An important application of KP-ABE
deals with secure forensic analysis: One of the most
important needs for electronic forensic analysisis an
“audit log” containing a detailed account of all
activity on the system or network to be protected.
Such audit logs, however, raise significant security
concerns: acomprehensive audit log would become
aprized target for enemy capture. Merely encrypting
the audit log is not sufficient, since then any party
who needs to legitimately access the audit log
contents (for instance a forensic analyst) would
reguire the secret key — thereby giving this single
analyst accessto essentially all secret information on
the network. Such problematic security issues arise
in nearly every secure system, and particularly in
large-scale networked systems such as the Global
Information Grid, where diverse secret, top secret,
and highly classified information will need to appear
intermingled in distributed audit logs.

Our KP-ABE system provides an
attractive solution to the audit log problem. Audit
log entries could be annotated with attributes such
as, for instance, the name of the user, the date and
time of the user action, and the type of data modified
or accessed by the user action. Then, a forensic
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analyst charged with some investigation would be
issued a secret key associated with a particular
*“access structure” — which would correspond to the
key dlowing for a particular kind of encrypted
search; such a key, for example, would only open
audit log records whose attributes satisfied the
condition that “the user name is Bob, OR (the date is
between October 4, 2005 and October 7, 2005 AND
the data accessed pertained to naval operations off
the coast of North Korea)”. Our system would
provide the guarantee that even if multiple rogue
analysts collude to try to extract unauthorized
information from the audit log, they will fail.

A more concrete example audit-log
application of our ABE system would be to the
ArmyCERT program, which uses net flow logs [15].
Basically, an entry is created for every flow (e.g.
TCP connection), indexed by seven attributes:
source |P address, destination IP address, L3
protocol type, source port, destination port, To S
byte (DSCP), and input logical interface (if Index).
These aspects of every flow are in the clear, and the
payload can be encrypted using our ABE system
with these fields as attributes. Note that in our
scheme, we would need to assume that the attributes
associated with audit log entries would be available
to al anaysts.7 This may present a problem in
highly secret environments where even attributes
themselves would need to be kept hidden from
analysts. We leave the problem of constructing KP-
ABE systems where attributes associated with
ciphertexts remain secret as an important open
problem.

6. Conclusion

In this paper, we anayzed a novel yet
important issue of fine-grained data access control
for distributed storage in WSNs. To address the
problem, we proposed a scheme called FDAC in
which each sensor node is assigned a set of
atributes, and each user is assigned an access
structure which designates the access capability of
the user. The sensor data is encrypted under the
attributes such that only the users with the intended
access structure are able to decrypt. As the access
structure is extremely expressive, we are able to
control data access precisely, and thus achieve fine-
grained access control. Moreover, FDAC is able to
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provide security assurance such as resilience to user
colluding and sensor compromising attacks as well
as user revocability. Our experiment shows that the
system overload in FDAC is reasonable in practical
scenarios. An interesting future work of FDAC may
be on its efficient implementation on WSNs with
low-end sensor nodes.
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