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ABSTRACT 

 

The rapid expansion of the Internet in the past years has 

rapidly increased the availability of digital data such as 

audio, images, text and videos to the public. Thus, the 

problem of protecting multimedia information becomes 

more and more important. As a solution, Digital 

Watermarking is the most common and possibly strongest 

technique for protecting digital data. Digital watermarking 

is the process of embedding information into a digital signal. 

The signal may be audio, pictures, Text or video. The 

embedded information is known as a watermark that can be 

extracted or detected.  

With the wide spread use of the Internet in our society, the 

distribution and access of information is greatly facilitated. 

However, without methods which prevent or discourage illicit 

redistribution and reproduction of information content, 

copyright can be easily infringed. Text watermarking is 

widely believed to be a valid solution to the problem and this 

paper presents the study of new method of word shift text 

watermarking technique. In this technique, the locations of 

words are vertically shifted to encode the document. So the 

encoded document cannot be accessed by any other 

unauthorized person. 
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I. INTRODUCTION 

Digital watermarking is a method to assert an intellectual 

copyright in the electronic world. Digital watermarking is 

the process of embedding information into a digital signal 

in a way that is difficult to remove. The signal may be 

audio, pictures or video. The embedded information is 

known as a watermark that can be extracted or detected 

[1]. 

Digital watermarking has become an active and important 

area of research. There are two types of watermarking 

techniques are available. In visible watermarking the 

information is visible in the picture. Typically, the 

information is text or a logo which identifies the owner of 

the media. Visible watermarks are easy to create in your 

photo editor. You can either type in the word SAMPLE or 

© Photographer's Name on the image itself.  

In invisible watermarking, information is added as digital 

data to audio, picture or video but it cannot be perceive. 

The watermark, usually a personal Identification Number, 

is digitally embedded within the image. While these 

watermarks can be defeated, they offer proof of your 

ownership if they ever turn up in a publication without 

your permission.  
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A. The working principle of watermarking  

A watermarking system is made up of a watermark 

embedding system and a watermark recovery system. The 

system also has a key which could be either a public or a 

secret key. The key is used to enforce security, which is 

prevention of unauthorized parties from manipulating or 

recovering the watermark. The embedding and recovery 

processes of watermarking are shown in figure 1 and figure 

2 [2].  

 

 

Fig 1: Digital Watermarking - Embedding Process   

For the embedding process the inputs are the watermark, 

cover object and the secret or the public key. The 

watermark used can be text, numbers or an image. The 

resulting final data received is the watermarked data W. 

Fig 2: Digital Watermarking - Extracting process 

The inputs during the decoding process are the watermark 

or the original data, the watermarked data and the secret or 

the public key. The output is the recovered watermark W.  

B. Types of digital watermarking 

Fig 3: Types of Digital Watermarking

II. PROPOSED TEXT WATERMARKING MODEL  

The proposed a new text watermarking method uses of the 

distinct character of a text document like space or any 

other special characters. The proposed text watermarking 

model is shown in below figure 4. 
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Fig 4: Proposed Text Watermarking Model 

In Word-Shift technique each line is first divided into 

groups of words. Each group has a sufficient number of 

characters. Then, each even position group is swapped 

with odd position group. After swapping encryption key is 

given to the encrypted file. If user wants to decrypt 

encrypted file then he or she has to know the key. The 

unique key is given for each encrypted file. 

III. ENCODING AND DECODING ALGORITHM 

FOR WORD-SHIFT  

 

A. Encoding 

Encoding process for Word-Shift technique contains 

following steps. 

1) Read Text file. 

2) Divide the text file into words. 

3) Swap the odd position word with even position 

word. 

4) Enter encryption key. 

5) Save encrypted text into database. 

 

B. Decoding 

Decoding process for Word-Shift technique contains 

following steps. 

1) Read Encrypted text file. 

2) Enter the key for decryption. It must be same as 

encryption key.  

3) Swap the odd position word with even position 

word. 

4) Convert the words into lines. 

5) Save the original file. 

 

IV. DATABASE USED FOR TEXT WATERMARKING SYSTEM 
 

TABLE 1 
Text Watermarking Database 

Field Name Field Type Field Size Constraint Description 

Fno Int 4 - File no which is auto generated 

Fname Nvarchar 10 - File name 

Skey Nvarchar 5 Primary Key Key 

Ofc Ntext 16 - Original file content 

Efc Ntext 16 - Encrypted file content 
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V. WORKING OF SYSTEM 

 

 

Fig 5: Result of Word by Word Text Watermarking of Encryption Process 

From the above screen when user clicks on Browse button 

then selected text file will appear in the original file text 

box control. After this when user clicks on Encrypt button 

then selected text file will be encrypted word by word and 

result will appear in the Word by Word text box control. 

Now user has to input encryption key and confirmation of 

encryption key. When user clicks on Save button then keys 

are stored in the database file. 

Fig 6: Result of Word by Word Text Watermarking of Decryption Process
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For decryption, user has to select encrypted filename from 

the given drop down box. As well as user has to input valid 

decryption key. If encryption key and decryption key both 

are not same then user cannot access the content. 

If encryption and decryption key both are same and user 

clicks on Show button then encrypted file will appear in 

the text box control. Now when user clicks on Decrypt 

button then decryption is done and original file will appear 

in respective control. By clicking on Save button user can 

also save the file. 

VI. CONCLUSION 

This paper presents analytical study of Word Shift Text 

Watermarking method using Microsoft Visual Studio 2005 

with C# language. This method works with text files only. 

In future, text watermarking is also implemented for word 

documents. As well as feature coding method can be 

implemented for text watermarking. 
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