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Abstract— Day by day Technology has been developed the
cloud computing provides platform for storage of data. It
maintains Patients Personal Health Record (PHR) for an
emerging patient centric model of health information. The
patients Health report can be exchanged or shared third party
using Cloud Computing Technology. The Unauthorized can
access the data wusing Cryptographic Technique. The
Commercial cloud servers are used store their medical records
because it can be view by everyone, to assure the patients’
control over access to their own medical records. To achieve
fine grained and scalable data access control for medical
records stored in semi trusted servers using attribute based
encryption (ABE) techniques. The personal health data of a
patient can be provide high degree of security by exploiting
multi-authority ABE for Multiple PHR owners and users

Index Terms—Personal Health Record, patient centric model,
Attribute based encryption (ABE), secure Sharing

|. INTRODUCTION

Cloud Computing made lots of attraction, because of there
is provision of storage as service and software as service, by
which software service providers can enjoy the virtually
infinite and elastic storage and computing resources. PHR is
used to exchange patient health information Using Fig 1
PHR service a patient to create, control and manage their
personal record access through web, and also sharing
medical information to all public through cloud provides.
Every patient has full control of their medical records and
they share their records to their family members, friends and
maintain PHR services to provide service third parties such
as public, Health Insurance companies and Medical Field
members such as Doctors, Nurses and others, example as
Microsoft Health Valut™™ . Now Fig 1 PHR medical record
architecture of storing PHRs in cloud computing is proposed
in many techniques®® . Main Objective of PHR services as
to sharing of patients sensitive health information (PHI)to
private and public health care domain to share the medical
information through cloud provides" Using cloud provides
services there will be malicious behavior may be occur®
To ensure patient-centric privacy control cryptographic
techniques can be used. So that PHR owners their self

© 2015 IJAIR. All Rights Reserved

should decide how to encrypt their files and which type of
user can obtain access their files.

The authorized users may be either Personal use or
Professional use .Personal users are family members or
friends, While Public domain user can be medical doctors,
Researchers, Pharmacists, researchers and other public
patients. Professional users have potentiality large scale
users I To Protect Personal Health data stored in semi
trusted server, Using ABE technique based on attribute of
users data, it will enables a patient to selectively share
their PHR using encryption generation and decryption
key.

Il. RELATED WORK

PHR Patient-Centric secures based on Cryptography
Technique. Fine-grained access control either PKE (Public
key encryption) scheme or high key management encryption
technique can be used to encrypt multiple and different
users.

a. Attribute based Encryption (ABE)

To improve scalability ™ ABE can be used. Using one to
much relationship (One PHR Owner too many users) data
are encrypted under a set of attributes so that multiple users
who possess proper keys can decrypt

b. Multi-Authority Attribute-Based Encryption (MA-
ABE):

MA-ABE "' method allows Many to Many relationship
(Many PHR Owner to many users) with any polynomial
number of independent authorities to monitor attributes and
distribute secret keys. An encrypt or can choose, for each
authority, a number dk and a set of attributes; he can then
encrypt a message such that a user can only decrypt if he
has at least dk of the given attributes from each authority k.
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11l. FRMEWORK

1. PROBLEM DEFINITION

PHR system contains multiple PHR Owners and multiple
PHR users. In this PHR system Owners are full control over
their own data to create, modify, rearrange and delete their
data Cloud server have multiple PHR owners and service
provide all owners. Users may friends, relatives, doctors,
Health Insurance members, general public etc., . When PHR
users of cloud servers they can access multiple owners data.

2. Security

PHR Cloud providers semi trusted servers (i.e) cloud
servers can provide services with multiple PHR
owners® the server will try to find out as much secret
information the stored PHR files as possible, but they will
honest follow the protocol in general protocol.“Patient-
centric> PHR sharing ), are some of the security
constraints, they are Data confidentiality, On-demand
revocation, Write access control, Scalability, efficiency,
and usability. Frame consists: System setup and key
distribution, PHR encryption and access, User Revocation,
Policy updates, Break-glass.

2.1 System setup and key distribution.

Initially PSD consists of common universe attributes basic
profile, medical history, allergies and prescriptions are
shared. Public keys are announced via online health care
social Network!?"! Secret key can be first using PHR
service then owner can specify the users, secondly reader
in PSD obtain secret key by sending request. It can be
maintain by ABE -and MA-ABE [,

2.2 Policy updates.

A PHR owner can update her sharing policy for an existing
PHR document by updating the attributes (or access policy)
in the cipher text. The supported operations include
add/delete/modify, which can be done by the server on
behalf of the user.

2.3 Break-glass.

Where an emergency occurs, the regular policies are not
applicable. To handle emergency situation break-glass
access handle in PHR. When an emergency happens, the
regular access policies may no longer be applicable. To
handle this situation, break-glass access is needed to access
the victim’s PHR. In our framework, each owner’s PHR’s
access right is also delegated to an emergency department
(ED).To prevent from abuse of break-glass option the
emergency staff needs to contact the ED to verify her
identity and issue secret keys.
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Fig.1 PHR Medical record system

IV.MODULES AND ALGORITHM

A. Design of Modules:

The operations of proposed medical record sharing system
combine KP-ABE and Multi-Authority ABE "4 Il and
traditional cryptography, allowing patients to share their
medical records. These operations can be classified into
following modules: In this section we discuss main module
design concept for sharing of medical records using
Attribute based encryption (KP-ABE and Multi Authority-
ABE). Modules of the system are: 1. System Setup and
Secret Key Generation 2. Encryption of Medical Records
3. View Medical Records (Decryption) 4. Revocation Of
Public domain User / attributes.1) System Set-Up and
Key-Generation: As system is divided into two domains,
both domains have different procedure for Set-up and Key
Generation. In Set-Up public and master parameters are
generated, which are, used for key generation, encryption
and decryption.

1.1) Personal Domain:

The system first defines a common universe of data
attributes shared by every PSD 1), such as “personal info”,
“medial history”, “allergies”, and “prescriptions”
“emergency” , “friend”, ’relative” , “emergency”’. An
emergency attribute is also defined for break-glass access.
Each data owner’s client application generates its
corresponding public/master keys using Key-Policy
attribute Based Encryption. The public keys can be
published with help of system provided by service
provider. Data Owner specify the access policy of data
reader in her personal domain, and generates secret key
using Key-Policy attribute Based Encryption. Personal
domain user obtains secret key from the data owner
through secure email by sending a request for the keys. or
data owner send the secret key to personal domain user via
secure email. Example of Policy has the following form in
the postfix format:
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1.2) Public Domain:

The system defines role attributes, and a reader in a public
domain 1), obtains secret key from AAs, which binds the
user to her claimed attributes/roles. For example, a
physician in it would receive “physician”, “internal
medicine” as her attributes from the Medical Authority and
Specialization Authority respectively. In practice, there
exist multiple AAs each governing a different subset of
role attributes. AA in combine generates Global public
parameter and attributes specific public and master
parameter of their respective attributes using MA -ABE
Setup discuss in next section. And publish public
parameters with help of service provider. Two authorities
Medical and Specialization are considered for this paper.
Medical Authority monitors professional attributes for
example “physician, Doctor, Nurse, Pharmist” and
Specialization Authority monitors Specialization of PUD.
All Authority in combine generates the secret key for the
public domain user of their claimed role attributes and
sends via secure email or in person public domain user has
to obtain the secret key.

2. Encryption:

The Patient Encrypt the medical records under a
certain fine grained and role-based access policy for
users from the Public domain to access, and under a
selected set of data attributes that allows access
from users in the Personal. And Uploads Encrypted
File to the server. Fig 2 below shows the Flow

Diagram for the
encryption.
File Data Attributes
= e oz A
Data Ovwner ‘——»m.—. Uplad )
| O NS o
’, Encrypred file

Information

Fig.2 Data Flow Diagram for Encryption

3. View Medical Record File /Decryption

User from the personal or public domain can request the file
form the server. Only user can view the records, provided
the secret key policy matches with the attributes
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Fig.3 Data Flow Diagram for Decryption

4) KP-ABE Decryption (E, D):

This algorithm takes as input the cipher text E encrypted
under the attribute set U, the user’s secret key SK for access
tree T, and the public key PK. Finally it output the message
M if and only if satisfies T.

4.1) Key issue (Attributes, MK, and PK): This algorithm,
the AAs collectively actively generates a secret key for a
user. For a user with (secret) ID u, the secret key is in the
form.

4.2) Encryption (M, PK, attributes): This algorithm takes a
message M, PK and a set of attributes and outputs the cipher
text E as follows:

4.3) Decryption (CT, SKu): This algorithm takes as input a
cipher text CT and a user secret key SKu. If for each AA k,
if the version of attribute in SK and CT matches.

4.4) Update Parameter: This algorithm updates an attribute
to a new version by redefining its system master key and
public key component. It also outputs a proxy re-encryption
key and re-secret-key between the old version and the new
version of the attribute.

4.5) Update Secret Key: This algorithm translates the secret
key component of attribute i in the user secret key SK from
an old version into the latest version using re-secret-key
generated.

4.6) Re-Encrypt File: This algorithm translates the cipher
text component of an attribute of a file from an old version
into the latest version using proxy- encryption key
generated.

V. CONCLUSION

A secure system can be implemented for the personal
medical records of a cloud computing. The PHR Patient-
Centric secures based on Cryptography Technique. Fine-
grained access control either PKE (Public key encryption)
scheme or high key management encryption technique can
be used to encrypt multiple and different users. The
framework addresses the unique challenges brought by
multiple PHR owners and users, in that the complexity of
key management is greatly reduced. The attribute-based
encryption and decryption model is enhanced to support
operations with MAABE scheme to reduce Personal Health
Records are maintained with security and privacy.
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