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Abstract — This paper studies the mathematics of
lemniscates curve, whose most common form is the
locus of points the product of whose distances from
two fixed points (the foci) a distance 2a away is the
constant a’, and explore the pairing based
cryptography on this curve from theoretical and
implementation point of view. In this regards, we first
study the construction and arithmetic on lemniscates
curve and then design a new cryptographic scheme.
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I. INTRODUCTION

In 1964 James Bernoulli, a member of famous
Bernoulli family of mathematicians published his
findings on a curve which he called a lemniscus. A
lemniscus is Latin for the word ribbon. This curve
is a special case of a Cassinian Oval and its
arclength became very important for later work on
elliptical functions. Another interesting fact about
the lemniscates is that it is symmetric about the
symmetric about the x-axis, the y-axis and the
origin.

The Lemniscates is defined as the locus of a
point, the product of whose distances from two
fixed points (-a,0) and (a,0), the foci, is 2a units
apart and is equal to a°.

The Cartesian formula of Lemniscates is
(x? +y9)? = a?(x? — y?)

The Parametric formula is
X =c0S0+Vcos260
y =sin 8+ +cos26

Figure 1 shows the shape of the Lemniscates.

04

Fig. 1 Lemniscates Curve

© 2015 IJAIR. All Rights Reserved

Il. THE LEMNISCATES FUNCTION

The lemniscates may appear peculiar at first glance,
but many parallels exist between it and the sine
function. For example, we may define the sine
function as the inverse function of an integral in the
following way:

. .. 1
y=sinses=sinly= [

mdt.
The lemniscates function Y = ¢(s) may also be
defined as the inverse function of an integral

Y=gs) os= [ ——dt

1-t2

I11. PROPERTIES OF o(S)

The function satisfies several interesting
identities:

Proposition 1:
If f(x) = sin x, then:

1) f(x+2m) = f(x)

2) f(-x) =-f(x)

3) f(n-x)=1(x)

4) 2(x)=1-F(x)

The lemniscates function ¢(s) satisfies similar
identities. In fact, we may regard the lemniscates
function as a generalization of the sine function for
different curve. Of course, the sine function is only
relevant with respect with respect to the unit circle,
whereas ¢(s) pertains to the lemniscates. We see
that the following is true of the lemniscates
function:

Proposition 2:

If f(s) = ¢(s), then:

1) f(s+2m) =f(s)

2) f(-s) =-f(s)

3) f( w-s)=1(s)

4) f4s)=1-F(s)

The first three of these identities are not
difficult to observe. The last part of Proposition 1 is
simply restatement of the familiar identity cos’x =
1 — sin’, where cos x is, of course, the derivative
of sin x. Now although the similarity between this
identity and the corresponding identity for the
lemniscates function is clear, this is the least
intuitive identity of ¢(s).
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The Addition law for ¢(s):

The sine function satisfies the addition law
sin(x+y) = sin x cos y + cos x sin y. So if we say
f(x) = sin(x), then f(x+y) = f(x)f(y) + F(X)f(y). We
will derive a similar result for ¢(s), beginning with
the following identity:

¢ 1 s 1
—d —d
-LJUfwﬂ t+£\K1—w)t
r 1
=| ——d
fo,/(l—t‘*) ‘
where o, B € [0, 1] and r= a—w e [0,

1+02
1]

By letting %, y and z equal the three integrals
above, respectively, and applying the ¢ function to
both sides of the equation, we obtain

B B a|1-f+ p1-o* o
o(x+y) = 9(2) = Y=——"rF7z7 —,0sxty=ss.

Now since o(x) = a and o(y) = B, we have
) = — y— 2N1=* 0N+ pIV1-¢* ()
o(xty) = 0(z) = ¥ @R , 0
<xty< 2.
2

And the last of our basic ¢ properties implies that

J1—¢*(x) = ¢'(x), yielding
_ oXe'M+o' Xe) ®
o(x+y) = T et ,0<xty<z.

Now since both sides of this equation are analytic
functions of x that are defined for all values x when
y is any fixed value, the equation holds true for all
values x and y.

The subtraction law for ¢(s):

The subtraction law for ¢(s) is easily derived
from the addition law. Since ¢(-x) = -¢(x) and (p/(-

x)= ¢'(%)
oy X' -9’ ®ey)
ok —y) = 1+92 ()03 (y)
Scalar Multiplication:
Then by replacing x and y with 2x and x,
respectively, we have

O(3X)+ 9(X) = P(2XHX)+ p(2x-X) = — L2 _

1+92(2x)9% (%)
Now using the doubling formula ¢(2x) = w
0*(x)
20(x)e'(x) ,, .
@(3x) +@lx) = A —
2plx)e (X)) 2
1+ 1+ o' (x) ) #*()

And finally, since ¢*(x) = 1 - ¢*(x), we have
our result:

3-6¢* () —p®(x)
P(3X) = p(X) —5 = E

14+6¢*(x)-3¢8(x)
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Now that we have an understanding of the
lemniscates function and its properties, we may
explore construction on the lemniscates.

The point on the lemniscates corresponding to
arc length s can be constructed by straightedge and
compass iff Y=¢(s) is a constructible number.
Noting that the lemniscates is defined by the
equation (x2 + y?)? = a?(x% — y?) and that Y* =
x*+y?, we see that Y* = x* — y°. Then by solving in
terms of Y, we see that:

IV. THE CRYPTOGRAPHIC SCHEME ON
LEMNISCATES CURVE (LCC)

The properties discussed above are on real
numbers. Operations over the real numbers are
slow and inaccurate due to the round-off errors.
Cryptographic operations need to be faster and
accurate. To make operations on Lemniscates to be
more efficient, it needs the cryptography over
prime field Fp. The field should be chosen with
finitely large number of points suited for
cryptographic operations.

A. Lemniscates on Prime field F,

The equation of Lemniscates on a prime field
Fpis
(? +y*)?=a(x* — y?) (mod p)
where a mod p #0

Here the elements of the finite field are
integers between 0 and p-1. All the operations such
as subtraction, multiplication and division involve
integers between 0 and p-1. The prime number
should be chosen in such a way there exists a
finitely large number of points on this curve in
order to make the security crypto system to be
secure. Algebraic rules for addition and doubling of
points described above can be adopted over F,.

B. Domain parameter over Fy

The domain parameters over F, are a sextuple
T=(p,a,G,n,h); where p is the prime number defined
for finite field Fy, a is the parameters for the curve,
G is the generator point (Xg,Ys), a point on this
curve is chosen for Cryptographic operations, n is
the order of the curve. The scalar for point
multiplication is chosen as a number between 0 and
n-1, h is the cofactor where h = #F(F,)/In#F(F,) is
the number of points on the Lemniscates curve.

C. Lemniscates Curve Key Pairs

All the public-key cryptographic schemes
described has use key pairs known as Lemniscates
curve key pairs. Given some Lemniscates curve
domain parameters T=(p,a,G,n,h), or
T=(m,f(x),a,G,n,h), a Lemniscates curve key pair
(d,Q) associated with T consists of a Lemniscates
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curve secrete key d which is an integer in the
interval [1,n-1], and a Lemniscates curve public
key Q=(Xq, Yo) Which is the point Q=dG.

D. Encryption and Decryption

To encrypt and send a message P, to B, A
chooses a random positive integer k and produces
the cipher text C,, consisting of the pair of points.

Cm=[KG, Pn+kPg]

Here A has used B’s public key Pg. To decrypt
the cipher text, B multiplies the first point in the
pair by B’s private key ng and subtracts the result
from the second point as shown below
Pm+kPB - nB(kG):Pm+k(nBG)'nB(kG):Pm

E. Key exchange:

Key exchange between users A and B can be
accomplished as follows:

1. A select an integer na less than n. This is A’s
private key. A then generates a public key
PA=na*G; the public key is a point on F(a,b)

2. B similarly select a private key ng and
computes a public key Pg

Public keys are exchanged between the nodes A

and B. A generates the secret key k=n,*Pg. B

generates the secret key k=ng*Pa.

V. CONCLUSION

The scheme is simulated and compared with other
cryptographic  schemes. Comparison of the
encryption time and decryption time using RSA,
MPRSA, ECC and LCC were done and from the
simulated results of LCC were proven that the LCC
is best since it had the least encryption and
decryption time. Further in ECC domain
parameters there are two curve parameters but in
Lemniscates only one parameter so that the
computational time is considerably reduced.
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