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Abstract: 

Steganography is a an act of hiding secret messages in 

images in a way that it could be accessed only by the 

sender and receiver. Security of confidential information 

has been always a major issue from the past times to 

present time. It's always been very much in the interest of 

researchers to develop secure techniques to send data 

without revealing it to anyone other than the receiver. 

Therefore from time to time researchers have developed 

many techniques to fulfill secure transfer of data and 

steganography is one of them. Steganography is basically a 

combination of Greek words Steganos and graphei which 

means covered or protected writing. In ancient time 

steganography was used in many ways which includes 

writing or etching confidential messages on wood planks 

and then cover it with wax and other compounds. As the 

time changed the ways of hiding the confidential 

information get changed. Now various computer softwares 

could employ to  hide the secret messages in images, 

videos and sound in combination with many encryption 

methods so as to make it hard to steganalyse the 

information. The most recent way of steganography is to 

use modified LSB technique in combination with RSA 

message encryption technique. This technique makes sure 

that the message has been encrypted before hiding it into a 

cover image so as if in any case it got revealed, the 

intermediate person other than receiver can't access the 

message as it is in encrypted form 

Keywords: steganography, LSB, RSA message 

encryption, sender , receiver. 

1. Introduction  
 

 The basic need of of every growing area in today’s world 

is communication. Everyone wants to keep the inside 

information of work to be secret . We use many insecure 

pathways in our daily life for transferring and sharing 

information using internet or telephonically, but at a level 

it's not safe. Steganography and cryptography are two 

methods which could be used to share information in a 

concealed manner. Cryptography  includes modification of 

a message in a way which could be in digesting or 

encrypted form guarded by an encryption key which is 

known to sender and receiver only and without using 

encryption key the message couldn’t be accessed. But in 

cryptography its always clear to intermediate person that 

the message is in encrypted form, whereas in 

steganography the secret message is made to hide in cover 

image so as it couldn’t be clearer to any intermediate 
person that whether there is any message hidden in the 

information being shared. The image containing the secret 

message is then transferred to the recipient. The recipient is 

able to extract the message with the help of secret 

information provided to him by the sender .There are 

various methods of steganography : 

1. Least significant bit (LSB) method    

2. Transform domain techniques 

3. Statistical methods 

4.  Distortion techniques 

As our research interest is the LSB method therefore we 

will be explaining it further and leaving others apart. LSB 

technique is quite useful when used in combination with 

RSA message encryption technique.  

   

LSB method 
 

 
 

Fig 1: LSB stegnography (a) encryption (b)decryption 

 

Least Significant Bit (LSB) method is a basic method of 

steganography. In this method some information from the 
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pixel is replaced with the message information so that it 

can't be observed by the human visual system therefore it 

exploits  some limitations of the human visual system.  

LSB steganography involves the operation on least 

significant bits of cover image, audio or video. This lessens 

the change in colors that the displacement creates. The 

least significant bit is the lowest bit in a series of numbers 

in binary; the LSB is located at the far right of a string. 

In LSB substitution the least significant bits of the pixels 

are displaced by the bits of the secret message which gives 

rise to an image with a secret message embedded in it. The 

method of embedding differs according to the number of 

bits in an image (different in8 bit and 24 bit images) 

 

RSA message encryption technique 
The algorithm was given by Rivest, Shamir & Adleman  of 

MIT in 1977 . RSA is a message encryption cryptosystem 

in which two prime numbers are taken initially and then 

the product of these values is used to create a public key 

,which is further used in encryption.  

 
 

 

Fig 2: RSA cryptography encryption and decryption. 

 

Decryption could be done only by using the same public 

key. Rsa algorithm could be used in combination with LSB 

in a way that original text is embedded in the cover image 

in the form of cipher text. This increases  security to a level 

above. In case of steganlysis  only cipher text could be 

extracted which is in the encrypted form and is not 

readable therefore secure. 

It is a fundamental procedure of 

various security protocols. It can be illustrated in brief as 

follows: 
(i) Select two large strong prime numbers, p and q. Let n =p q. 

(ii) Compute Euler’s totient value for n : f (n) = (p - 1) (q - 1). 

(iii) Find a random number e satisfying 1 < e < f (n) and 

relatively prime to f(n) i.e., gcd(e, f (n)) = 1. 

(iv) Calculate a number d such that d = e-1 mod f (n). 

(v) Encryption: Given a plain text m satisfying m < n, then the 

Cipher text c = me mod n. 

(vi) Decryption : The cipher text is decrypted by m = cd mod 

n.[2] 

 

2. Problem Definition 
In our research we are implementing an image 

steganography technique using modified LSB (Least               

Significant Bit) method and along with this to improve 

security we are using RSA algorithm. For this we are 

starting with the encryption of the message into cipher text 

by RSA algorithm and then we are performing LSB to 

select the specific locations in RGB least significant bits of 

a pixel. 

 SENDER SIDE:- 

Step 1. Chose the cover Image & Secret message. 

Step 2. Encrypt the  message using RSA algorithm. 

Step 3. Find Least Significant Bits from Cover Image. 

Step 4. Embed the Encrypted message within LSB. 

Step 5. Send Stego Image to Reciever. 

RECIEVER SIDE:- 

Step 1. Receive a Stego Image. 

Step 2. Find the LSB of Stego Image. 

Step 3. Extract the hidden data from LSB’S 

Step 4. Apply RSA to decrypt the hidden data. 

Step 5. finally read the message. 

 

3. Methodology 
This research has focused on providing a solution for 

transferring and sharing important data without any 

compromise in security. All the reputed organizations 

while sending business documents over the internet always 

use encryption of the data to protect leakage of information 

about their organization to their rivals or anyone.we have 

used a modified LSB and RSA algorithm to create a 

steganography algorithm which is far more secure than 

many systems being used for the purpose of secretly 

sending data.  

 

Cover image and secret message 

In our research first of all we selected RGB images as a 

cover image.. A secret message which was to be embedded 

in the image was specified.  
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RSA encryption 

This message is converted into ASCII values of the text 

alphabets, contained in the message. ASCII stands for the 

American standard code for information interchange which 

is a character encoding scheme based on the English 

alphabet. They represent text in computers. Then we 

applied RSA algorithm, in we we took two big prime 

numbers in start. Then the key generation step got 

initialized ,RSA algorithm produced a public key by using 

two prime numbers and encrypted the ASCII codes in the 

form of Ciphertext. Which was encrypted form of the text 

we had taken at the start. 

 

LSB encryption and decryption 

At the start of this process we take cipher text as the secret 

message to be embedded in the cover image. In this 

process first we converted cipher text into binary form to 

convert it into bits. Then we detected the least significant 

bits in RGB pixel values. Then we embedded 8 bits of 

message in the red green and blue components. The 

process is continued till full message bits got embedded in 

the cover image. 

 

 
 

Fig 3: Showing encryption of secret message in cover 

image using RSA encryption and LSB embedding 

 

In the decryption process we again used LSB process to 

detect the position of the bits where the message bits had 

been embedded. When the position of the bits had been 

specified then the bits are extracted from the position in the 

same order as they were embedded. At the end of this 

process we got message in binary form which was again 

converted to decimal form, and like this we got our cipher 

text message. 

 

 

RSA decryption 

The cipher text we got after the process of LSB is then 

taken as input in RSA decryption. By using public key 

generated in the key generation step of RSA encryption . 

using decrypt function of RSA algorithm we decrypted the 

cipher text into the ASCII values of the text. ASCII values 

were then easily converted back to the their corresponding 

alphabets and in combination we got our text message 

taken at the start in a decrypted form. 

 

 

        
 

Fig 4: Showing decryption by LSB From stego image and 

then cipher decryption by RSA resulted in secret text 

retrievel. 

 

 

 

4. Experimentation 

 

 

       
  

                              Fig 5: Input image 
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Fig 6: Message encrypted in the form of cipher text by 

RSA encryption. 

 

 

 

 

 
 

Fig 7: Stego image after LSB RSA steganography 

 

 

 

 

 

 
  

 Fig 8: Decrypted message after RSA decryption. 

 

 

5. Conclusion 
In this research we have created a new way of hiding 

information in an image which is very secure and efficient. 

This method is also secure in the way that it's not easy to 

break the encryption of both RSA and modified LSB. RSA 

itself is very secure that’s why used in our research to 

increase the security of the process. Specified embedding 

and secure encryption by RSA keys makes this method a 

very much usable and trustworthy to send information 

using the internet and over insecure servers. 

Future work may contain combination of this method to 

message digesting algorithms  
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