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ABSTRACT

Digital multimedia makes fabricating and copying much 

easier than ever before. Therefore, it demands efficient and 

automatic techniques to identify and verify the content of 

digital multimedia. Image authentication is such a technique 

to automatically identify whether the query image is a 

fabrication or a simple copy of the original one. In this 

project, we propose a perceptual image authentication 

technique based on global and local features with a novel 

image authentication system by combining perceptual hashing 

and robustness. The global features are based on Zernike 

moments representing luminance and chrominance 

characteristics of the image as a whole. The local features 

include position and texture information of salient regions in 

the image. Secret keys are introduced in feature extraction and 

hash construction. These two hashes are compared to 

determine whether the test image has the same contents as the 

trusted one or has been maliciously tampered, or is simply a 

different image. We use a distance between hashes of an 

image pair as a metric to judge similarity/ dissimilarity of the 

two images. The possible tampered image blocks are detected 

and the percentage of the tampered area is roughly estimated. 

The experimental results show the effectiveness and 

robustness of the proposed image authentication system. 

 

General Terms 

Image authentication, hashing generation and encryption, Ip 

Tracer Routing. 

 

Keywords 

Perceptual hashing, watermarking, Decryption, Hashing, 
Clustering, Tamper Localization, fragile watermarking. 

 

 

I.INTRODUCTION 

Digital information revolution has brought about many 

advantages and new issues. With the ease of editing and 

perfect reproduction, the protection of ownership and the 

prevention of unauthorized manipulation of digital audio, 

image, and video materials become important concerns. 

Digital watermarking, a scheme to embed special labels in 

digital sources, has made considerable progress in recent 

years. There are several categories of watermarking schemes. 

Among them, fragile watermarking is a technique to insert a 

signature for image authentication. The signature will be 

altered when the host image is manipulated. This paper has 

focused on digital image authentication. 

An effective authentication scheme should have the following 

desirable features: 

1. To be able to determine whether an image has been altered  

2. To be able to locate any alteration made on the image. 

3. To be able to integrate authentication data with host image 

rather than as a Separate data file. 

4. The embedded authentication data be invisible under 

normal viewing Conditions. 

5. To allow the watermarked image be stored in lossy 

compression format. Previous methods for image 

authentication do not satisfy all the requirements. 

 In a heterogeneous network, there are servers, clients, 

and intermediate nodes with different computing capabilities. 

Clients receive multimedia data from servers through 

intermediate nodes that form a distribution chain. The 

distribution chain is not perfectly reliable, due to the following 

issues: Incidental distortion the content may undergo re-

encoding, e.g. a format change or re-compression, since it is 

necessary to adjust the data stream according to the client’s 

capability and the network condition. Properties, such as 
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resolution, contrast, etc., may change. Malicious modification  

there might be malicious nodes that modify or replace the 

content. 

 In such a circumstance, an important question of the 

client is whether the received content is authentic. The above 

problem is easy when the original content is available for 

comparison, but in practice it is usually not the case. When the 

original content is not available, a possible solution is to 

generate a hash value on the server side and send it securely to 

the client side. The hash value is a compact abstract of the 

content. A client can re-generate a hash value from the 

received content, and compare it with the original hash value. 

If they match, the content is considered as authentic. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1 Overall structure of Proposed system 

 

II.LITERATURE SURVEY 

Semi-Fragile Zernike Moment-Based Image 

Watermarking For Authentication 

With the development of advanced image editing software, 

it has become easier to modify or forge digital image. When 

the digital image contains important information, their 

credibility must be ensured. So a reliable image authentication 

system i necessary. Because the image can allow for lossy 

representations with graceful degradation, the image 

authentication system should be able to tolerate some 

commonly used incidental modification, such as JPEG 

compression and noise corruption. Therefore, the traditional 

bit-by-bit verification based on cryptographic hash is no 

longer a suitable way to authenticate the image. Image 

authentication that validates based on the content is desired. In 

content-based watermarking scheme for authentication, one of 

the most challenge issues is to define a computable feature 

vector that can capture the major content characteristic. A 

structural embedding method to locate the tampered areas by 

using the separability of Zernike moments-based feature 

vector. By using the semi-fragilities of the feature vector and 

the watermark, the proposed authentication scheme is robust 

to content preserved processing, while being fragile to 

malicious attacks.  

Drawbacks 

Not robust to geometric distortions and accuracy rate is not 

optimized in locating the altered areas.  

The security of content-independent watermarking scheme 

is not so good.  

Robust Image Content Authentication with Tamper 

Location 

Image hashing maps an image to a short binary sequence 

representing the image’s characteristics. 

This leads to problems such as copyright infringement and 

hostile tampering to the image contents. Recently, image 

authentication techniques have been developed rapidly to 

verify content integrity and prevent forgery. Image hashing 

is an important method for image authentication. The 

concept of image hashing derived from cryptographic 

hashing. A novel image authentication system by 

combining perceptual hashing and robust watermarking. 

Perceptual hashing is a promising tool for multimedia 

content authentication Digital watermarking is a 

convenient way of data hiding. By combining the two, we 

get an efficient and versatile solution, one can verify the 

authenticity of images by comparing the embedded hash 

values with re-computed ones. 

     Drawbacks 

The overall performance of such a system is lack in 

balance between the authentication performance under 

incidental distortion and the quality loss due to watermarking. 

Since the watermark embedding also brings distortion to the 

original image, it might affect the re-computation process. 

Robust Image Content Authentication Using Perceptual 

Hashing and Watermarking Perceptual hashing is a promising 

Input Image 

Pre Processing 

Zernike 

Feature 

Extraction 

Local Feature 

Extraction 

Hash Value 

Generation 
Hash Bits 

Key 
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tool for multimedia content authentication. Digital 

watermarking is a convenient way of data hiding. By 

combining the two,  got a more efficient and versatile solution. 

In a typical scenario, multimedia data is sent from a server to a 

client. The corresponding hash value is embedded in the data. 

The data might undergo incidental distortion and malicious 

modification. In order to verify the authenticity of the received 

content, the client can compute a hash value from the received 

data, and compare it with the hash value extracted from the 

data. The advantage is that no extra communication is required; 

the original hash value is always available and synchronized. 

However, on the other hand, image quality can be degraded due 

to water- mark embedding. Perceptual hash algorithms enable 

robust content authentication, whereas  sometimes it is 

not easy to Setup a secure channel for transmitting hash values. 

Therefore, a more convenient approach comes fourth instead of 

sending through a secure channel, i can  Deliver the hash value 

by imperceptibly embedding it into the content itself using 

robust Digital watermarking techniques. However, so far there 

is no practical design and in depth study on a complete content 

authentication      system based on perceptual hashing and 

robust watermarking. 

Drawbacks 

The overall performance of the hash algorithm can be 

characterized by the low true positive rate and high false 

positive rate. A good algorithm should suppress the false 

positive rate while maintaining a high true positive rate 

Content Based Image Authentication by Feature Point     

Clustering and Matching 

Digital multimedia makes fabricating and copying much 

easier than ever before. Therefore, it demands efficient and 

automatic techniques to identify and verify the content of 

digital multimedia. Image authentication is such a technique to 

automatically identify whether the query image is a fabrication 

or a simple copy of the original one.A perceptual image 

authentication technique based on clustering and matching of 

feature points of images to address the limitations of the 

aforementioned schemes. Cluster the feature points and remove 

the outliers from the feature points. The feature points in the 

query image and the anchor image are matched into pairs in 

zigzag ordering along diagonals of the images cluster by 

cluster. 

Drawback 

Feature points are first generated from a given image, but their 

locations may be changed due to possible image processing 

and degradation. Local Content Based Image Authentication 

for Tamper Localization Digital images make up a large 

component in the multimedia information. Hence Image 

authentication has attained a great importance and lead to the 

development of several image authentication algorithms. It 

has been proposed a block based watermarking scheme for 

image authentication based on the edge information extracted 

from each block. An efficient image authentication method 

LECHES by embedding the content of the image into itself. In 

authenticating an image using the fragile watermark scheme, 

the watermark is extracted from the given image to verify its 

integrity. The local content-based watermark considered 

usually extracts robust feature point, and then partitions the 

image into multi-area using the feature point as the centre; 

finally the watermark is repeatedly embedding into each area.  

Drawback 

These mechanisms can detect if an image has been changed; 

however, they cannot locate where the image was changed.  

III  PROBLEM DESCRIPTION 

Digital images are easy to store and share. However, they are 

susceptible to modification and forgery. Software 

development has made it easy for everyone to produce, edit, 

and distribute digital content. Since malicious content 

manipulation can lead to serious consequences, an important 

issue for the future world is the trustworthiness protection of 

multimedia data. When an image contains important 

information, its authenticity must be ensured. In this work, 

focused on image authentication. Digital images are often 

subjected to incidental distortion, e.g., format change, re-

compression, resolution or contrast change, etc. Since 

incidental distortion usually preserves the content, the 

resultant image should still be considered as authentic. 

Therefore, image authentication should be based on content, 

not the binary representation. 

Image authentication techniques usually include conventional 

cryptography, fragile and semi-fragile watermarking and 

digital signature and so on. The authentication process can be 

assisted with the original image or in the absence of the 

original image. Image authentication methods, based on 

cryptography, use a hash function to compute the message 

authentication code (MAC) from images. The generated hash 
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is further encrypted with a secrete key from the sender, and 

then appended to the image as an overhead, which is easy to 

be removed. Fragile watermarking usually refers to reversible 

data hiding. A watermark is embedded into an image in a 

reversible and unnoticeable way. If the original image is 

reconstructed and the embedded message is recovered exactly, 

then the image is declared as authentic. These methods cannot 

distinguish tolerable changes from malicious changes. Semi-

fragile watermarking has attack-resistant ability between 

fragile and robust watermarking. It has the ability of 

tampering identification. Besides, semi-fragile watermarking 

techniques will change the pixel values, and degrade the 

image quality once the watermarks are embedded, which is 

undesirable. And there is a tradeoff between image quality and 

watermark robustness. Digital signature based techniques are 

image content dependent, which are also called image 

hashing. An image hash is a representation of the image. 

Besides image authentication, it can also be used for image 

retrieval and other applications.  

 

IV IMAGE FEATURE EXTRACTION 

A new method to construct robust and secure image hashes 

using Zernike moments, which is based on luminance and 

chrominance characteristics of the image. The image is first 

pre-processed. The pre-processing steps include re-sizing 

using bi-linear interpolation. The aim of re-sizing is to change 

the image into a fixed size, M×M, to ensure that the generated 

image hash has a fixed length. As the luminance component 

contains most structural and textural information of an image 

i.e. evaluate brightness ratio of an image and chrominance 

represents RGB extraction from an image. Local Features – 

Coarseness extraction which is the parameter can be estimated 

heuristically from the contrast of textures in an image. The 

final hash sequence is obtained by pseudo-randomly 

permuting the binary sequence from the Zernike moments and 

local features. 

V HASHING GENERATION AND ENCRYPTION 

The global and salient local vectors are concatenated to form 

an intermediate hash. This is then pseudo-randomly  

Scrambled based on a secret key to produce the final hash 

sequence. Here use advanced encryption algorithm to encrypt 

the hash sequence with respect to secret keys. 

V DECRYPTION AND SIMILARITY RATIO 

When an image is sent to a user, a possible solution to prove 

the authenticity is to generate a hash value and send it 

securely to the user. The hash value is a compact string – an 

abstract of the content. A user can re-generate a hash value 

from the received image after successfully decrypt it and 

compare it with the original hash value. If they match, the 

content is considered as authentic. In order to allow incidental 

distortion, the hash value must possess some robustness.  

 

VI HAMMING DISTANCE MATCHING 

We use a distance between hashes of an image pair as a metric 

to judge similarity/ dissimilarity of the two images. 

The hash sequence of a received image to be tested with the 

decrypted hash sequence under similarity ratio if difference is 

above the threshold then it has been maliciously tampered or 

legitimate image. The method can be used to locate tampered 

areas and tell the nature of tampering, e.g., replacement of 

objects or abnormal modification of colors.  

 

VII IP TRACER ROUTING 

Evaluate similarity of two images by distance between them. 

 Identify and locate three types of tampered area, i.e., added 

area, removed area, changed area Estimate the percentage of 

tampered area. If identified whatever tampered area then need 

to trace the unauthorized system using IP tracing technique. 

Tracer routing enables the initiator or sender to trace the 

whole routing process and find out the unauthorized router 

access in a routing process.Sender verifying by getting 

automatic acknowledgment IP from each and every router in 

the routing process.   

VIII CONCLUSION 

 An image hashing method is developed using both 

global and local features. The global features are based on 

Zernike moments representing the luminance and 

chrominance characteristics of the image as a whole. The local 

features include position and texture information of salient 

regions in the image. Hashes produced with the proposed 

method are robust against common image processing 

operations including brightness adjustment, scaling and noise 

contamination. The method proposed is used due to its 

acceptable accuracy and computation complexity. 
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