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Abstract - Mobile Ad hoc Networks (MANET) are utilized to
set up wireless communication in improvised environments
without a predefined infrastructure or centralized
administration. MANET has been normally deployed in
network for forwarding the data from one node to another.
To avoid the routing attacks MANET has been deployed in
the network. In previous solutions typically attempt to isolate
malicious nodes based on binary or naive fuzzy response
decisions. Every node in MANET plays a router role while
transmitting data over the network. While transmitting the
data over the network the Whole file can be divided into
different packets. For each packet the key value will be
assigned and send to intermediate nodes. Attacks can be
further categorized as either outsider or insider attacks in
MANET routing. With routing packet attacks, attackers
could not only prevent existing paths from being used and
also spoof non existing paths to lure data packets to them
which have been carried out on modeling MANET routing
attacks using routing table recovery. This routing table
recovery intimates intrusion response to the client.
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l. INTRODUCTION

Mobile ad hoc network (MANET) is a new emerging technology
which enables users to communicate without using any fixed or
physical infrastructure. Ad-hoc network, as its name indicates is a
collection of nodes that are connected arbitrarily for some
temporary time without the aid of any fixed infrastructure. In a
MANET, nodes can freely move around while communicating
with each other. These networks may under-perform in the
presence of nodes with a selfish behavior, particularly when
operating under energy constraints. Nodes that lie within each
other’s send range can communicate directly and are responsible
for dynamically discovering each other.

In order to maintain connectivity in a mobile ad hoc
network all participating nodes have to perform routing of
network traffic. The success of communication highly depends on
other nodes cooperation. Therefore, MANET has the property of
rapid infrastructure-less deployment and no centralized controller
which makes it convenient to many environments, such as
battlefield, emergency disaster relief and business meeting. Due
to inherent characteristics of MANETS, it is subject to different
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vulnerabilities. Also most of the routing protocols proposed for
MANETS assume that every node in the network is cooperative
and not malicious. Prevention approaches such as cryptography
and authentication were proposed to and implemented. However,
such prevention methods alone are not sufficient to make them
secure therefore, detection should be added as another defense
before an attacker can hack the system. Once an IDS detects an
abnormal activity it generates alarm or initiate a response to the
corresponding malicious activity.

~3

Fig. MANET Infrastucture

Generally Intrusion detection can be classified based on the
collected audit data as either host based or network based. A
network-based IDS captures and analyzes packets from network
traffic and a host-based IDS uses application logs for its analysis.
Based on detection techniques, IDS can also be classified into the
following categories
e Anomaly detection: Here the normal behaviors of users are
compared with the captured data, and then treats any activity that
deviates from the baseline as a possible intrusion. Then this
information is passed to
the system administrator.

o Misuse detection: The system keeps patterns of known attacks
and compares these patterns with the captured data. Any matched
pattern is treated as an intrusion. Then the proper response is
initiated.

o Specification-based detection: In this detection method the
system defines a set of constraints that describe the correct
operation of a program or protocol. Intrusion is identified based
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the violations of these constraints. Several intrusion detection
techniques were developed for wired networks. But they were not
suitable for MANETS due to its different characteristics. New
approaches need to be developed or else existing approaches need
to be modified for MANETs. In literature, several intrusion
detection systems of MANET are developed using machine
learning techniques. Some IDS uses single learning technique
such as neural networks, fuzzy logic and support vector machines
etc. On the other hand, some IDS use the combination of two or
more techniques. Lot of reviews have been made on IDS of
MANET. However, there is no a review of machine learning
techniques over the intrusion detection domain of MANET. This
paper presents a comprehensive analysis and evaluation of the
most recent literature in the area of machine learning techniques
in intrusion detection for MANETs .The rest of the paper is
organized as follows.

This paper explains the secure data transmission
through the router without any malicious attacks. If having any
malicious nodes it intimate and perform action.

1. ARCHITECTURE DIAGRAM

Preventing routing attacks for secure data tranamission
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Fig. Architecture Diagram

e In sender system the file can splitted into number of
files using file splitting algorithm

e  The sender will assign the key values for each file and
send to Intermediate router IP. The Key value will be
generated by using key generation algorithm.

e The Packets will receive from different intermediate
router in client system. If the intruder is changing the
file, the key value will be changed in the routing table.
The intermediate router who will change file that router
will be a hacker.
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e The modified file packets will send to receiver. The
receiver will join the file by using packet marking id
and Key value. The Routing table has the different
routing values for the corresponding packets from the
different intermediate router IP.

o In receiver that is client system will Compare the
Routing table values with the Packet marking values, If
both the values are matches, the client can download the
Original file else they can find the hackers.
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Fig. System Flow Diagram

Client send request to the server for access, if the server
permission user send file via router. User split the file using the
file splitting algorithm and send to routerl.in the server hacking
mode off mean hacker cannot access router the file automatically
received to destination. If hacker access router mean server will
generate security key with the help of key generation algorithm.
After creation of security key hacker cannot access router then
file received to receiver system.
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Data Flow Diagram
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1. SYSTEM MODULES

This paper explains the secure data transmission between the
client and server through the router without any malicious attacks.
If having any malicious nodes it will inform to the client. In this
paper contains the following modules

e  Client request

e Server response
e Intruder risk

e  Decision making

Client Request

In this module explains the client request to the server system.
It contains the all request and their IP address to the server. Client
system will merge all the file from the router. In this key value
real number means it does not affect by intruder, the value is null
means that file affected by intruder in intermediate router.
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Fig. Client System Receives Files
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Server Response Module

This contains the server side system. Here the file will be select
for sending to client. This file contains the large size means it will
splitted into three parts using file split algorithm and send to
intermediate router. For sending this file, path will find using
protocols and choose the client IP address.
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Fig. File Selection in Server
Intruder Risk

It contains the intrusion detection of hacker. Here the file is
send via three different routers. Router, routerl, router are router
which will send splitted file from server. In this router two types
of option available hacker mode on and hacker mode off. If the
hacker mode off means the original file will send to client or the
hacker mode on means hacked file that is modified file will send
to client.

() Router o/ B8 X
-
Mobile ad hoc network (MANET) s a new emerging technology which enables
lusers to communicate without using any fixed or physica Destination Ip 127.0.0.1
Filename Project.txt.0|

-

File Recived In Routerl

Fig. Intermediate Node Receive the Data

Decision Making

Routing Table

The client contains the three types of option.
e Client Request

e Routing Table
e Joins
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Routing table used to display the files received from router with
the random number vale, source node IP address and status of
hacking. In this random value null means that file hacked by
intruder, the random value not null means the file not hacked by
intruder. The hacking status shows which part of file hacked or
not hacked.
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.

Random Hacking
Number Status

0000 127001 Hacked
1455 127001 Not Hacked
3500 127001 Not Hacked

Source Node

(23 |

Fig. Routing Table Values

IV. CONCLUSION

In this paper we have propose a system for intrusion detection
in MANET using proactive protocols. In this system detect both
the malicious node and hacker by using intrusion detection
system, with the help of this system the secure true data to be
transmitted from server to client via the routers. This system will
reduce the time because the file to be split and send to client.
With the help of random value we can easily find the hacker node
or malicious node.
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