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Abstract - Recursive DNS (RDNS) resolvers on new attack for
poisoning the cache was discovered in DNS. DNS software only
partially protected the DNS poisoning in servers. In this paper we
discuss two type of DNS poisoning prevention methods 1) wild-
card secure DNS (WSECDNS) and 2) Start of authority (SOA) in
without changing protocol. In wild-card given in the RFC 1034,
RFC 4592 and TXT resource records in order to increase the
flow of DNS queries to the point that cache poisoning attack
infeasible. The stub-resolvers depend on the RDNS for the IP
address. It is responsible for the direct contraction authoritative
name servers on stub-resolvers and the cache responses for a
given TTL (Time to Live) and then forwarded it back to stub-
resolvers. Now the poisoning attack works by forcing an RDNS to
look up a domain name and then sending a forged before RDNS
gives back the domain to the server. As per in  this paper the
RDNS sends authoritative name to the server it provides and
recommends a TLD(Top Level Domain) server as we don’t give
any knowledge of  the IP address to the RDNS. Now RDNS will
ask for the TLD servers for the IP of authoritative name server.
TLD will response with the recommend to SOA (Start of
Authority) for the domain and finally gives record to stub-
resolvers through the path of RDNS. So the attack over the cache
is not possible as the domain is sent from the SOA.
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I. INTRODUCTION OF DNS

The Domain Name System servers in our everyday life to
provide us with the correct domain name to IP address
mapping, so that we can browse the web, send emails, access
emails, access our bank accounts, Booking tickets and etc In
the world of the Internet and TCP/IP , IP addresses are used to
route packets from the source to destination. A single IP
address, for example 009.009.009.009, is not difficult to
remember. But trying to learn or track thousands of these
addresses, including which server/node is associated with each
address, is a threatening task.  So we use domain names to
refer to systems with which we want to communicate. In real
world  Internet domain name example is Google.com. When
you enter the Google domain name into the address bar of
browser, the Google page appears. The PC executed a process
to resolve Google.com to an IP address.

The IP address is a system able to initiate a session with
another system across the Internet.  This is two ways IP
address resolution function can occur. The domain name / IP
address resolution process when the target system and DNS
server are internal [1]. A workstation must establish a session
with a server with a domain name of Google.com and also
workstation to implement DNS; it must be running a DNS
Client or Client Resolver. The Background of DNS which
consists of the following ingredients.

a) Stub resolver: The originator of a DNS query. This could
be a simple client machine or a Web browser.

b) Recursive DNS (RDNS): This is a server machine that is
responsible to assist the stub resolver on resolving a domain
name. These servers maintain a local cache of past resolved
domain names for a certain period of time to live and are the
main target of cache poisoning attacks.

A. Role and Function of DNS

DNS queries are usually initiated by a stub-resolver ( Ex.,
a Web Browser) on a user’s machine, which depends on a
recursive DNS resolver (RDNS) for obtaining the IP address (
or other Resources) related to a domain name. The RDNS is
responsible for directly contacting the authoritative name
servers on behalf or the stub-resolver, cache the response for a
given time to live (TTL) and forwards it back to stub-resolver
[4].

The Basics steps for Resolver is following:

 Step 1: The resolver checks the resolver cache in the
workstation’s memory to set the contains an entry for
Google.com.

 Step 2: Having found no entry in the resolver cache, the
resolver sends a resolution query to the internal DNS
server

 Step 3: When the DNS server receives the query, it first
checks to see if it’s authoritative for the Google.com
domain. The server performs a lookup in its internal zone
table and also hosts Resource Record (RR) that includes
the IP address for Google.com.
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 Step 4 : The IP address of Google.com is returned to the
resolver.

 Step 5: The resoled domain name and IP address are
placed  into the resolver cache.

 Step 6:Hence the end user is been send reply for
www.google.com

Figure1: Basics producer for Resolver

II. DNS CACHE POISONING

DNS cache poisoning consists of changing or adding records
in the resolver caches, either on the client or server, so that a
DNS query for a domain returns an IP address for an
attacker’s domain instead of the intended domain [5]. DNS
has been found to be vulnerable to a number of attacks. In
particular, cache poisoning attacks have been shown to be
quite feasible [2]. Poisoning attacks work by forcing an RDNS
to lookup a domain name (Google.com) and then sending
forged DNS responses back to the RDNS before the real valid
response from an authoritative name server arrives. Each DNS
query contains a 16 -bits long transaction ID (TXID) that
allows the RDNS to distinguish valid responses from bogus
ones. Therefore the attacker has to guess the correct TXID in
order for a forged response to be accepted and stored in the
cache. If the attack is successful the attacker can force the
RDNS to resolve the targeted domain name to a malicious IP,
and to store the malicious IP in the cache with a long TTL.
The DNS cache poisoning recover methods are 1. RDNS
approach model 2. MSEC DNS approach model. 3. DNS
Cache poisoning without protocol model. In this paper we
discuss and case study about three types of DNS cache
poisoning approach models [1].

A. RDNS approach Model

A new attack for poisoning the cache of Recursive DNS
(RDNS) resolvers was discovered and revealed to the public.
In  major DNS vendors released a patch to their software.
However, the released patch does not completely protect DNS
servers from cache poisoning attacks in a number of practical
scenarios. DNSSEC seems to offer a definitive solution to the
vulnerabilities of the DNS protocol [6]. The implementation

and deployment of DNSSEC would therefore provide a robust
way of protecting against DNS cache poisoning attacks
because all the responses are signed and their authenticity can
be verified. For example, DNS cache poisoning attacks would
not work because forged responses can be identified and
discarded. DNSSEC seems to be the panacea for the
vulnerabilities of DNS. In generally DNSSEC is not enough
too adopted and deployed in a large scale. It is based on the
current DNS protocol and work by increasing the entropy of
DNS queries in order to make forging a valid response more
difficult. A novel solution to brute-force DNS cache poisoning
attacks that is based on increasing the entropy of DNS queries
to the point that cache poisoning attacks become practically
infeasible.

Figure 2: DNS cache poisoning

B. WSECDNS approach Model

In Wild-Card Secure DNS (WSECDNS), a novel solution to
DNS cache poisoning attacks WSEC DNS relies on existing
properties of the DNS protocol and is based on wild-card
domain names. WSEC DNS is able to decrease the probability
of success of cache poisoning attacks by several orders of
magnitude [6]. A new DNS query process that leverages
existing properties of the DNS protocol. The wildcard domain
names given in RFC 1034 [9] and RFC 4592 [10] and TXT
resource records and random strings have the effect of
significantly increasing the entropy of DNS queries, thus
making valid answers difficult to guess (eg. *. Google.com).A
wild card domain name is a domain name having its initial
(i.e., leftmost or least significant) label be the “*” character
[10]. For example *.www.google.com is the valid domain,
where”*” is interpreted as “any valid combination of
characters”. WSEC DNS guarantees complete backward
compatibility with current DNS (RDNS) resolvers that intend
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to take advantages of the security benefits of WSEC DNS
must execute some new functionalities. It provides a way to
protect RDNS resolvers from brute-force cache poisoning
attacks including  kaminshy’s attack [8].
The background of a traditional brute-force DNS cache
poisoning attack scenario is as follows:
 Assume an attacker tries to poison the IP address of

www.Google.com. The attacker first sends a query for
www.Google.com to the RDNS and interacts with the
authoritative name servers.

 If the attacker is able to guess the TXID and source UDP
port and send well crafted response packets to the RDNS
before the legitimate answer from the real authoritative
name server is received, the DNS poisoning attack will be
successful. This attack works because the RDNS will
accept the first valid answer it receives. As a result, it will
store the IP address that the attacker sent in the positive
cache for the entire time to live chosen by the attacker[1].

For example, every time the users want to visit a web page on
that domain, they may be redirected to the attacker’s malicious
website. This may expose the users to a variety of attacks such
as information theft or malware inflection. The benefits of
WSEC DNS protect the RDNS’s cache from poisoning attacks
against the domain names in WSEC enabled zones, including
Kaminsky’s attack [8]. If the attacker is not able to forge
packets with the correct combination and send them to the
RDNS before the genuine authorititative response arrives from
the ANS, the attack will fail. The transparency property of the
WSEC DNS query process is completely transparent to the
host thanks to the WSEC response normalization algorithm
and independently from the RR type requested in the original
query from the host, thanks to the use of CNAME wildcards
added in order to make a Zone. The WSEC TXT resource
records were originally meant for storing descriptive text
about domain names, but are now widely used to carry
information related to the sender policy framework to mitigate
the spam emails phenomenon.

C. Implementation of WSEC DNS

Implementing the WSEC DNS query process without a WSEC
caching system would have the side effect of doubling the
volume of DNS traffic on the Internet and the average latency
between users DNS queries and the related answer, due to the
fact the handshake between the RDNS and ANS would have
to be repeated for each query. An entry of the WSEC positive
cache should contain the following information: a) a zone
name and b) a time to live, after which a TXT query for the
WSEC handshake needs to be reissued. Once a zone has beeb
stored in the positive WSEC cache the RDNS will not perform
the WSEC handshake for domains in that zone until the TTL
of positive WSEC cache expires.  An entry in the WSEC
negative cache should contain two information i) the name of
the non-WSEC enabled zone 2) the negative entry TTL.

The probability of successful cache poisoning for one attack
can be computed as
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Where n spoofed DNS answer to the RDNS server within the
RT and also n depends on the bandwidth BW available to the
attacker.  represents the overall cardinality of search space.
The total probability of success after launching n instances of
the attack can be computed as
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WSEC DNS provides complete backward compatibility with
name servers that do not intend to support WSEC DNS
queries, thus allowing for an incremental deployment. This
method is root and top-level-domain (TTL) approach with
large scale in short period of time.

D. DNS Cache poisoning without protocol model

In this model DNS using SOA functions. (ie) A type of
resource record that is used by the Domain Name System
(DNS). Every domain name has an SOA record in its database
that indicates basic properties of the domain and the zone that
the domain is in. The SOA record contains: The host name for
the primary name server for the zone. An e-mail address of the
person who is responsible for the domain. The serial number
for the zone. The refresh interval. This is how often, in
seconds, the secondary name servers check with the primary
name server to see if any changes have been made to the
domain's zone file [7]. The time, in seconds, a secondary
server waits before retrying a failed zone transfer. This time is
typically less than the refresh interval. The time, in seconds,
before a secondary server stops responding to queries, or
"expires" a zone, after a lapsed refresh interval where the zone
was not refreshed or updated. The minimum time-to-live
(TTL). This value is supplied in query responses by servers
for the zone to inform others how long they should cache a
resource record provided in an answer [7]. The DNS cache
poisoning without protocol includes the following fact all
along with stub-resolver and recursive DNS steps.

a) Root and Top Level Domain (TLD) Servers: These are
servers that provide referrals to the TLD’s and Start of
Authority servers respectively.

b) Start Of Authority (SOA) : The SOA servers represent the
authoritative name server for an entire name zone.
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Basic Function of SOA as follows:

Step 1 & step 2: Includes the general base lines that take place
in the   ordinary DNS system process.

Step 3: Now the SOA provides the recommend to the TLD
Servers.
Step4: RDNS will ask the TLD Servers for the IP of
Google.com
Step 5: TLD will response with a recommend to the SOA for
the required domain.
Step 6 & Step 7: RDNS will finally get the A record
containing the IP address for Google.com.
Step 8: RDNS will forward the answer to the sub resolver.

Figure 3: Basic producer  of SOA

The RDNS normally to verify the following information’s

a. The queried domain name has to match the domain name
reported in the question section of the answer.

b. The TID of the answer has to match the TID in the query
issued by the RDNS server.
c. The destionation IP and source UDP port  used by the
RDNS server for sending the request have to match  with the
source IP and destination UDP port on which the answer is
received.

III. ADVANTAGE OF WSECDNS & WITHOUT

PROTOCOL MODELS

1. No change to the DNS protocols.
2. No software change for root and the domain server.
3. No complication in DNS traffic volume.
4. Transparent to users.
5. Poisoning attacks are practically infeasible.

IV. CONCULSION

The implemented of WSEC DNS would certainly introduce
some overhead on the RDNS servers that implemented it.
These WSEC DNS is considered in performs with concern,
only for short domain names (e.g. google.com, yahoo.com).On
the other hand the SOA provides enough protection towards
the poisoning attack for longer domain names (.e.g. as long as
16 characters, or longer ).The process of using WSEC DNS
only for relatively short domain names would alleviate the
computational over head and cache related memory
consumption for RDNS servers deriving from the WSEC
query process.
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