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Abstract—  Cloud  computing  security (sometimes
referred to simply as *“cloud security') is an evolving
sub-domain of computer security, network security, and,
more broadly, information security. It refers to a broad
set of policies, technologies, and controls deployed to
protect data, applications, and the associated
infrastructure of cloud computing.

Index Terms— Cloud issues, Security issues, Data issues
I.LINTRODUCTION

Cloud computing provides computational

software of virtualization software can cause whole
datacenter to go down or reconfigured to attacker's
liking.

Il. CLOUD SECURITY CONTROLS

Cloud security architecture is only effective if
the correct defensive implementations are in place. An
efficient cloud security architecture should recognize
the issues that will arise with security management [6],
[7]. The security management addresses these issues
with security controls. These controls are put in place

software applications ,data access, data management to safeguard any Weaknesse_s in the system and reduce
and storage resources without requiring cloud users to the effect of an attack. While there are many types of
know the location and other details of computing controls behind cloud security architecture. They can

Infrastructure [1], [2].

There are a number of security
issues/concerns associated with cloud computing but
these issues fall into two broad categories: Security
issues faced by cloud providers (organizations
providing software-, platform-, or infrastructure-as-a-
service via the cloud) and security issues faced by
their customers [3], [4], [5]. In most cases, the
provider must ensure that their infrastructure is secure
and that their clients’ data and applications are
protected while the customer must ensure that the
provider has taken the proper security measures to
protect their information.

The extensive use of virtualization in
implementing cloud infrastructure brings unique
security concerns for customers or tenants of a public
cloud service. Virtualization alters the relationship
between the OS and underlying hardware - be it
computing, storage or even networking. This
introduces an additional layer - virtualization - that
itself must be properly configured, managed and
secured. Specific concerns include the potential to
compromise  the virtualization  software, or
"hypervisor". While these concerns are largely
theoretical, they do exist. For example, a breach in the
administrator workstation with the management
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usually be found in one of the following categories:

1) Deterrent Controls:

These controls are set in place to prevent any
purposeful attack on a cloud system. Much like a
warning sign on a fence or a property, these controls do
not reduce the actual vulnerability of a system.

2) Preventative Controls:

These controls upgrade the strength of the
system by managing the wvulnerabilities. The
preventative control will safeguard vulnerabilities of
the system. If an attack were to occur, the preventative
controls are in place to cover the attack and reduce the
damage and violation to the system's security.

3) Corrective Controls:
Corrective controls are used to reduce the

effect of an attack. Unlike the preventative controls, the
corrective controls take action as an attack is occurring.
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4) Detective Controls:

Detective controls are used to detect any
attacks that may be occurring to the system. In the
event of an attack, the detective control will signal the
preventative or corrective controls to address the issue.

5) Dimensions of cloud security:

Correct  security controls should be
implemented according to asset, threat, and
vulnerability risk assessment matrices. While cloud
security concerns can be grouped into any number of
dimensions (Gartner names seven while the Cloud
Security Alliance identifies fourteen areas of concern
these dimensions have been aggregated into three
general areas: Security and Privacy, Compliance, and
Legal or Contractual Issues.

I11. SECURITY ISSUES IN CLOUD COMPUTING

Cloud Deployments Models:

In the cloud deployment model, networking,
platform, storage and software infrastructure are
provided as services that scale up or down depending
on the demand as depicted in figure 2. The Cloud
Computing model has three main deployment models
which are:

a. Private cloud:

Private cloud is a new term that some vendors
have recently used to describe offerings that emulate
cloud computing on private networks. It is set up
within an organization’s internal enterprise datacenter.
In the private cloud, scalable resources and virtual
applications provided by the cloud vendor are pooled
together and available for cloud users to share and use.
It differs from the public cloud in that all the cloud
resources and applications are managed by the
organization itself, similar to Intranet functionality.

b. Public cloud :

Public cloud describes cloud computing in the
traditional mainstream sense, whereby resources are
dynamically provisioned on a fine-grained, self-service
basis over the Internet, via web applications/web
services, from an off-site third-party provider who

shares resources and bills on a fine-grained utility
computing basis.

C. Hybridcloud :

Hybrid cloud is a private cloud linked to one
or more external cloud services, centrally managed,
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provisioned as a single unit, and circumscribed by a
secure network. It provides virtual IT solutions through
a mix of both public and private clouds. Hybrid Cloud
provides more secure.

Fig. 1 shows different types of cloud
computing.
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Fig. 1 Cloud Computing Types

IV. EXPERIMENTAL RESULTS
Windows Azure:

Windows Azure is a cloud computing
platform and infrastructure created by Microsoft for
building, deploying and managing applications and
services through a global network of Microsoft-
managed datacenters. It provides both platform as a
service (PaaS) and infrastructure as a service (laaS)
services and supports many different programming
languages, tools and frameworks, including both
Microsoft-specific and third-party software and
systems. Windows Azure is Microsoft's competing
product to Amazon's AWS cloud computing platform.

Features of windows Azure:

e \Websites allows developers to build sites
using ASP.NET, PHP, or Node.js and can be
deployed using FTP, Git, or Team Foundation
Server.

e Cloud services - Microsoft's Platform as a
Service (PaaS) environment that is used to
create scalable applications and services.
Supports multi-tier scenarios and automated
deployments.

e Data management - SQL Database, formerly
known as SQL Azure Database, works to
create, scale and extend applications into the
cloud using Microsoft SQL Server technology.
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Integrates with  Active Directory and

Microsoft System Center and Hadoop.

» We are providing url here of windows
azure for free trial i.e.
http://www.windowsazure.com/en-
us/pricing/free-trial/

> Snapshots of our project-
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Windows Azure!

— Click here to get started!
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Snapshot 1. Welcome window of Windows Azure
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Snapshot 3. Login window for Admin

We have used Windows Azure Cloud for our
project. For that purpose we did registeration online on
website.http://www.windowsazure.com/en-
us/pricing/free-trial/. We have done this procedure
using credit card.

We have used login master page providing
username and password for authentication and security
purpose and user master page for adding records of
particular college including staff and students.
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Snapshot 4. After login window of Admin

V. CONCLUSION

“Authentication in Cloud computing”
represents different security issues which occur in
cloud computing and how to make data secure from
unauthorized users and check data integrity during
transmission of data from cloud to users and vice
versa and how to secure private data over Server.

Thus, in our work, only the authorized user
can access the data. Even if some intruder
(unauthorized user) gets the data accidentally or
intentionally if he captures the data also, he can’t
decrypt it and get back the original data from it.
Hence forth, data security is provided by
implementing RSA Algorithm and digital certificate.
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