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Abstract— Cryptography involves creating written or generated
codes that allow information to be kept secret. It is the science of
using mathematics to encrypt and decrypt data (message).This
paper aims to encrypt and decrypt a message by using a new
integral transform “Mohand” transform and congruence modulo
operator.
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I. INTRODUCTION

Cryptography is the study of secret messages. An
encryption or cipher is the process of translating plain text
into something that appears to be random and meaningless
(cipher text).Decryption is the process of converting cipher
text back to plain text. A Cipher is an algorithm for
performing encryption or decryption in a series of well-
defined steps that can be followed as a procedure. One of
the earliest ciphers is called the Caesar cipher [2] or Shift
cipher. In this scheme, encryption is performed by
replacing each letter by the letter a certain number of
places on in the alphabet. For example, if the key was five,
then the plain text A would be replaced by the cipher text
F, the next letter B would be replaced by G and so on. This
is the process of making a message secret. This can be
represented mathematically as p (t) = (t + k) mod 26.The
function p that assigns to the non-negative integer t, t < 26,
the integer in set {1,2,3,...26 }with p(t) = ( t + k) mod 26.

In this paper, our research concept to encrypt and decrypt a
message by using a new integral transform Mohand
transform [5]. Mohand transform is derived from the
classical Fourier integral and is widely used in applied
mathematics and engineering fields. This transform has
deeper connection with Laplace, EL-zaki [8], Mahgoub [4]

and Aboodh transforms [3]. Based on the mathematical
simplicity of this transform and its fundamental properties,
we have to apply encryption and decryption algorithms to
get the message in a simple way. Shaikh Jamir Salim, et.al
[7] and Uttam Dattu Kharde [9] proposed a method to
encrypt and decrypt a plain text message by using Elzaki
transform. Abdelilah K. Hassan Sedeeg, et.al [1] proposed
a method by using Aboodh transform. P. Senthil Kumar
and S. Vasuki [6] proposed an encryption and decryption
procedure by using Mahgoub transform.

I1. MOHAND TRANSFORM

The Mohand transform is defined for the function of
exponential order. We consider functions in the set A
defined by

1R
A={f()=3M , k,k, > 0.] f(t)|< Me",if t & (~1)' x[0,50)}-

where the constant M must be finite number, k_, k, may be
finite or infinite. The Mohand transform denoted by the
operator M (0) defined by the integral equation

MIf(]=RW)=v*[f@)e “dttzok <vsk, - (1

A. Some Standard Functions
For any function f (t), we assume that the integral
equation (1) exist.

(i) Let f(t)=1thenM[1]=vV
(ii) Let f()=tthen M [t]=1
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i) Let f(t)= €2 then M (t2) = =
\V4
1
(iv) In general case, ifn>0,then M (t") = %

o8}

. Inverse Mohand Transform
V) M7(v)=1

i) Mm@ =t

WiD) [1) _r
\Y4 2!

vii)) s 71(i) __ % and soon.
vz 31

I1l. ENCRYPTION ALGORITHM

(1) Assign every alphabet in the plain text message as a
number like A=1,B=2,C=3, ... Z=26, and
space =0

(1) The plain text message is organized as a finite sequence
of numbers based on the above conversion.

(1) If nis the number of terms in the sequence, then
consider a polynomial p(t) of degree n — 1

(1V) Now replace each of the numbers t by p(t)= (t+k)
mod 26

(V) Apply Mohand transform of polynomial p(t)

(V1) Find I;such that g, =r, mod 26foreachi,0 <i<n

(V) Consider a new finite sequence Iy, I;,....I,
(V1) The output text message is in cipher text.

IV. DECRYPTION ALGORITHM

(1) convert the cipher text in to corresponding finite
sequence of numbers r,, r; ,....r,

n

(M Let g, =26¢c;, +1, ,Vi=0,12,....n

() Let p(t) — i i

“— Vi —1
(IV) Take the inverse Mohand transform
(V) The coefficient of a polynomial p(t) as a finite
sequence

(V1) Now replace each of the numbers by
p(t) = (t—k) mod26

(V1) Translate the number of the finite sequence to
alphabets. We get the original text message.

V. PROPOSED METHODOLOGY

A. EXAMPLE (1)

Consider the plain text message is “TRANSFORM”
1) Encryption Procedure

Now the corresponding finite sequence is 20, 18, 1, 14, 19, 6,
15, 18, 13.The number of terms in the sequence is 9. That is

n=9.Consider a polynomial of degree n-1 with coefficient as
the term of the given finite sequence. Hence the polynomial

p (t) is of degree 8. The above finite sequence shift by k
letters (k = 3), thisis 23, 21, 4, 17, 22,9, 18, 21, 16

Now consider

p(t) =23+ 21t + 4t° +17t° + 22t* + 9> +18t° + 21t +16t°

Take Mohand transform on both sides
M[p(t)]= M{23+21-t +4-t> +17-t* +22-t* +9-t° +18-t° + 21-t" +16-1t°}
= M[23]+ M[21t] + M[4.t?]+ M[17.t*]+ M[22. t*]+ M[9.t°] + M[18.t°] + M[21.t"]+ M[16.t°]
= 23M[1]+ 2IM[t] + 4M[t2]+ 17M[t3] + 22M[t*]+ OM[t°] + 18M[t°] + 2IM[t ] + 16M[t°]

=23v+211+ 4£+17£2 + 22.2—§+9.@ +18.7—250 +21. 50?0+ .40?;20
v \% % % \% % v

23 21 8 102 528 1080 12960 105840 645120
ST e T e T

MIp®)]=>

whereq, =23,q, =219, =8,q; =102,q, =528,q, =1080,q, =12960,q, =10584Q ¢, = 645120

Find
r, suchthatqg, =r, mod26 foreachi,0<i<8

O, =23,23 =23mod26 = I, =23

g, =21,21=21mod 26 = 1, =21

g, =8,8=8mod26 = r, =8

0; =102,102 =24 mod26 = I, =24

g, =528528 =20mod26 = I, =20

gs; =1080,1080 = 14 mod 26 = I, =14
O =12960, 12960 =12 mod 26 = I, =12
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g, =105840, 105840 =20 mod 26 = I, =20
Qs =645120,645120 =8 mod26 = I, =8
Now consider a new finite sequence is

o, h,---.Fg. Thatis 23, 21,8,24,20,14,12,20,8 and
the key (c; ) is

0,0,0,3,20,41,498,4070, 24812 . The corresponding
cipher text is "WUHXTNLTH”.

2) Decryption procedure

To recover the original message encrypted by Caesar cipher,
the inverse p —*is used. For that, take the finite sequence

corresponding to cipher text is 23, 21, 8, 24, 20, 14, 12, 20, 8.

Let 9, = 26¢c, +r; ,Vi,i =0,1,2,....n
0, =26x0+23=23

g, =26x0+21=21

g, =26x0+8=8

O; =26x3+24=102

0, =26 x 20 + 8 =528

s =26 x 41 + 14 = 1080

Qg = 26 x 498 + 12 = 12960

g, = 26 x 4070 + 20 = 105840

g = 26 x 24812 + 8 = 645120

Let MIP®]1= >

23 21 8 102 528 1080 12960 105840 645120
Syttt e Ty s Ve 7

Vv
21/ 23 21 8 102 528 1080 12960 105840 645120
=M STttty T Ty T v v

=23M (V) + 21M (1) + 8M *1[% +102M *{%J +528M *1(%) +1080M *1(
Vv Vv \"
a1 L 1 a1
+12960M *{ 75 | +105840M +645120M | =

Ve

)

Consider the plain text message is “BIDMAS”
1) Encryption Procedure

Now the corresponding finite sequence is 2, 9, 4, 13, 1 ,19.
The number of terms in the sequence is 6 including the space.
That is n=6. .Consider a polynomial of degree n-1 with
coefficient as the term of the given finite sequence .Hence the
polynomial p(t) is of degree 5. The above finite sequence shift
by k letters (k = 5), thisis 7, 14, 9, 18, 6, 24

Now consider
p(t) =7 +14t +~ 9t% +18t3 + 6t° + 24t°

Take Mohand transform on both sides

M (p(t)) = M{7 +14t +9t? +18t% + 6t* +24t°}
=M[7]+M[14t]+M[9.t>]+ M[18.t3]+ M[6.t*]+ M[24.t°]
=7M[1]+14M[T]1+9M[t?]+18M[t°]+6M[t*]1+24M[t°]

=7v+14.1+ 9.E+18£2+ 6.2—?+ 24.124O
v \% v v

714118108 144 2880
\% \% Vv \%

q;
Vit

MIp®1=3"

whereq, =7,q, =14,9, =18,q, =108,q, =144,q, = 2880

Find
r, suchthatq; =r mod26 foreachi,O<i<5

O, =7, 7=7mod 26 = I, =7

0, =14,14=14mod 26 = 1, =14
g, =18,18=18mod 26 = I, =18
g, =108,108=4mod 26 = I, =4

g, =144,144=14mod26 = 1, =14

t? t? t t° t° t’ %
=231+ 21.t+84—.+102.—+528.—+1080.a+129606+105840ﬁ+645120§q5 =2880, 2880=20 mod 26 = r5 =20

2! 3! 4!
=23+ 21+ 4t? +17t° + 22t* +9t° +18t° + 217 +16t°

The coefficient of a polynomial p(t) as a finite sequence 23,
21,4,17,22,9,18,21,16.Now replace each of the numbers in the
finite sequence by p-*(t) =( —3)mod26. The
corrected new finite sequence is 20, 18, 1, 14, 19, 6, 15, 18, 13.
Now translating the numbers of alphabets .We get the original

plain text message “TRANSFORM”

B. EXAMPLE (2)

3

Now consider a new finite sequence is
Yo, I ,...-Fgthatis 7,14,18,4,14,20 and the key (C;)

is 0, 0, 0, 4, 26, 110. The corresponding cipher text
is ”GNRDNT”

2) Decryption procedure

To recover the original message encrypted by Caesar cipher,
the inverse p ~*is used. For that, take the finite sequence

corresponding to cipher text is 7, 14, 18, 4, 14, 20
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Let
q, =26c; +rn, ,VvVi=0,12,....n

q, =26x0+7=7
q, =26x0+14=14
g, =26x0+18=18
q, =26x4+4=108
(, =26x5+14=144

05 =26x110+20=2880

5 q
M[p®)]= T
i-o V
7 14 18 102 108 144 2880
VT T T T T
L4 7 14 18 102 108 144 2880
R Er v v v iy R R

=7M *(v) +14M (1) +18M *{lJ +108M l[izj +144M *1( 1 ]+ 2880M *1[ L )
\"

v v? A

ts

t? t? t*
=23.1+141+18.—.+108.—t° +144.-— + 2880.
2! 3 4 5!

=7 +14t +9t% +18t° + 6t* + 24t°

The coefficient of a polynomial p(t) as a finite sequence
7,14,9,18,6,24. Now replace each of the numbers in the finite
sequence by p-'(t) = (t —5)mod26 the corrected new
finite sequence is 2, 9, 4, 13, 1, 19. Now translating the
numbers of alphabets .We get the original plain text message
“BIDMAS”

VI. CONCLUSION

In this proposed work, a cryptographic scheme (Caesar
cipher) with a new integral transform Mohand transform
with congruence modulo operator is introduced. Two
examples with different text messages are given and the
results are verified.
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