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Abstract-Today MANETS has reached to its pinnacle,
as the demand for the MANETS are increasing day by
day. Due to the increasing demand for MANETS in
various areas such as in Military operations, in flood
affected areas etc., threat of security has also increased.
MANETS has no protection from harms, so information
can be accessed by both authorized network users and
catty attackers as MANETs don’t have centralized
administration. In the presence of catty nodes, the main
problem in MANETSs is to design the rich security
solution that can protect MANETS from various routing
attacks. Flooding attack is kind of the security threat in
which source node sends huge amount of data, Root
Request (RREQ) and Sync packet to destination node,
due to which the receiver shall not work properly as it
would be engaged in receiving the excessive amount of
data, RREQ and Sync packets from the attacker. In this
paper we apply Gray hole attack on MANET & check
the performance of the network after then we apply
routing information protocol on the network to increase
the performance of the network.

Index Terms: MANET, Routing Protocol, Security,
Attacks.

Introduction:

MANET is an infrastructure less network which is
established automatically on demand. It is a set of
wireless nodes that are configured automatically on
the fly thus making it suitable candidate as it is useful

in emergency situations, as shown in fig. 1 [1], [2]. In
other words it is a multi-hop communication network
organized temporarily with nodes that have receivers
and transmitters [3]. The topology of network is
dynamic which is created and modified on the fly [4].
MANET supports many routing protocols such as
Dynamic  MANET On-demand routing protocol
(DYMO), Optimized Link State Routing protocol
(OLSR), Destination Sequenced Distance Vector
(DSDV), Dynamic Source Routing (DSR) and Ad
Hoc On-demand Vector Routing (AODV). Mobility
is the fundamental difference between other networks
and MANET [5]. Wireless Sensor Network (WSN)
traffic also can be relayed over MANET. It does
mean that WSN communications are possible
between devices of MANET [6]. MANET supports
TCP/IP protocol to integrate communication with
wired networks as well [1]. Every node in MANET
acts as a host in the network and also router which
can cooperate in communication [7]. As MANET
topology is dynamic in nature which makes the
procedure of routing more difficult and vulnerable to
Denial of Service (DoS) attacks such as flooding
which results in network congestion [8]. MANETS
are vulnerable to attacks such as location disclosure,
black hole, replay, worm hole, blackmail, Denial of
Service and routing table poisoning.

Fig 1: MANET Network
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Routing Protocols:

There are three types of routing protocols:
[1] Reactive routing protocol.

[2] Proactive routing protocol.

[3] Hybrid routing protocol.

Ad-hoc Routing Protocols
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Fig 2: Hierarchy of MANET Routing Protocols
transfers from source to destination. Reactive

Reactive Routing Protocols: Reactive protocols
tend to decrease the control traffic messages
overhead at the cost of increased latency in discover a
new routes. Source initiated route discovery in
reactive routing protocols and less delay. In reactive
protocols there is no need of distribution of
information [5]. It consumes bandwidth when data

Protocols are AODV (Ad-hoc On Demand Distance
Vector), DSR (Distance Vector Routing) and ABR
(Associativity Based Routing). MANET is also called
Mesh network. It is highly adaptable and rapidly
deployable network. MANET has a dynamic
topology [11] [12] [13].

Protocol Reactive
Property

S.No. | Protocol AODV
Name

1 Complexity | Average

2 Route Dynamic

3 Memory Low
Size

4 Bandwidth Maximum

5 Topology Large
Size

6 Convergence | Mostly
Time Fast

7 Mission Low
Failure

Table 1: Comparison of Routing Protocols
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AODV: AODV adopts traditional routing tables; one
entry per destination which is in contrast to DSR that
maintains multiple route cache entries for each
destination. The initial design of AODV is
undertaken after the experience with DSDV routing
algorithm. Like DSDV, AODV provides loop free
routes while repairing link breakages but unlike
DSDV, it doesn’t require global periodic routing
advertisements. Apart from reducing the number of
broadcast resulting from a link break, AODV also has
other Significant features. Whenever a route is
available from source to destination, it does not add
any overhead to the packets. However, route
discovery process is only initiated when routes are
not used and/or they expired and consequently
discarded. This strategy reduces the effects of stale
routes as well as the need for route maintenance for
unused routes. Another distinguishing feature of
AODV is the ability to provide unicast, multicast and
broadcast communication. AODV uses a broadcast
route discovery algorithm and then the unicast route
reply massage. The following sections explain these
mechanisms in more detail. [5]

Route Discovery: When a node wants to send a
packet to some destination node and does not locate a
valid route in its routing table for that destination; it

Fig 3: Propagation of Route Request

Route Maintenance: A route established between
source and destination pair is maintained as long as
needed by the source. If the source node moves
during an active session, it can reinitiate route
discovery to establish a new route to destination.
However, if the destination or some intermediate
node moves, the node upstream of the break remove
the routing entry and send route error (RERR)
message to the affected active upstream neighbors.
These nodes in turn propagate the RERR to their
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initiates a route discovery process. Source node
broadcasts a route request (RREQ) packet to its
neighbors, which then forwards the request to their
neighbors and so on. Fig. 2 indicates the broadcast of
RREQ across the network. To control network-wide
broadcasts of RREQ packets, the source node use an
expanding ring search technique. In this technique,
source node starts searching the destination using
some initial time to live (TTL) value. If no reply is
received within the discovery period, TTL value
incremented by an increment value. This process will
continue until the threshold value is reached. When
an intermediate node forwards the RREQ, it records
the address of the neighbor from which first packet of
the broadcast is received, thereby establishing a
reverse path. When the RREQ is received by a node
that is either the destination node or an intermediate
node with a fresh enough route to the destination, it
replies by unicasting the route reply (RREP) towards
the source node. As the RREP is routed back along
the reverse path, intermediate nodes along this path
set up forward path entries to the destination in its
route table and when the RREP reaches the source
node, a route from source to the destination
established. Fig. 3 indicates the path of the RREP
from the destination node to the source node.[5].

Source

Vi

Fig 4: Route Reply

precursor nodes, and so on until the source node is
reached. The affected source node may then choose.

MANETSs Routing Attacks: MANET is a collection
of mobile nodes, sometimes nodes in MANET can be
bad or malicious and these bad nodes cannot forward
the packets due to their aim of conserving network
resources such as band width, battery etc. by the
denial of service. There are mainly two types of
attacks in MANET. Active and Passive [9].
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Fig 5: Attacks in MANET

Gray-hole attack:

A gray-hole attack is extension of black-hole attack
used to bluff the source and monitoring system by
partial forwarding. Here, attackers uses selective data
packet dropping method to behave as genuine node
and try to participate into full communication. Gray-
hole malicious node participate into route discovery
process and update the source route cache/ routing
table as shortest path. Afterwards, source always
consider malicious node as next hop node and
forward packet to same. Malicious node captures all
the incoming packets but drop on random basis. The
complete phenomena create toughness against
detection and prevention mechanism because nodes
can drop packets partially not only due to its
malicious nature but also due to overload,

Congestion or selfish nature.

Security Protocols:

Routing Information Protocol:  The Routing
Information Protocol (RIP) [16][19][21][22] is a
distance-vector protocol that uses hop count as its
metric. The Routing Information Protocol (RIP)
provides the standard IGP protocol for local area
networks, and provides great network stability,
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guaranteeing that if one network connection goes
down the network can quickly adapt to send packets
through another connection. It is widely used for
routing traffic in the global Internet and is an interior
gateway protocol (IGP), which means that it
performs routing within a single autonomous system.
RIP itself evolved as an Internet routing protocol, and
other protocol suites use modified versions of RIP. IP
RIP is formally defined in two documents: Request
For Comments (RFC) 1058 and 1723. RFC 1058
(1988) describes the first implementation of RIP,
while RFC 1723 (1994) updates RFC 1058. RFC
1058 enables RIP messages to carry more
information and security features.

Simulation: We have created a network with AODV
protocol in OPNET & checked that how gray hole
attack affects the AODV protocol. In this, we create 3
scenarios; in the first scenario we create MANET
Network with AODV protocol & in the second
scenario we apply gray hole attack on the network
and in the last scenario we apply security Routing
information protocol in the MANET . After that we
compare the performance of all the three scenarios &
check the performance of the network.
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Fig 6: MANET Network

Fig 7: Throughput of Network
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As shown in the above fig 7: we see that with the
Routing information  protocol the  Network
performance increases to 60 b/s when we apply
attack on MANET then it decrease to 20 b/s. The
normal performance of the network is 40b/s.

Conclusion: The future of ad- hoc networks is really
appealing, giving the vision of —anytime, anywherel
and cheap communications. Before those imagined
scenarios come true, huge amount of work is to be
done in both research and implementation. In this
paper we see that how gray hole attack effect the
MANET network Reduce the Performance of the
network. After that when we apply a routing
information Protocol the Network Performance
increases. Further we apply various Protection
schemes to protect the MANET Network
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