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Abstract: In recent years, a vast research has been seen
going on in the field of Mobile Ad Hoc Networks
(MANETS). Due to limited resources in MANETS, to
design an efficient and reliable routing strategy is still a
challenge. An intelligent routing strategy is required to
efficiently use the limited resources. Also the algorithms
designed for traditional wired networks such as link-
state or distance vector, does not scale well in wireless
environment. Routing in MANETS is a challenging task
and has received a tremendous amount of attention
from researchers around the world. To overcome this
problem a number of routing protocols have been
developed and the number is still increasing day by day.
It is quite difficult to determine which protocols may
perform well under a number of different network
scenarios such as network size and topology etc. There
are many attack in manet network which also decrease
the performance of the network Main objective of
writing this paper is to develop a system which having
very less effect on attacks & having high network
performance.

Index Terms—Mobile ad hoc networks, Routing
Protocols, Security.
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1. INTRODUCTION

MOBILE Ad hoc Networks (MANET) are utilized to
set up wireless communication in improvised
environments without a predefined infrastructure or
centralized administration. Therefore, MANET has
been normally deployed in adverse and hostile
environments where central authority point is not
necessary. Another unique characteristic of MANET
is the dynamic nature of its network topology which
would be frequently changed due to the unpredictable
mobility of nodes. Furthermore, each mobile node in
MANET plays a routerrole while transmitting data
over the network. In MANET all nodes are free to
join and leave the network, also called open network
boundary. All intermediate nodes between a source
and destination take part in routing, also called
hopby-hop communications. As communication
media is wireless, each node will receive packets in
its wireless range, either it has been packets
destination or not. Due to these characteristics, each
node can easily gain access to other nodes packets or
inject fault packets to the network. Therefore,
securing MANET against malicious behaviours and
nodes, became one of the most important challenge in
MANET
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2. MANET ROUTING PRINCIPLES

The first pieces of literature we will discuss are a pair
of survey papers by [1], [8], these two survey papers
gather together information on the wide variety of
MANET routing protocols which researchers have
developed to meet the challenges of MANET routing,
many of which feature different methods of
managing the issues associated with mobility. [8]
Performed an extensive research survey into the
available routing protocols and attempted to
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¢ Network

categories them by the features they exhibit and
provide details on the core protocols of each
category. This is similar to work undertaken by [1]
who took a similar approach in grouping routing
protocols using the categories; geographical, multi-
path, hierarchical, geo-cast and power aware routing
protocols. The two survey papers both find that every
protocol identified also fit into the core categories of;
reactive, proactive or hybrid routing protocols in
additional to any other characteristics they exhibit.
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A. Proactive Routing

Proactive protocols rely upon maintaining routing
tables of known destinations, this reduces the amount
of control traffic overhead that proactive routing
generates because packets are forwarded immediately
using known routes, however routing tables must be
kept up-to-date; this uses memory and nodes
periodically send update messages to neighbors, even
when no traffic is present, wasting bandwidth [10].
Proactive routing is unsuitable for highly dynamic
networks because routing tables must be updated
with each topology change, this leads to increased
control message overheads which can degrade
network performance at high loads [11].

B. Reactive Routing

Reactive Protocols use a route discovery process to
flood\the network with route query requests when a
packet needs to be routed using source routing or
distance vector routing Source routing uses data
packet headers containing routing information
meaning nodes don’t need routing tables; however
this has high network overhead. Distance vector
routing uses next hop and destination addresses to
route packets, this requires nodes to store active
routes information until no longer required or an
active route timeout occurs, this prevents stale routes
[10]. Flooding is a reliable method of disseminating
information over the network, however it uses

bandwidth and creates network overhead, reactive
routing broadcasts routing requests whenever a
packet needs routing, this can cause delays in packet
transmission as routes are calculated, but features
very little control traffic overhead and has typically
lower memory usage than proactive alternatives, this
increases the scalability of the protocol [1].

C. Hybrid Routing

Hybrid protocols combine features from both reactive
and proactive routing protocols, typically attempting
to exploit the reduced control traffic overhead from
proactive systems whilst reducing the route discovery
delays of reactive systems by maintaining some form
of routing table [10]. The two survey papers [1], [8]
successfully collect information from a wide range of
literature and provide detailed and extensive
reference material for attempting to deploy a
MANET, both papers reach the conclusion that no
single MANET routing protocol is best for every
situation meaning analysis of the network and
environmental requirements is essential for selecting
an effective protocol. While these papers contain
functionality details for many of the protocols
available, performance information for the different
protocols is very limited and no details of any testing
methodologies is provided, because of this the
validity of some claims made cannot be verified.
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3. Attacks

Due to special features like hop-by-hop
communications, wireless media, open border and
easy to setup, MANET became popular for malicious
nodes. Some of the most important attacks in
MANET are as follows:

3.1 Black Hole Attack: In this attack, malicious
node injects fault routing information to the network
and leads packets toward itself, then discards all of
them [2-4]. In [5] we present a survey on black hole
detection and elimination approaches. Also we
presented a classification of defeating approach for
this attack. Authors in [6] presented a new approach
based on confirming the best path using second path.
In this approach, whenever a source node receives
RREP packets, it send a confirmation packet through
the second best path to the destination and ask the
destination whether it has a route to the RREP
generator or to the Next Hop_Node of RREP
generator or not. If the destination has no route to this
nodes, both RREP  generator and it’s
Next_Hop_Node will mark as malicious nodes.
Using this approach source node can detect
cooperative malicious nodes. Whoever in the case of
more than two cooperative malicious nodes, this
approach can’t detect all malicious nodes.

3.2 Worm Hole Attack: In worm hole attack,
malicious node records packets at one location of the
network and tunnels them to another location [7].
Fault routing information could disrupt routes in
network [8]. Authors in [9] presented a way to secure
MANET against this attack by using encryption and
node location information. But as mentioned before,
key distribution is a challenge in MANET.

3.3 Byzantine attack: In this attack, malicious node
injects fault routing information to the network, in
order to locate packets into a loop [10, 11]. One way
to protect network against this attack is using
authentication. Authors in [11] presented a
mechanism to defeat against this attack using RSA
authentication.

3.4 Snooping attack: The goal of this attack is
accessing to other nodes packets without permission
[12]. As in MANET packets transmitted hop by hop,
any malicious node can capture others packets.

3.5 Routing attack: In this attack, malicious node
tries to modify or delete node’s routing tables [2, 3,
13]. Using this attack, malicious node destroys
routing information table in ordinal nodes. Therefore,
packet overhead and processing time will increase.
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3.6 Resource consumption attack: In this attack,
malicious node uses some ways to waste nodes or
network resources [14, 15]. For instance, malicious
node leads packets to a loop that consists of ordinal
nodes. As a result, node’s energy consumed for
transmitting fault packets. In addition, congestion and
packet lost probability will increase.

3.7 Session hijacking: Session hijacking is a critical
error and gives an opportunity to the malicious node
to behave as a legitimate system [16, 17]. Using this
attack, malicious node reacts instead of true node in
communications. Cryptography is one of the most
efficient ways to defeat this attack.

3.8 Denial of service: In this attack, malicious node
prevents other authorized nodes to access network
data or services [18-19]. Using this attack, a specific
node or service will be inaccessible and network
resources like bandwidth will be wasted. In addition,
packet delay and congestion increases.

3.9 Jamming attack: Jamming attack is a kind of
DOS attack [20]. The objective of a jammer is to
interfere with legitimate wireless communications. A
jammer can achieve this goal by either preventing a
real traffic source from sending out a packet, or by
preventing the reception of legitimate packets [21].

3.10 Impersonation Attack: Using this attack,
attacker can pretend itself as another node and injects
fault information to the network [22-23]. As MANET
has open border and hop-by-hop communications,
it’s hardly vulnerable against this attack. In some
cases even using authentication is useless.

3.11 Modification Attack: In this attack, malicious
nodes sniff the network for a period of time. Then,
explore wireless frequency and use it to modify
packets [24, 25]. Man-in-the-middle is a kind of
Modification attack.

3.12 Fabrication Attack: In fabrication attack,
malicious node destroys routing table of nodes by
injecting fault information [26-28]. Malicious node
creates fault routing paths. As a result, nodes send
their packets in fault routes. Therefore, network
resources wasted, packet delivery rate decreased and
packet lost will growth Man-in the-middle attack: In
this attack, malicious node puts itself between source
and destination. Then, captures all packets and drops
or modifies them [29-31]. Hop by hop
communications are made MANET vulnerable
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against this attack. Authentication and cryptography
are the most effective ways to defeat this attack.

3.13 Gray Hole Attack:

This attack is similar to black hole. In black hole,
malicious node drops all packets, while in this attack;
malicious node drops packets with different
probabilities [32-35]. As it relays some packets,
detecting this attack is more complicated than black
hole and some detection approaches like sniffing or
watchdog will be useless in it.

3.14 Traffic Analyze Attack:

The goal of this attack is sniffing network traffic to
use them in another attack or in a specific time [34,
36]. Malicious node captures all packets to use them
later. In this section we discussed security aspects in
detail. Figure 2 presents a summarization of
MANET’s security aspect.

4. MAJOR CHALLENGES IN MANET
Regardless of the attractive applications, the features
of MANET introduce several challenges that must be
studied carefully before a wide commercial
deployment can be expected. These include [37,38]
Dynamic topologies: Nodes are free to move
arbitrarily; thus, the network topology--which is
typically multi hop, may change randomly and
rapidly at unpredictable times, and may consist of
both bidirectional and unidirectional links. Routing:
Since the topology of the network is constantly
changing, the issue of routing packets between any
pair of nodes becomes a challenging task. Most
protocols should be based on reactive routing instead
of proactive. Multi cast routing is another challenge
because the multi cast tree is no longer static due to
the random movement of nodes within the network.
Routes between nodes may potentially contain
multiple hops, which is more complex than the single
hop communication.

4.1 Device discovery- ldentifying relevant newly
moved in nodes and informing about their existence
need dynamic update to facilitate automatic optimal
route  selection.  Bandwidth-constrained-variable
capacity links: Wireless links will continue to have
significantly lower capacity than their hardwired
counterparts. Power-constrained and operation: Some
or all of the nodes in a MANET may rely on batteries
or other exhaustible means for their energy. For these
nodes, the most important system design criteria for
optimization may be energy conservation. For most
of the light-weight mobile terminals, the
communication-related  functions  should  be
optimized for lean power consumption. Conservation
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of power and power- aware routing must be taken
into consideration.

4.2 Security and Reliability: In addition to the
common vulnerabilities of wireless connection, an ad
hoc network has its particular security problems due
to e.g. nasty neighbor relaying packets. The feature of
distributed operation requires different schemes of
authentication and key management. Further,
wireless link characteristics introduce also reliability
problems, because of the limited wireless
transmission range, the broadcast nature of the
wireless medium (e.g. hidden terminal problem),
mobility-induced packet losses, and data transmission
errors. Mobile wireless networks are generally more
prone to physical security threats than are fixed-cable
nets. The increased possibility of eavesdropping,
spoofing, and denial-of-service attacks should be
carefully considered.

4.3 Quality of Service (QoS): Providing different
quality of service levels in a constantly changing
environment will be a challenge. The inherent
stochastic feature of communications quality in a
MANET makes it difficult to offer fixed guarantees
on the services offered to a device. An adaptive QoS
must be implemented over the traditional resource
reservation to support the multimedia services. Inter-
networking: In addition to the communication within
an ad hoc network, inter-networking between
MANET and fixed networks (mainly IP based) is
often expected in many cases. The coexistence of
routing protocols in such a mobile device is a
challenge for the harmonious mobility management.
Multicast: Multicast is desirable to support multiparty
wireless communications. Since the multicast tree is
no longer static, the multicast routing protocol must
be able to cope with mobility including multicast
membership dynamics (leave and join). IP-Layer
Mobile Routing-An improved mobile routing
capability at the IP layer can provide a benefit similar
to the intention of the original Internet, viz. "an
interoperable internetworking capability over a
heterogeneous networking infrastructure™. Diffusion
hole problem: The nodes located on boundaries of
holes may suffer from excessive energy consumption
since the geographic routing tends to delivers data
packets along the hole boundaries by perimeter
routing if it needs to bypass the hole. This can
enlarge the hole because of excessive energy
consumption of the node boundaries nodes

5. CONCLUSION

Mobile Ad Hoc Network (MANET) is a kind of Ad
hoc network with mobile, wireless nodes.
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Due to its special characteristics like open network
boundary, dynamic topology and hop-by-hop
communications MANET faced with a variety of
challenges. Since all nodes participate in
communications and nodes are free to join and leave
the network, security became the most important
challenge in MANET. In this paper we study all the
difficulties arise in the manet environment. There are
various attack in manet which also degrade the
network performance. No, security protection scheme
will completely remove the effect of attack. So, we
have to create a system which will increase the
network performance & decrease the effect of attack.
We shall create a Centralized system in manet, hope
that increase the network performance & reduce the
effect of attack.
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