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Abstract—  Offering Trust to consumers of cloud services is the 
main obstacle for the endorsement of cloud computing. The 

cloud service’s dynamic nature makes it even more difficult and 

challenging for provi ding Security, Privacy. Protecting Privacy 

of cloud service user and providing security to user’s data is a 

critical job for a cloud service provider as a lot of crucial 
information is included in interaction between user and the 

trust management system. Defending service provider from 

their malicious users is one of the challenging issues as Attacks 

are performed on cloud service providers by its malicious users. 

These malicious users conspire together and give multiple 
deceptive feedbacks on a specific cloud service to endorse or 

damage the cloud service provider’s esteem. In this paper effort 

is made to provide trust as a service by cloud service user’s 

feedback analysis to cloud services and to preserve the cloud 
service provider’s stature from malicious behaviour. 
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I. INTRO DUCTIO N  

User’s feedback is a robust source to analyse a cloud service’s 

reliability. Many researchers provided solutions for analyzing 

trust on basis of feedback gathered from consumers [1], [2]. 

Malicious attacks on cloud services have become quite 

common these days, from its consumers. The objective of this 

paper is to improvise trust management and to protect the 

reliability of the user’s feedback. For the trust management in 

cloud, we mainly focus on the following important issues:  

 Consumer’s privacy concerns have been increased 

since the endorsement of cloud computing [3]. As 

crucial information (e.g., user’s personal informat ion 

like phone number, address, interests, etc.)  is 

involved in the interaction between the consumer and 

the cloud service provider, these services should 

protect the user’s privacy. 

 Cloud Service Protection is another significant 

challenge as occurrence of attacks from its malicious 

user’s is not unusual. Attackers can damage the cloud 

service reputation by giving multiple deceptive 

feedbacks or by creating mult iple user accounts. Thus, 

identifying such malicious activities is not an easy 

task because, users join and leave the cloud 

environment every day and this consumer dynamism 

makes the very  difficu lt to identify  where and when 

the occurrence of malicious behaviour will happen. 

 Trust Management Serv ice is made available as an 

interface between consumers and the cloud services 

in order to provide a more efficient trust management. 

However, assuring the availability of trust 

management service is the major concern because of 

the dynamic nature and uncertain number of 

consumers in the cloud domain. 

In this paper we focus on providing the following silent 

features: 

 Privacy. Here we provide a service that protects the 

users’ privacy and the feedback credibility of a user. 

 Credibility. In order to distinguish deceptive 

feedbacks from malicious users we introduce a 

credibility model as the trustworthiness of the 

feedbacks effect the trust management services’ 

performance. 

II. EXISTING SYSTEM 

In Accordance with researchers  at Berkeley [4], security and 

trust are rated among the top 10 complications for the 

endorsement of cloud computing. Certainly, just the Service-

Level Agreements (SLAs) are insufficient to establish trust 

among cloud service provider and its consumers because of 

its uncertain and non-uniform stipulations [5]. Cloud service 

Users’ feedback is a adequate source to evaluate the complete 

credibility of cloud services. Various researchers have 

identified the importance of providing effective t rust 

management and presented solutions to evaluate and control 

trust based on feedbacks accumulated from users.  

A. Drawbacks Of Existing System: 

  Guaranteeing the availability of Trust Management 

System is a critical issue because of the uncertain 

number of users and the highly distributed, dynamic 

nature of the cloud System. 

 There could be situations where, unknowingly  the 

user would choose the cloud services on which Self-

promoting attack have been performed. 

 Malicious users can damage a cloud services’ 

reputation by giving several deceptive trust 

feedbacks (i.e., collusion attacks). 
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  There could be situations which would trick users 

into trusting cloud services that are not cred ible by 

creating multip le fake accounts and giving 

misleading trust feedbacks through those 

accounts(i.e., Sybil attacks). 

III.PROPOSED SYSTEM 

Cloud service consumers’ feedback is an effective source to 

evaluate trust and credibility of a cloud service. The trust 

management service provides users the capacity to choose a 

specific cloud service they want to evaluate. Here, we 

proposed novel technologies that can assist in identify ing 

malicious behaviours from users and enabling the consumers 

to efficiently identify t rustworthy cloud service that best 

meets their requirements. We proposed credibility model that 

will identify deceptive trust feedbacks occurred due to 

collusion attacks [6] (attacks that take place when deceptive 

users work together to give multiple misleading feedbacks 

for self-promotion of t rust results of a particu lar cloud 

services or to slander the trust results of a particular cloud 

service) and also identifies Sybil attacks [7] (attacks that take 

place when malicious consumers make use of several 

identities to provide several deceptive feedbacks for self-

promotion or slandering a part icular cloud service). These 

metrics will identify  deceptive feedbacks from malicious 

users, allow trust management system to identify users with 

multiple identities and provide credible trust results. 

A. Advantages Of Proposed System:  

 This will allow the cloud service consumers to 

search for cloud services and to identify 

trustworthy cloud service providers. 

 It provides techniques to identify credible 

feedbacks from malicious ones. 

  It also allows consumers to view number of 

attacks performed on each service. Therefore, 

user can choose a service with least number of 

attacks. 

B. Interface for Finding Reputation of a cloud service: 

 

 

C. Interface for Finding Trustworthiness of a Cloud service: 

 
 

 

International Journal of Advanced and Innovative Research (2278-7844) / # 161 / Volume 5 Issue 3

   © 2016 IJAIR. All Rights Reserved                                                                                161



D. Interface for Sending Feedback about cloud service: 

 

IV. SYSTEM ARCHITECTURE 

The system architecture is built on the basis of service 

oriented architecture (SOA), which provides trust as a service. 

For cloud computing, Web services and SOA are the major 

enabling technologies as the resources (e.g., platform, 

software and infrastructure) are exhib ited as services. Here, 

Trust management service exh ibits interfaces so that 

consumers can provide their feedbacks or request the trust 

results. Figure 1 represents the framework, which is 

comprised of three layers, they are the cloud service provider 

layer, trust management service layer, cloud service 

consumer layer. 

 
Fig. 1 System Architecture 

 

The cloud service provider layer contains many cloud service 

providers who provide one or mult iple cloud services (e.g., 

Saas-software as a service, Paas-platform as a service, Iaas-

Infrastructure as a service). The interactions between this 

layer and the user are called cloud service interactions. 
 

The Trust Management Service Layer provides interfaces so 

that consumers can provide their feedbacks  or inspect the 

trusted services. This layer includes interactions like: i) cloud 

service interactions with service providers, ii) service 

advertisement to advertise the trust as a service to consumers 

iii) cloud service discovery will permit consumers’ as sess the 

credibility  of the new cloud services, and iv) Zero-

Knowledge Credibility Proof Protocol (ZKC2P) interactions 

will allow t rust management service to determine the 

credibility of a particular user’s feedback. 
 

The cloud service consumer layer is composed of several 

consumers’ who utilize cloud services. For example, a  start-

up with limited finance can utilize cloud services and lower 

their budget. This layer includes interactions like: i) service 

discovery will allow consumers to find new cloud services, ii) 

trust interaction and service interaction will allow consumers 

to provide their feedback or retrieve the trustworthiness of a 

particular cloud service, and iii) registration for the 

consumers is required for establishing their identity by 

registering their ID in identity management prior to using 

Trust management. 

V. CO NCLUSIO NS  

Consumer’s feedback is reliable source to evaluate the 

trustworthiness of a particular cloud service. But, malicious 

users might try to mislead the trust result of a cloud service 

but performing reputation based collusion or Sybil attacks 

(i.e ., self-promotion or slandering techniques). Here, we 

introduced credibility model that helps in identify ing these 

reputation based attacks and allow consumers to efficiently  

recognise the trustworthy cloud services. We have evaluated 

the proposed technique and the experimental results show the 

capability of identifying such malicious behaviour and the 

applicability of the proposed approach. 

 

In our future work we plan to collaborate various  trust 

management techniques (recommendations and reputation) to 

improve the accuracy of trust result. 
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