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Abstract:The firewall is one amongst the central
technologies permitting high-level access management
to organization cloud knowledge networks. Cloud
knowledge matching in firewalls involves matching on
several fields from the info header. a minimum of 5
fields (protocol variety, supply and destination
information processing addresses, and ports) are
concerned within the call that market information
measure increasing quickly, terribly economical rule
applies to a given cloud knowledge. With on the
matching algorithms ought to be deployed in
fashionable firewalls to make sure that the firewall
doesn't become a bottleneck Since firewalls ought to
filter all the traffic crossing the cloud sharing network
perimeter, they must be able to sustain a really high
outturn, or risk changing into a bottleneck.. During
this paper we have a tendency to contemplate a
classical rule that we have a tendency to tailored to the
firewall domain. we have a tendency to decision the
ensuing rule “Geometric economical Matching”
(GEM). The GEM rule enjoys a exponent matching
time performance.

Keywords: Cloud Computing, Firewall, GEM
(Geometric Efficient Matching).

1. INTRODUCTION

Cloud computing is the delivery of computing
services over the Internet. Cloud services allow
individuals and businesses to use software and
hardware that are managed by third parties at
remote locations. Examples of cloud services
include online file storage, social networking sites,
webmail, and online business applications.

When you store your photos
online instead of on your home computer, or use
webmail or a social networking site, you are using a
“cloud computing” service. If you are an
organization, and you want to use, for example, an
online invoicing service instead of updating the in-
house one you have been using for many years, that
online invoicing service is a “cloud computing”
service.

Cloud computing refers to the delivery of
computing resources over the Internet. Instead of
keeping data on your own hard drive or updating
applications for your needs, you use a service over
the Internet, at another location, to store your
information or use its applications. Doing so may
give rise to certain privacy implications.
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For that reason the Office of the Privacy
Commissioner of Canada (OPC) has prepared some
responses to Frequently Asked Questions (FAQS).
To have also developed a Fact Sheet that provides
detailed information on cloud computing and the
privacy challenges it presents.
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Fig. 1 Cloud Computing

The following definition of cloud computing has
been developed by the U.S. National Institute of
Standards and Technology (NIST):

Cloud computing is a model for enabling
convenient, on-demand network access to a shared
pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and
services) that can be rapidly provisioned and
released with minimal management effort or service
provider interaction. This cloud model promotes
availability and is composed of five essential
characteristics, three service models, and four
deployment models.

2. METHODOLOGY

Methodology is the systematic, theoretical analysis
of the methods applied to a field of study. It
comprises the theoretical analysis of the body of
methods and principles associated with a branch of
knowledge. Typically, it encompasses concepts
such as paradigm, theoretical model, phases and
quantitative  or  qualitative  techniques. A
methodology does not set out to provide solutions it
is, therefore, not the same as a method. Instead, a
methodology offers the theoretical underpinning for
understanding which method, set of methods, or so-
called “best practices” can be applied to specific

131


mailto:kesavaraj2020@gmail.com
mailto:jeevin802@gmail.com

International Journal of Advanced and I nnovative Resear ch (2278-7844) / # 132/ Volume 5 I ssue 8

case, for example, to calculating a specific result. It
has been defined also as follows:

1. "The analysis of the principles of methods,
rules, and postulates employed by a
discipline™;

2. "The systematic study of methods that are,
can be, or have been applied within a
discipline™;

3. "The study or description of methods".

e Not authorization and legion
user

e Admin cloud control system

e  Probing files
Activate firewall
authentication

e  File transfer in real cloud

A. NOTAUTHORIZATION AND LEGION USER

If new User need the Cloud Service that
users should register in site to use our service,
registered users can then enter the site by logging
on. Who’s doesn’t have register in cloud they
doesn’t use the cloud services. And their request
has denied from the cloud Server. In Login Form
module presents site visitors with a form with
username and password fields. If the user enters a
valid username/password combination they will be
granted access to additional resources on system.
Which additional resources they will have access to
can be configured separately.
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Fig. 2 Firewall Detection

B.ADMIN CLOUD CONTROL SYSTEM

System Admin Monitor the user s Action
register user action if un trusted means, their
permission’s are denied, that user id has removed
from server. Control the user Action. If user
request the firewall. System admin has provide
firewall for secure cloud service. So they monitor
Firewall cloud user and all users.
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C.PROBING FILES

In this module the user going to enter the
text for searching the required file. The searching
mechanism is differing from the existing system.
Whenever the user gives their searching text, it is
going to search from the database. At first, the
search is based on the file name. It contains some
related file name. Then it collects some of the file
text, it makes another search. Finally it produces a
search result for corresponding related text for the
user.
D.ACTIVATE FIREWALL AUTHENTICATION

e If the User need Cloud Storage, they
should have Firewall. Because maximum
of the user request has DDOS or Edos
attack or Botnet signature in their file.

e This virus signature File affect the cloud
service in server level. And total it collapse
the and attack is launch in server level. To
Avoid these Attacks and prevent the cloud
by way the Activate firewall. So here the
user id and password we Request the
firewall to the System admin. Admin has
Activate the Firewall for request User’s
and proceed the cloud Storage.

Fig. 2 Active firewall Authentication

E.FILE TRANSFER IN REAL CLOUD

e The User enter the Cloud storage Service
using Their Cloud Id and Password. But
The User Store their Detail in real Cloud
They must have Activate Firewall. After
Verify The Firewall 1d And Then we
upload The Our files and Data in Real
Cloud.

e The Users Doesn’t have Firewall
Activation their Cloud service Has
Denied. Because The file Maybe attached
in Virus signature.
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3. EXPERIMENTS AND RESULTS

In terms of effectiveness, Firewall Compressor
achieves an average compression ratio of 52.3% on
real life rule sets. In terms of efficiency, Firewall
Compressor runs in seconds even for a large
firewall with thousands of rules. Moreover, the
algorithms and techniques proposed in this paper
are not limited to firewalls. Rather, they can be
applied to other rule-based systems such as packet
filters on Internet routers.
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with realistic large rulebases. GEM’s matching speed

is far better than the naive linear search, and it is able

to increase the throughput of iptables by an order of

magnitude. On rule-bases generated according to
realistic statistics, GEM’s space complexity is well
within the capabilities of modern hardware. Thus we

believe that GEM may be a good candidate for use in

firewall matching engines.

wccrmafully you taken & key®™!Cick verfication...

5. REFERENCES

[1] M. Armbrust, A. Fox, R. Griffith, A. D. Joseph,
R. Katz, A. Konwinski, G. Lee, D. Patterson, A. Rabkin, I.
Stoica, and M. Zaharia, “A view of cloud computing,”
Commun. ACM, vol. 53, no. 4, pp. 50-58, 2010.

[2] T. Ristenpart, E. Tromer, H. Shacham, and S.
Savage, “Hey, you, get off of my cloud: Exploring
information leakage in third-party compute cloudin Proc.
16th ACM Conf. Comput. Commun. Security, 2009, pp.
199-212.

© 2016 1 JAIR. All Rights Reserved 134



