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Abstract: This paper presents a survey on active queue
management(AQM) scheme, Fuzzy Explicit Marking
(FEM), supporting explicit congestion notification (ECN),
to provide congestion control in TCP/IP best-effort
networksusing a fuzzy logic control approach. While many
AQMmechanisms have recently been proposed, these require
careful configuration of non-intuitive control parameters, and
show weaknesses to detect and control congestion under
dynamic traffic changes, and a slow response to regulate
queues. The proposed fuzzy logic approach for congestion
control allows the use of linguistic knowledge to capture the
dynamics of nonlinear probability marking functions, uses
multiple inputs to capture the (dynamic) state of the
network more accurately, and can offer effective
implementation. A simulation study over a wide range of
traffic conditions shows that the FEM controller outperforms
a number of representative AQM schemes in terms of queue
fluctuations and delays, packet losses, and link utilization.

1. Introduction

The increased demand to use the Internet necessitates the
design and utilization of effective congestion control
algorithms. Recently, many active queue management
(AQM) schemes have been proposed to provide high network
utilization with low loss and delay by regulating queues at
the bottleneck links in TCP/IP best-effort networks, including
random early detection (RED) [1], adaptive RED (A-RED)
[2], proportional-integral (PI) controller [3], and random
exponential marking (REM) [4].

The AQM approach can be contrasted with the “Tail Drop”
(TD) queue management approach, employed by common
Internet routers, where the discard policy of arriving packets
is based on the overflow of the output port
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buffer. Contrary to TD, AQM mechanisms [5] start
dropping packets earlier in order to be able to notify traffic
sources about the incipient stages of congestion. AQM
allows the router to separate policies of dropping packets
from the policies for indicating congestion. The use of
Explicit Congestion Notification (ECN) [6] was proposed
in order to provide TCP an alternative to packet drops as a
mechanism for detecting incipient congestion in the network.
The ECN scheme requires both end-to-end and network
support. An AQM-enabled gateway can mark a packet either
by dropping it or by setting a bit in the packet’s header
if the transport protocol is capable of reacting to ECN. The
use of ECN for notification of congestion to the end-nodes
generally prevents unnecessary packet drops.

In this paper, we use fuzzy logic techniques to develop a
new AQM scheme, Fuzzy Explicit Marking (FEM), to
provide congestion control in TCP/IP best-effort networks.
The application of fuzzy control techniques to the problem
of congestion control in networks is suitable due to the
difficulties in obtaining a precise mathematical model
using conventional analytical methods, while some
intuitive understanding of congestion control is available.
The proposed fuzzy control system is designed to regulate
the queues of IP routers in a predefined level, by achieving
a specified target queue length (TQL), in order to maintain
both high utilization and low mean delay. A fuzzy
inference engine (FIE) is designed to operate on router
buffer queues, and uses linguistic rules to mark packets in
TCP/IP networks. The proposed fuzzy logic strategy is
shown via simulations to be robust with respect to traffic
modeling uncertainties and system nonlinearities, yet
provide tight control. As a result, it can effectively regulate
the queues of the bottleneck links, while achieving high
utilization, low loss and delay.

The paper is organized as follows. Section 2 discusses
important aspects of AQM. In Section 3 we briefly review
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some of the properties of Fuzzy Logic Control and present
our proposed FEM implementation. Then Section 4
presents simulative examples and discusses the
performance of FEM. Finally in Section 5 we present our
conclusions.

2. AQM mechanisms

AQM mechanisms aim to provide high link utilization
with low loss rate and queuing delay, while responding
quickly to load changes. Several schemes have been
proposed to provide congestion control in TCP/IP
networks. RED [1], which was the first AQM algorithm
proposed, simply sets some minimum and maximum
marking thresholds in the router queues. In case the
average queue size exceeds the minimum threshold, RED
starts randomly marking packets based on a probability
depending on the average queue length, whereas if it
exceeds the maximum threshold every packet is dropped.

The properties of RED have been extensively studied in
the past few years. Issues of concern include: problems
with performance of RED under different scenarios of
operation and loading conditions [7]; the correct tuning of
RED parameters implies a “global” parameterization that is
very difficult, if not impossible to achieve as it is shown in
[9]; some researchers have advocated against using RED,
in part because of this tuning difficulty [8]; linearity of the
dropping function has been questioned by a number of
researchers (see for example [4, 10]).

Recently, new proposed AQM mechanisms have
appeared to give alternative solutions, and approached the
problem of congestion control differently than RED, due to
the difficulties of appropriately setting RED parameters
based on dynamic network conditions [8]. Specifically,
REM [4] algorithm uses the instantaneous queue size and
its difference from a target value to calculate the mark
probability based on an exponential law. Also, a Pl
controller [3] uses classical control theory techniques to
design a feedback control law for the router AQM. It
introduces a TQL, in order to stabilize the router queue
length around this value. Moreover, A-RED [2], proposed
by the same author of RED [1], attempts to solve the
problem for the need of tuning RED parameters by
modifying a similar proposal [11]. In particular, A-RED
adjusts the value of the maximum mark probability to keep
the average queue size within a target range half way
between the minimum and maximum thresholds. Thus, A-
RED maintains a desired average TQL twice the minimum
threshold (if the maximum threshold is kept three times the
minimum threshold). Furthermore, A-RED also specifies a
procedure for automatically setting the RED parameter of
gueue weight as a function of the link capacity, following
the approach in [12].

However, these AQM mechanisms still require a careful
configuration of non-intuitive control parameters. As
indicated in Section 4, they are often non-robust to
dynamic network changes, and as a result, they exhibit
greater delays than the target mean queuing delay with a
large delay variation, and large buffer fluctuations, and
consequently cannot effectively control the router queue.
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Figure 1. Fuzzy logic controlled AQM system model
3. Fuzzy logic: Implementation of FEM
3.1 Fuzzy logic

Fuzzy logic is one of the tools of what is commonly
known as Computational Intelligence (CI). CI [13] is an
area of fundamental and applied research involving
numerical information processing. While these techniques
are not a panacea (and it’s important to view them as
supplementing proven traditional techniques), we are
beginning to see a lot of interest not only from the
academic research community [14], but also from industry
[15]. Fuzzy Logic Control (FLC) may be viewed as a way
of designing feedback controllers in situations where
rigorous control theoretic approaches cannot be used due to
difficulties in obtaining a formal analytical model, while at
the same time some intuitive understanding of the process
is available. The control algorithm is encapsulated as a set
of linguistic rules. FLC has been applied successfully [16]
for controlling systems in which analytical models are not
easily obtainable or the model itself, if available, is too
complex and possibly highly nonlinear.

In recent years, a number of research papers using fuzzy
logic investigating solutions to congestion control issues,
especially to ATM networks, have been published (e.g.
[17]). A survey is given in [14].

3.2 FEM implementation

Our design of a fuzzy control system is based on a fuzzy
logic controlled AQM scheme to provide congestion
control in TCP/IP best-effort networks. The system model
of FEM is shown in Figure 1, where all quantities are
considered at the discrete instant kT, with T the sampling
period, e(kT) = dqdes — q is the error on the
controlled variable queue length, g, at each sampling
period, e(kT — T) is the error of queue length with a delay T
(at the previous sampling period), p(kT) is the mark
probability, and SGj and SGq are scaling gains.

The proposed fuzzy control system is designed to
regulate the queues of IP routers by achieving a specified
desired TQL, qdes, in order to maintain both high
utilization and low mean delay. A fuzzy inference engine
(FIE) is designed to operate on router buffer queues, and
uses linguistic rules to mark packets in TCP/IP networks.
As shown in Figure 1, the FIE dynamically calculates the
mark probability behavior based on two network-queue
state inputs: the error on the queue length (i.e., the
difference between the desired (TQL) and the current
instantaneous queue length) for two consecutive sample
periods (which
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Table 1. Linguistic rules — Rule base
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Figure 2. Decision surface of the fuzzy inference
engine.
The control surface is shaped by the rule base and the linguistic
values of the linguistic
variables.

can be interpreted as a prediction horizon). We have
implemented FEM with marking capabilities, so that FEM
routers have the option of either dropping a packet or
setting its ECN bit in the packet header, instead of relying
solely on packet drops (for the rest of the paper, by
marking a packet it is meant setting its ECN bit). The
decision of marking a packet is based on the mark
probability, which is dynamically calculated by the FIE.

The scaling gains, SGj and SGg, shown in Figure 1,
are defined as the maximum values of the universe
of discourse of the FIE input and output variables,
respectively. In order to achieve a normalized range of the
FIE input variables from -1 to 1, the input scaling gain SGj
is set to be equal to -1/(qdes—QueueBufferSize), if the
instantaneous queue length is greater than the TQL;
otherwise SGj is equal to 1/qdes. The output scaling
gain SGo is determined so that the range of outputs
that are possible is the maximum, but also ensuring that the
input to the plant will not saturate around the maximum.
Following the approach in [2], SGo is set to a value
indicating the maximum mark probability (e.g. 10%) that
can also be adjusted in response of changes of the queue
length.

The FIE uses linguistic rules to calculate the mark
probability based on the input from the queues (see Table
17). Usually multi-input FIEs can offer better ability to
linguistically describe the system dynamics. We expect that
we can tune the system better, and improve the behavior of
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Figure 3. Membership functions of the linguistic values representing the

input variables “normalized error on queue length for two consecutive
sample periods”, and the output variable “mark
probability”

the queue, by achieving high utilization, low loss and
delay. The dynamic way of calculating the mark
probability by the FIE comes from the fact that according
to the error of queue length for two consecutive sample
periods, a different set of fuzzy rules, and so inference
apply. Based on these rules and inferences, the mark
probability is calculated more dynamically than other
AQM approaches [1, 2, 3, 4].

This point can be illustrated by observing the
visualization of the decision surface of the FIE used in the
FEM scheme (see Figure 2). An inspection of this decision
surface and the linguistic rules shown in Table 1 provides
hints on the operation of FEM. The mark probability
behaviour under the region of equilibrium (i.e., where the
error on the queue length is close to zero) is smoothly
calculated. On the other hand, the rules are aggressive
about increasing the probability of packet marking sharply
in the region beyond the equilibrium point. These rules
reflect the particular views and experiences of the designer,
and are easy to relate to human reasoning processes and
gathered experiences.

Usually, to define the linguistic values of a fuzzy
variable, Gaussian, triangular or trapezoidal shaped
membership functions are used. Since triangular and
trapezoidal shaped functions offer more computational
simplicity, we have selected them for our rule base (see
Figure3).
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Figure 5. FEM queue length under various target values
(queue ranges from 0-500 packets with a time
evolution of 100 sec; similarly for Figure 6-8)
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Figure 6. Scenario I-2: Queue lengths
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Figure 7. Scenario I-3: Queue lengths

system. The tuning objective can be based on a desired
optimization criterion, for example, a trade-off between
maximization of throughput with minimization of end-to- end
delay experienced by the users. This is part of our future
work.

The design of FEM aims to generally provide better
congestion control and better utilization of the network,
with lower losses and delays than other AQM schemes [1,
2, 3, 4], especially by introducing additional input variables
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Figure 4. Network topology

and on-line (dynamic) adaptivity of the rule base (self-
tuned).

4. Simulation results

In this section we evaluate the performance and
robustness of the proposed FEM AQM in a wide range of
environments, and compare with other published results by
taking some representative AQM schemes, namely A-RED
[2], PI controller [3] and REM [4], using NS-2 [19]
simulator. The network topology used is shown in Figure 4.
We use TCP/Newreno with an advertised window of 240
packets. The size of each packet is 1000 bytes. The buffer
size of all queues is 500 packets. We use AQM in the
queues of the bottleneck link between router-A and router-
B. All other links have a simple TD queue. All sources (N
flows) are greedy sustained FTP applications, except for
Scenario Il, where we also introduce web-like traffic. The
sampling period for FEM AQM is fixed to 0.006 sec (close
to the one used in [3]). The TQL of all AQM schemes,
except otherwise defined, is set to 200 packets, as this is
used in [3] (for A-RED, we set the minimum threshold to
100 packets, and the maximum to 300, giving an average
TQL of 200 packets). The simulation time is 100 sec.

5. Conclusions

We have presented a survey on AQM scheme, which we
refer to as Fuzzy Explicit Marking, implemented in
TCP/IP networks, using fuzzy logic techniques, to provide
effective congestion control by achieving high utilization,
low losses and delays. The proposed scheme is contrasted
with a number of well-known AQM schemes through
a wide range of scenarios.

The proposed fuzzy logic approach for congestion
control is implemented with marking capabilities (either
dropping a packet or setting its ECN bit). In this paper the
design of the fuzzy knowledge base is kept simple, using
a linguistic interpretation of the system behavior. We
have successfully used the reported strength of fuzzy
logic (a ClI technique) and have addressed limitations of
existing AQM algorithms implemented in TCP/IP
networks. This is clearly shown from the simulative
evaluation. FEM controller is shown to exhibit many
desirable properties, like robustness and fast system
response, and behaves better than other AQM schemes
in terms of queue fluctuations and delays, packet losses,
and link utilization, with capabilities of adapting to highly
variability and uncertainty in network.
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We believe that future work can include the design of a
fuzzy model reference learning controller, which can tune
the parameters of the fuzzy logic controller on line, using
measurements from the system, to obtain even better
behavior.

From the results presented we are optimistic that the
Fuzzy Control methodology will offer significant
improvements on controlling congestion in TCP/IP
networks.
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