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Abstract: The Mobile Ad hoc Network is a modern Wireless 

Base communication system is most important and popularly 

used communication. The Major attack faced by this network is 

sinkhole attack which can heavily attract the resources available 

in the network. It has to be prevented to make the energy of the 

network is available for all resources. Different kinds of attack 

that can be introduced in wireless network. So security is an 

essential requirement in mobile ad hoc network (MANETs). 

There is different various types of attacks that can be 

introduced in wireless network. This paper studies sinkhole 

attack and different routing protocol 

Key words – Manet, Types of Attack, Routing Protocol, Sinkhole 

Attack. 

 

I     Introduction 

Manet is often called a mobile adhoc network. It is collection 

of various Wireless nodes that enter and leave over time. 

Each node acts as a route node which forward data packet. 

Manet does not have any centralized administration. Each 

node work as router to forward data packet. Manet is one of 

fastest emerging technology, small and more powerful 

wireless device due to commencement of economical. Manet 

is basically used in military service. 

 

II     Types of attack 

1. Passive attack 

2. Active attack 

1) Passive attack: - Passive attack, attacker can exchange 

the data without alerting in network in this attack 

detection is very difficult since the operation of network 

does not get affected itself. There is only one solution of 

this problem to use powerful encryption mechanism. 

Through encrypt data or useful information can be coded 

and decoded. Attacker can get useful information from 

data overhead. 

2) Active attack:-In Active attack attacker can try to destroy 

or exchange the information by disrupting the normal 

function in the network. Active attack can be external 

and internal. 

A) External attack: External attacks are carried out by nodes 

which are not a part of a network. External attacks in 

which the attacker aims to cause the congestion which 

propagates fake routing information or providing 

services from disturb nodes. 

B) Internal attack: - Internal attack, attack are on a different 

nodes that is not a part of a network.  Attacker wants to 

gain the normal access to the network and network 

activities are participate the either by any malicious node 

to get the access to the network as a new node, or by 

directly compromising a running node and using it as a 

basis to conduct its malicious behaviors. 

 

Various routing protocol are involved in MANET (mobile 

adhoc network).Proactive, Reactive and Hybrid are three type 

of routing protocol. 

III. Routing protocols 

1) Table-Driven routing protocols (Proactive) 

a) Proactive protocol:- Proactive protocol is a 

distributed shortest path protocol. It maintain the 

route between every hosted pairs at all times 

proactive is based on the periodic updated high 

routing overhead. 

2) On Demand routing protocols (Reactive) 

a) Reactive protocol:- This protocol don‟t maintain 

the routing information if there is no 

communication in a network. If any nodes want 

to send any information or any data packet to 

another node then reactive protocol search a 

route in on demand protocol and established a 

connection to transmit and receive the data 

packets. The route discovery usually occurs by 

flooding the RRP (route request packets) 

throughout the network. 

3) HYBRID ROUTING PROTOCOLS (Proactive 

and Reactive) 

Hybrid routing protocols is a combination of   reactive 

and proactive routing protocols. It was proposed to 

reduce to the control overhead of proactive routing 

protocols and latency is decrease caused by route 

discovery in reactive routing protocols. Hybrid routing 

protocols are temporarily Ordered Routing Algorithm 

and Zone routing protocol and  
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IV. Sinkhole attack 

 Sinkhole attack whole traffic is misrouting though a 

compromised node. Through sinkhole attack   routing 

algorithm compromised a node which especially alterative to 

a surrounding nodes using fake routing information and alter 

through data passing. A sinkhole node tries to attack to the 

data to it from all the neighboring nodes. It generates fake 

data routing information that the nodes in local network 

know itself on the specific way to a nodes. Through this, 

sinkhole node tries to draw all network traffic from itself. 

After that it alters the data packet or drops the packet silently. 

Sinkhole attack decreases the network's life time through 

boosting energy consumption finally destroy the network by 

increases network overhead. 

 

In sinkhole attack a malicious node can read all packets by 

falsely claiming a new route to the destination using various 

kind of denial of service. Sink Hole Attack the node can drop 

the data which coming from the source to destination. So it 

will difficult to know data is read by whose node. 

 

                          V. Attacks on MANET 

1)  D. Tampering: - In tampering a sensor node by may be 

damage by attacker ,  change the all node or  part  its 

hardware part or even electronically interrogate the nodes to 

gain access to sensitive information, such as shared 

cryptographic keys and how higher communication layers 

can be access.  

2) Selective forwarding: - In such type of attack data can be 

include itself in a data flow path rather then drop the data 

packets   like a black hole attack. 

3) Sybil Attack: - .In a Sybil attack the multiple identies can 

be shown in a network. These identies can confuse the 

multiple locations in geographic at once. 

4) Jamming: - A sensor node interferes with the radio 

frequencies. A few jamming nodes can put to considerable 

amount of the nodes out of order.  

5) Spoofed, altered or replayed routing information: - 

Spoofed is a direct attack. By spoofing, altering or 

replaying routing information the attacker can complicate 

the network and attracting or repelling traffic, and create 

routing loops generating false error messages, shortening 

or extending source routes or partitioning the network 

6) Hello flood attacks: - In many routing protocols, 

nodes can broadcast hello messages in a network to show 

their presence to their neighbors nodes.  In such type of 

attack nodes can be send and receive the messages in a 

particular range. In a network an attacker can be known as 

a high powered antenna that can convince every node in 

the network that it is their neighbor.  

 

 

 

VI  Dynamic Source Routing Protocol 

Manet routing protocol can be classified into „table-driven 

routing' and 'on-demand routing' protocols. The wired 

network routing protocols is extension of    Table-driven 

routing protocols. Dynamic Source Routing Protocol keeps 

the global routing information in each router, in form of 

table. The table is updated each time to maintain the correct 

information of network status. They can get the route to 

destination swiftly, to maintain the route table. Dynamic 

Source Routing Protocol should keep the whole information 

and exchange routing information constantly to update the 

table. 

 

Dynamic Source Routing Protocol when a path is required by 

a node in on-demand routing   protocols to execute the path-

finding process. Dynamic source routing protocols are 

designed to restrict the bandwidth consumed in adhoc 

wireless networks by control packet. On the other hand, 

Dynamic source routing protocol (DSR) is a representative 

on- demand protocol DSR protocol consists of route 

maintenance phase and route discovery phase. Mobile nodes 

get route information by initiating route discovery itself and 

route request by overhearing the route records to other route 

discovery processes. If new route is entered then update the 

cache, they keep the route cache which contains source route. 

When a route path is broken, route error message is sent to 

the source node and reestablish the route in route. 

 

Packet delivery ratio is decrease when sinkhole is present. 

Packets which are not delivered to the destination may be 

forwarded by the sinkhole node to another node in the 

network or may be dropped.   This can cause fluctuations in 

the delivery ratio as the sinkhole may forward packet or 

selectively drop. Throughput is the total number of packets 

received by the destination node over time of period. It has 

been observed that throughput decreases with time. The 

reason is more packets have access by sinkhole on the 

network and sinkhole attack will not allow the packets to 

reach to the destination and hence the throughput decreases. 

The numbers of packets sent by the source node to that of the 

number of packets received by the destination node is the 

difference of a packet drop. Sink hole behavior is to reroute 

or drop any packets it receives.  As a result, packet drop 

increases in the presence of sinkhole attacks. 

 

            Source 

            Destination 

            Sinkhole 
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VII Conclusion 

 This paper has inspected different kind of routing protocol in 

MANETs.  In mobile ad hoc network, Sinkhole attack is one 

of possible attack in mobile ad hoc network. Therefore it 

requires strong mechanism which can efficiently detect & 

helps to prevent adhoc network from sinkhole attack. Thus 

have studied various routing attacks, their causes & sinkhole 

detection techniques available in MANET. As future work, 

tried to find out all parameter indicators of sinkhole attack in 

MANETs. We will study different routing protocol in Manet. 
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